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FE1

Endpoint Security Management: This section of the exam measures the skills of Endpoint Security
Administrators and focuses on validating endpoint configurations and monitoring activities. It includes
managing endpoint profiles and policies, verifying agent status, and responding to endpoint alerts through
live terminals, isolation, malware scans, and file retrieval processes.

FE2

Data Analysis with XQL: This section of the exam measures the skills of Security Data Analysts and covers
using the XSIAM Query Language (XQL) to analyze and correlate security data. It involves understanding
Cortex Data Models, analyzing events through datasets, and interpreting XQL syntax, schema, and query
options such as libraries and scheduled queries.

FE3

Threat Intelligence Management and ASM: This section of the exam measures the skills of Threat
Intelligence Analysts and focuses on handling and analyzing threat indicators and attack surface
management (ASM). It includes importing and managing indicators, validating reputations and verdicts,
creating prevention and detection rules, and monitoring asset mventories. Candidates are expected to use
the Attack Surface Threat Response Center to identify and remediate threats effectively.

F&E 4

Automation and Playbooks: This section of the exam measures the skills of SOAR Engineers and focuses
on leveraging automation within XSIAM. It includes using playbooks for automated incident response,
identifying playbook components like tasks, sub-playbooks, and error handling, and understanding the
purpose of the playground environment for testing and debugging automated workflows.

FES

Incident Handling and Response: This section of the exam measures the skills of Incident Response
Analysts and covers managing the complete lifecycle of incidents. It mvolves explaining the incident creation
process, reviewing and mvestigating evidence through forensics and identity threat detection, analyzing and
responding to security events, and applying automated responses. The section also focuses on interpreting
incident context data, differentiating between alert grouping and data stitching, and hunting for potential
10Cs.
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i /8 #133
You're reviewing a suspicious login attempt using [ITDR. What indicators would support a compromised identity finding?
Response:

A. Failed logn attempts followed by success
B. Shortened URL in an email

C. Frequent application crashes

D. Access from an unusual geo-location

ZE: AD

R RE #134
When a sub-playbook loops, which task tab will allow an analyst to determine what data the sub-playbook used in each iteration of
the loop?

A. Results

B. Input Results
C. Outputs

D. Inputs

EX: B

AR A -

The correct answer isA - Input Results.

In Cortex XSIAM playbooks, when sub-playbooks are configured to loop, thelnput Resultstab within the task view allows analysts
to see exactly what input data was provided to the sub-playbook during each iteration of the loop. This is essential for understanding
playbook behavior and troubleshooting automation flows.

"The Input Results tab in the playbook task provides visibility into the data supplied to a sub-playbook for every loop iteration,
allowing analysts to review how the mput changes across executions." Document Reference: XSIAM Analyst ILT Lab Guide.pdf
Page:Page 39 (Automation section)

FIRE #135
In addition to defining the Rule Name and Severity Level, which step or set of steps accurately reflects how an analyst should
configure an indicator prevention rule before reviewing and saving it?

A. Filter and select indicators of any type.

B. Select profiles for prevention

C. Select profiles for prevention

D. Filter and select one or more SHA256 and MD3 indicators

E. Filter and select file, IP address, and domain indicators.

F. Filter and select one or more file, IP address, and domain indicators.

Z%: BF
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(Both steps together are needed for accurate configuration: "Filter and select one or more file, IP address, and domain indicators.'
AND "Select profiles for prevention") The correct steps are tofilter and select one or more file, IP address, and domain
indicators(C) and then select profiles for prevention(D).

‘When configuring an indicator prevention rule in Cortex XSIAM/XDR, after naming the rule and setting its severity, the analyst
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should:

* Filter and select the specific indicators(e.g., file hashes, IP addresses, domains) that are to be blocked or prevented.

* Select the appropriate endpoint profiles or groupswhere the rule should be enforced for active prevention.

"Before saving an indicator prevention rule, filter and select the relevant indicators (file, IP address, and domain), then assign the
prevention profiles that will enforce the rule on endpoints.” Document Reference:EDU-270c-10-lab-guide 02.docx (1).pdf
Page:Page 16-17 (Endpoint Policy Management section)

i 8 #136

An alert involves credential dumping. Reviewing the causality chain, you notice the following:
- Isass.exe is accessed by powershell.exe

- Prior to this, cmd.exe launched the PowerShell script

‘What can you infer?

Response:

A. There is an indicator of defense evasion

B. It's a known benign service activity

C. Possible credential access tactic

D. Scripted behavior likely launched manually

ER: AC

FRE #137
What is the main use of the Playground in Cortex XSIAM?
Response:

A. Test scripts and integrations in a safe environment
B. Export reports to CSV

C. Build dashboards

D. Manage endpoint policies

ER: A
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