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Your organization hosts a financial services application running on Compute Engine instances for a third-party company. The third-
party company's servers that will consume the application also run on Compute Engine in a separate Google Cloud organization.
You need to configure a secure network connection between the Compute Engine instances. You have the following requirements:
- The network connection must be encrypted.

- The communication between servers must be over private [P addresses.

‘What should you do?

¢ A. Configure a Cloud VPN connection between your organization's VPC network and the third party's that is controlled by
VPC firewall rules.

¢ B. Configure a VPC peering connection between your organization's VPC network and the third party's that is controlled by
VPC firewall rules.

¢ C. Configure an Apigee proxy that exposes your Compute Engine-hosted application as an AP, and is encrypted with TLS
which allows access only to the third party.

¢ D. Configure a VPC Service Controls perimeter around your Compute Engine instances, and provide access to the third
party via an access level
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Google encrypts and authenticates data in transit at one or more network layers when data moves outside physical boundaries not
controlled by Google or on behalf of Google. All VM-to- VM traffic within a VPC network and peered VPC networks is
encrypted.

https/cloud.google.comvdocs/security/encryption-in-transit#cio-level summary
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Your security team wants to implement a defense-in-depth approach to protect sensitive data stored in a Cloud Storage bucket.
Your team has the following requirements:

The Cloud Storage bucket in Project A can only be readable from Project B.

The Cloud Storage bucket in Project A cannot be accessed from outside the network.

Data in the Cloud Storage bucket cannot be copied to an external Cloud Storage bucket.

What should the security team do?

e A. Enable VPC Service Controls, create a perimeter around Projects A and B. and include the Cloud Storage API in the
Service Perimeter configuration.

¢ B. Enable VPC Peering between Project A and B's networks with strict firewall rules that allow commumication between the
networks.

¢ C. Enable domain restricted sharing in an organization policy, and enable uniform bucket-level access on the Cloud Storage
bucket.

¢ D. Enable Private Access in both Project A and B's networks with strict firewall rules that allow communication between the
networks.

BEE: A
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VPC Peering is between organizations not between Projects in an organization. That is Shared VPC. In this case, both projects are
in same organization so having VPC Service Controls around both projects with necessary rules should be fine.
https//cloud.google.com/vpc-service-controls/docs/overview
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Youneed to set up a Cloud Interconnect connection between your company's on-premises data center and VPC host network.
You want to make sure that on-premises applications can only access Google APIs over the Cloud Interconnect and not through the
public internet. You are required to only use APIs that are supported by VPC Service Controls to mitigate against exfiltration risk to
non-supported APIs. How should you configure the network?

e A Use private.googleapis.comto access Google APIs using a set of IP addresses only routable from within Google Cloud,
which are advertised as routes over the connection.

¢ B. Create a CNAME to map *.googleapis.comto restricted.googleapis.com, and create A records for
restricted. googleapis.com mapped to 199.36.153.8/30.

e (. Use restricted googleapis.comto access Google APIs using a set of IP addresses only routable from within Google Cloud,



which are advertised as routes over the Cloud Interconnect connection.
¢ D. Enable Private Google Access on the regional subnets and global dynamic routing mode.

ER: C
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https/cloud.google.comyvpc/docs/configure-private- google-access-hybrid
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A large e-retailer is moving to Google Cloud Platform with its ecommerce website. The company wants to ensure payment
information is encrypted between the customer's browser and GCP when the customers checkout online.

‘What should they do?

A. Configure the firewall to allow inbound traffic on port 443, and block all other inbound traffic.
B. Configure the firewall to allow outbound traffic on port 443, and block all other outbound traffic.
C. Configure an SSL Certificate on an L7 Load Balancer and require encryption.

D. Configure an SSL Certificate on a Network TCP Load Balancer and require encryption.

ZR: C
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To ensure that payment information is encrypted between the customer's browser and Google Cloud Platform during checkout, the
company should configure an SSL certificate on an L7 (Layer 7) Load Balancer. Here's why this is the best solution:

* SSI/TLS Termination: An L7 Load Balancer can handle SSI/TLS termination, which means it can decrypt HTTPS traffic,
offloading the work from the backend servers. This is essential for handling encrypted connections securely.

* HTTPS Configuration: By configuring an SSL certificate, the load balancer ensures that all traffic between the customer's browser
and the application is encrypted using HTTPS.

* Security Best Practices: Using an L7 Load Balancer with an SSL certificate aligns with best practices for securing web
applications, particularly for e-commerce sites handling sensitive payment nformation.

* Managed Certificates: Google Cloud offers managed SSL certificates, which simplifies the process of obtaining, deploying, and
renewing SSL certificates.

Implementation Steps:

* Obtain an SSL certificate.

* Configure the L7 Load Balancer in the GCP Console.

* Associate the SSL certificate with the load balancer.

* Ensure that the backend services are configured to handle HTTPS traffic.

References:

* Google Cloud Load Balancing Documentation

* Setting up HTTPS Load Balancing
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You have numerous private virtual machines on Google Cloud. You occasionally need to manage the servers through Secure Socket
Shell (SSH) from a remote location. You want to configure remote access to the servers in a manner that optimizes security and cost
efficiency.

‘What should you do?

e A. Create a jump host instance with public IP. Manage the instances by connecting through the jump host.

B. Configure server instances with public IP addresses. Create a firewall rule to only allow traffic from your corporate IPs.
C. Create a firewall rule to allow access from the Identity- Aware Proxy (IAP) IP range. Grant the role of an IAP-secured
Tunnel User to the administrators.

e D. Create a site-to-site VPN from your corporate network to Google Cloud.

BR: C
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With TCP forwarding, IAP can protect SSH and RDP access to your VMs hosted on Google Cloud. Your VM instances don't
even need public IP addresses.

https7//cloud.google.conviap#section-2
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