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CompTIA Cloud+ (2025) Sample Questions (Q171-Q176):

NEW QUESTION # 171
The performance of an e-commerce website decreases dramatically during random periods. The IT team is evaluating available
resources to mitigate the situation. Which of'the following is the best approach to effectively manage this scenario'?

A. Migrating to a dedicated host
B. Purchasing additional servers
C. Scheduling resource allocation
D. Configuring automatic elasticity

Answer: D

Explanation:
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Configuring automatic elasticity is the best approach to manage an e-commerce website that experiences random performance drops
due to variable traffic. Automatic elasticity enables the cloud resources to scale up or down automatically based on the current load,
ensuring consistent performance even during unexpected traffic surges.

The concept of automatic elasticity is part of the cloud management and technical operations content in the CompTIA Cloud+
curriculum

NEW QUESTION # 172
Which of'the following is part of software change control?

A. Validation checks

B. Requirements definition
C. Rollback plans

D. Maintenance windows

Answer: C

Explanation:
A key element of change control is having a rollback plan, which allows recovery to a previous stable state if the change causes
instability. This is part of operational support to maintain service availability and mmnimize downtime during updates.

NEW QUESTION # 173

A company recently subscribed to a SaaS collaboration service for its business users. The company also has an on-premises
collaboration solution and would like users to have a seamless experience regardless of the collaboration solution being used. Which
of the following should the admmnistrator implement?

A. WAF
B. SSO
C. VDI
D. LDAP

Answer: B

Explanation:

Single sign-on (SSO) is a system that allows users to authenticate once and gain access to multiple applications without having to re-
authenticate for each application. This can help to improve the user experience by making it easier and faster for users to access the
applications that they need.

In this scenario, the company wants users to have a seamless experience regardless of the collaboration solution being used. SSO
can help to achieve this by allowing users to authenticate once and gain access to both the SaaS collaboration service and the on-
premises collaboration solution.

NEW QUESTION # 174
Which of the following is the focus of DevSecOps?

A. Developing, securing, and testing software

B. Developing, testing, and maintaining software
C. Securing, testing, and maintaining new software
D. Developing, maintaining, and securing software

Answer: A

Explanation:

DevSecOps integrates security controls early in the development lifecycle. Its focus is to develop, secure, and test continuously,
ensuring that vulnerabilities are identified and addressed before deployment. Security is not bolted on later but woven into
development and testing workflows.

Reference: CompTIA Projectt+ PK0-005 - DevOps/DevSecOps; CompTIA Cloud+ CV0-004 Cloud Security domain.



NEW QUESTION # 175

A company runs a discussion forum that caters to global users. The company's monitoring system reports that the home page
suddenly is seeing elevated response times, even though internal monitoring has reported no issues or changes. Which of the
following is the most likely cause of this issue?

A. Phishing
B. Human error
C. DDoS

D. Cryptojacking

Answer: C

Explanation:

Elevated response times without reported issues or changes internally could indicate a Distributed Denial of Service (DDoS) attack,
where multiple systens flood the bandwidth or resources of a targeted system, usually one or more web servers. References:
CompTIA Security+ Guide to Network Security Fundamentals by Mark Cianmpa.

NEW QUESTION # 176

If'you have the CV0-004 certification, it will be very easy for you to achieve your dream. But it is not an easy thing for many
candidates to pass the CV0-004 exam. By chance, our company can help you solve the problem and get your certification, because
our company has compiled the CV0-004 question torrent that not only have high quality but also have high pass rate. We believe
that our CV0-004 exam questions will help you get the certification in the shortest. So hurry to buy our CV0-004 exam torrent, you
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