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¢ Understanding Cloud Data And Disaster Recovery
FH1 e Overview Of Infiastructure Technologies

e Overview Of Centralized Backup, Data Consolidation, And Survivable Storage Systens
FH 2 ¢ Understanding Standards Of BIA

¢ Overview Of Business Continuity Strategy Design
FH 3 ¢ Data Backup Strategies
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¢ Understanding Best Practices And Standards In Virtualization
M 4 ¢ Understanding Best Practices And Standards In Risk Management

¢ Introduction To Disaster Recovery And Business Continuity
FH 5 e Understanding Best Practices And Standards Of BCM

¢ Understanding Virtualization-Based Disaster Recovery
FHM o6 ¢ Overview Of Business Continuity Management (BCM)

¢ Understanding Disaster Recovery Planning Process And Methodology
=M7 ¢ Business Impact Analysis And Business Continuity Plan

¢ Overview Of Disaster Recovery And Business Continuity
FH 8 ¢ Understanding How To Perform BIA

>>312-7621 7| Xt A& A ECHH HEZ B A <<

312-76217|XAF ABOHH HEZZ2AM AIESREA=

EC-COUNCIL 312-76 Al A = 0242 0| ot'=L|Ct. DumpTOPL| EC-COUNCIL312-76 HZ 2 A& &H mf
23t 20| slot2ls gl BF& Bi&Lch EC-COUNCIL312-76EHZ o 2 & Ct2 ol EAIH oA ol B 4
SIEAQLICH ot 7 W HZE BotM AlRmAS D A AS MEML.

%] &l Certified Ethical Hacker 312-76 F 2 MEZ2EA (Q165-Q170):

EE #165

Gloria was auditing the BCP prepared by one of her clients. The BCP audit stage that she was currently examining ascertained
whether operational resiliency and continuity was being encouraged, and if the BCP was overfunded or underfunded. Which BCP
audit stage was Gloria examining?

A. Overall Program Governance

B. Ongoing Program Management
C. Overall Testing of the Plan

D. Management of Process Changes

HE: A

Y.

Overall Program Governance in a BCP audit evaluates the plan's alignment with resilience and continuity goals, including funding
adequacy, ensuring it supports organizational objectives effectively.

* Option A (Ongoing Program Management):Focuses on day-to-day execution, not fnding review.

* Option C (Management of Process Changes):Tracks updates, not resilience or fnding.

* Option D (Overall Testing of the Plan):Validates functionality, not governance.

* "Overall Program Governance assesses BCP effectiveness, resilience promotion, and funding balance to ensure sustainable
continuity" (Module: Business Continuity Planning, Section: BCP Audit Phases).

EE #166
Owing to an impending cyclone, Jonas took certain measures to avoid or minimize the damage the cyclone could cause to his
startup's operations. Under which of the following classifications do Jonas' measures fall?

A. Resumption
B. Recovery
C. Backup

D. Prevention
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Prevention involves proactive measures to avoid or reduce the impact of a disaster before it occurs, such as reinforcing infrastructure
or moving assets ahead of a cyclone. Jonas' actions align with this category as they aim to minimize damage preemptively.

* Option B (Backup):Focuses on data duplication, not physical damage prevention.

* Option C (Recovery)Involves post-disaster restoration, not preemptive action.

* Option D (Resumption):Refers to restarting operations after a disruption.

* EDRP V3 classifies prevention as a key phase in disaster management, distinct fromrecovery or backup (Module: Disaster
Recovery Planning).

HE #167

Alan wants to start backing up the news articles his team generates every day. Usually, his team churns out three or four articles
daily. Since the time taken to back up the articles is essentially a downtime forthe team, he does not want the backing up process to
be too time-consuming, Which of the following backups would suit Alan's needs?

A. Online Data Backup
B. Differential Backup

C. Incremental Backup
D. Full System Backup

3
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An Incremental Backup only backs up files changed or added since the last backup (full or incremental), making it faster and less
disruptive, ideal for Alan's daily, small-volume needs.

* Option B (Differential Backup):Backs up all changes since the last full backup, growing larger and slower over time.

* Option C (Full System Backup):Copies everything, time-consuming and unnecessary here.

* Option D (Online Data Backup):A method, not a type; could be any backup, but not specific.

* "Incremental Backups minimize downtime by capturing only changes since the last backup, suitable for frequent, low-volume data
updates" (Module: Data Backup and Recovery, Section: Backup Types).

EE #168
Which of'the following ters refers to the process of repairing the old site affected by a disaster or setting up a completely new
alternate site to resume business operations after a disaster?

A. Resumption

B. Response

C. Restoration

D. Business Continuity

HE. C

ME:

Restoration mvolves repairing a damaged site or establishing a new one to enable operations, focusing on infrastructure recovery.
* Option B (Resumption):Refers to restarting operations, not site repair/setup.

* Option C (Response):Immediate actions during a disaster, not post-disaster site work.

* Option D (Business Continuity):A broader strategy, not specific to site restoration.

* EDRP V3 defines restoration as rebuilding or replacing physical infrastructure post-disaster (Module:

Disaster Recovery Planning).

EE #169

Due to the occurrence of a disaster, the data and applications at Phil's organization were lost. Fortunately, Phil had nvested in a
disaster recovery tier. This disaster recovery tier provided Phil with automated recovery of data and applications. Which disaster
recovery tier did Phil invest in?

o A Tier6
o B Tier4
o C.Tier?2



e D Tier7
Y. A

Y.

Tier 6 in DR tier models (e.g., SHARE) provides automated recovery of data and applications with near-zero downtime and data
loss, fitting Phil's scenario.

* Option A (Tier 4):Point-in-time copies, less automated.

* Option B (Tier 7):Fully mirrored, zero loss, more than needed here.

* Option D (Tier 2):Basic offsite backup, not autormated.

* "Tier 6 offers automated recovery of data and applications, minimizing manual intervention and downtime" (Module: Disaster
Recovery Tiers, Section: Tier Definitions).
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