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i =8 #109
In what deployment scenarios would it be desirable to enable peer-to-peer traffic blocking?

A. In corporate Voice over Wi-Finetworks with push-to-talk multicast capabilities

B. At public hot-spots in which many clients use diverse applications

C. In university environments using multicast video training sourced from professor's laptops
D. In home networks in which file and printer sharing is enabled

EX: B

R -

Peer-to-peer blocking (also called client isolation) is useful in open or public WLANS to prevent devices from communicating
directly with each other.

B). In public hot-spots, isolating users helps protect against malware spread, snooping, and attacks from nearby devices.
Incorrect:

A). In home networks, peer-to-peer communication is often desired for file sharing,

O). Voice over Wi-Fi may rely on peer communication (e.g., multicast).

D). In university setups using muilticast, peer-to-peer restrictions could hinder functionality.

References:

CWSP-208 Study Guide, Chapter 3 (Access Control and WLAN Policies)

CWNP WLAN Best Practices for Public Networks

=8 #110
‘What statement is true regarding the nonces (ANonce and SNonce) used in the IEEE 802.11 4 Way Handshake?

e A. The Supplicant uses the SNonce to derive its unique PTK and the Authenticator uses the ANonce to derive its unique
PTK, but the nonces are not shared.

¢ B. Nonces are sent in EAPoL frames to indicate to the receiver that the sending station has installed and validated the
encryption keys.

¢ C. Bothnonces are used by the Supplicant and Authenticator in the derivation of a single PTK.

¢ D. The nonces are created by combining the MAC addresses of the Supplicant, Authenticator, and Authentication Server into
a mixing algorithm

ER: C

fRRERR A«

The PTK derivation requires:

PMK

ANonce (generated by the Authenticator)

SNonce (generated by the Supplicant)

MAC addresses of both Authenticator and Supplicant

Both the Supplicant and Authenticator derive the same PTK using identical nputs during the 4- Way Handshake.
Incorrect:

B). The nonces are shared-each party uses both ANonce and SNonce.

C). Nonces indicate no such validation message.

D). The MAC:s are part of the PTK mnput but not used to generate the nonces thenselves.
References:

CWSP-208 Study Guide, Chapter 3 (4- Way Handshake)

IEEE 802.11i Key Management Process

i RE #111
Given: You are the WLAN admmnistrator in your organization and you are required to monitor the network and ensure all active
WLAN:Ss are providing RSNs. You have a laptop protocol analyzer configured.

In what frame could you see the existence or non-existence of proper RSN configuration parameters for each BSS through the RSN
IE?

e A Data frames



B. CTS
C. Beacon

D. Probe request
E.RTS

ER: C

i RE R -

The RSN (Robust Security Network) Information Element (IE) is used to advertise the security capabilities of a wireless network,
particularly for WPA2 and WPA3 networks. This RSN IE is contained in Beacon and Probe Response management frames, not in
Probe Request, RTS, CTS, or Data frames. The Beacon frame is sent periodically by an AP to announce its presence and includes
critical information about the BSS, including security settings like the RSN IE.

You would use a protocol analyzer to capture Beacon frames and inspect the RSN IE field to confirmif a BSS is properly
configured to use RSN protections such as WPA2-Enterprise or WPA2-Personal.

References:

CWSP-208 Study Guide, Chapter 6 - WLAN Discovery & Enumeration

CWNP CWSP-208 Objectives: "802.11 Frame Analysis" and "Understanding RSN Information Element Fields"

FIRE #112

Given: You have a Windows laptop computer with an integrated, dual-band, Wi-Fi compliant adapter. Your laptop computer has
protocol analyzer software installed that is capable of capturing and decoding 802.11ac data.

‘What statement best describes the likely ability to capture 802.11ac frames for security testing purposes?

e A Allintegrated 802.11ac adapters will work with most protocol analyzers for frame capture, including the Radio Tap
Header.

¢ B. Laptops cannot be used to capture 802.11ac frames because they do not support MU-MIMO.

e C. Integrated 802.11ac adapters are not typically compatible with protocol analyzers n Windows laptops.
It is often best to use a USB adapter or carefully select a laptop with an integrated adapter that will work.

¢ D. Only Wireshark can be used to capture 802.11ac frames as no other protocol analyzer has implemented the proper frame
decodes.

¢ E. The only method available to capture 802.11ac frames is to perform a remote capture with a compatible access point.

ER: C

SRR

Most integrated Wi-Fi adapters in Windows laptops are not capable of entering "monitor mode" or capturing

802.11ac frames properly. Compatibility with protocol analyzers like Wireshark or Omnipeek requires special drivers or specific
USB adapters. Therefore, it is recommended to use a USB adapter known to support monitor mode and frame capture on
802.11ac for accurate and complete data capture.

Incorrect:

A). Not all adapters support protocol analyzer features.

C). MU-MIMO support is irrelevant for frame capture.

D). Other analyzers besides Wireshark can decode 802.11ac (e.g., Omnipeek).

E). Remote capture is not the only method-local USB adapters are effective too.

References:

CWSP-208 Study Guide, Chapter 7 (WLAN Analysis Tools)

CWNP Protocol Analyzer Guide

Vendor documentation: Riverbed, Ommnipeek, Wireshark Adapter Support Lists

PR #113

While seeking the source of interference on channel 11 in your 802.11n WLAN running within 2.4 GHz, you notice a signal in the
spectrum analyzer real time FFT display. The signal is characterized with the greatest strength utilizing only 1-2 megahertz of
bandwidth and it does not use significantly more bandwidth until it has weakened by roughly 20 dB. At approximately -70 dB, it
spreads across as much as 35 megahertz of bandwidth.

What kind of signal is described?

e A. A high-power, narrowband signal
¢ B. A deauthentication flood froma WIPS blocking an AP
e C. A2.4 GHzWLAN transmission using transmit beam forming



¢ D. An HT-OFDM access point
¢ E. A high-power ultra wideband (UWB) Bluetooth transmission
¢ F. A frequency hopping wireless device in discovery mode

BE&R: A

it B -

Spectrum analyzer observations indicate a narrow 1-2 MHz peak with a strong signal, which broadens only when significantly
attenuated. This behavior matches a high-powered narrowband interferer (like a microwave ignitor or industrial radio) - not
Bluetooth hopping or standard WLAN signals

R 8 #114
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