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‘Which agent can receive and display messages from FortiNAC to the end user?

A. Passive

B. MDM

C. Dissolvable
D. Persistent

Answer: D

NEW QUESTION # 51

An administrator wants to control user access to corporate resources by integrating FortiNAC-F with FortiGate using firewall tags
defined on FortiNAC-F.

Where would the administrator assign the firewall tag value that will be sent to FortiGate?

A. RADIUS group attribute
B. Device profiling rule

C. Security rule

D. Logical network

Answer: D

Explanation:

In FortiNAC-F, the mntegration with FortiGate for Security Fabric and Single Sign-On (FSSO) allows the system to communicate
the access level of an endpoint directly to the firewall using firewall tags. This elimmates the need for complex VLAN steering in
some environments by allowing the FortiGate to apply policies based on these dynamic tags instead of just a physical or virtual
network segment.

The actual assignment of the firewall tag value occurs within a Logical Network. In the FortiNAC- F architectural model, a Logical
Network acts as a container for "Access Values". When an admnistrator configures a Logical Network (located under Network >
Logical Networks), they define what that network represents--such as "Corporate Access" or "Contractor Limited". Within that
definition, they assign the specific Firewall Tag that matches the tag created on the FortiGate. Once a user or host matches a
Network Access Policy, FortiNAC-F identifies the associated Logical Network and pushes the defined tag to the FortiGate via the
FSSO connector.

It is important to note that while Network Access Policies (and by extension Security Rules) are the logic engines that trigger the
assignment, they do not hold the tag value itself. They simply point to a Logical Network, which serves as the central repository for
that specific access configuration.

"To assign firewall tags, navigate to Network > Logical Networks. Select the desired logical network and click Edit. Under the
Access Value section, select Firewall Tag as the type and enter the tag name exactly as it appears on the FortiGate. When a
Network Access Policy matches a host, FortiNAC sends this tag to the FortiGate as an FSSO message."

NEW QUESTION # 52
An organization has FortiNAC-F deployed and is using layer 3 isolation networks across multiple sites with firewalls.
At a minimum, which three protocols must be allowed between the isolation networks and FortiNAC-F? (Choose three.)

A. DDNS

B. DNS

C. HTTP/HTTPS
D. DHCP

E. NTP

Answer: B,C,D

Explanation:

DHCP nusst be allowed so endpoints in the isolation network can obtain an IP address. DNS must be permitted so isolated hosts
can resolve the FortiNAC-F hostname or required resources.

HTTP/HTTPS must be allowed to enable redirection and communication with the FortiNAC-F captive portal for registration and
authentication.

NEW QUESTION # 53



An admmnistrator wants to use FortiNAC-F to prevent internal engineers from accessing specific websites as defined in web filter
categories on FortiGate.
In addition to a security trigger and associated action, which configuration must also be defined on FortiNAC-F?

A. A compliance policy
B. A user/host profile
C. A profiling method
D. A firewall policy

Answer: B

Explanation:

To enforce restrictions based on web filter categories for internal engineers, FortiNAC-F must identify and group those users or their
devices. A user/host profile defines the specific users or hosts (such as internal engineers) to which the security trigger and associated
action will apply, enabling targeted enforcement.

NEW QUESTION # 54
A user was attenpting to register their host through the registration captive portal. After successfllly registering, the host remained in
the registration VLAN. Which two conditions would cause this behavior? (Choose two.)

A. There is another unregistered host on the same port

B. The wrong agent s installed.

C. There is no agent installed on the host.

D. The port default VLAN is the same as the Registration VLAN.

Answer: A,D

Explanation:

The process of moving a host firom a Registration VLAN to a Production VLAN (Access VLAN) is a findamental part of the
FortiNAC-F "VLAN steering" workflow. When a host successfully registers via the captive portal, FortiNAC-F evaluates its
Network Access Policies to determine the correct VLAN. If the host remains stuck in the Registration VLAN despite a successful
registration, it is typically due to port-level restrictions or the presence of other unregistered devices.

The two most common reasons for this behavior as per the documentation are:

The port default VLAN is the same as the Regjstration VLAN: Ifthe "Default VLAN" field in the switch port's model configuration
is set to the same ID as the Registration VLAN, the port will not change state because FortiNAC-F believes it is already in its
"normal" or "forced" state.

There is another unregistered host on the same port: FortiNAC-F maintains the security posture of the physical port. If multiple hosts
are connected to a single port (e.g., via a hub or unmanaged switch) and at least one host remains "Rogue" (unregistered),
FortiNAC-F will generally keep the entire port in the isolation/registration VLAN to prevent the unregistered host from gaining
unauthorized access to the production network.
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