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e Network Security Fundamentals: This section of the exam measures skills of network security engineers
and covers key concepts such as application layer inspection for Strata and SASE products, differentiating
between slow and fast path packet inspection, and the use of decryption methods including SSL. Forward

E | Proxy, SSL Inbound Inspection, SSH Proxy, and scenarios where no decryption is applied. It also

includes applying network hardening techniques like Content-ID, Zero Trust principles, User-1D (including

Cloud Identity Engine), Device-ID, and network zoning to enhance security on Strata and SASE

platforms.

¢ Connectivity and Security: This part measures the skills of network engineers and security analysts in
maintaining and configuring network security across on-premises, cloud, and hybrid environments. It
covers network segmentation, security and network policies, monitoring, logging, and certificate

FE2 management. It also includes maintaining connectivity and security for remote users through remote access

solutions, network segmentation, security policy tuning, monitoring, logging, and certificate usage to ensure

secure and reliable remote connections.

¢ GFW and SASE Solution Maintenance and Configuration: This domain evaluates the skills of network
security administrators in maintaining and configuring Palo Alto Networks hardware firewalls, VM- Series,
CN-Series, and Cloud NGFWs. It includes managing security policies, profiles, updates, and upgrades. It
F&E3 also covers adding, configuring, and maintaining Prisma SD-WAN including initial setup, pathing,
monitoring, and logging. Maintaining and configuring Prisma Access with security policies, profiles,
updates, upgrades, and monitoring is also assessed.

¢ Platform Solutions, Services, and Tools: This section measures the expertise of security engineers and
platform administrators in Palo Alto Networks NGFW and Prisma SASE products. It involves creating
security and NAT policies, configuring Cloud-Delivered Security Services (CDSS) such as security
TEE4 profiles, User-1D and App-ID, decryption, and monitoring. It also covers the application of CDSS for IoT
security, Enterprise Data Loss Prevention, SaaS Security, SD-WAN, GlobalProtect, Advanced WildFire,
Threat Prevention, URL Filtering, and DNS security. Furthermore, it includes aligning AIOps with best
practices through administration, dashboards, and Best Practice Assessments.
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¢ Infrastructure Management and CDSS: This section tests the abilities of security operations specialists and
infrastructure managers in maintaining and configuring Cloud- Delivered Security Services (CDSS) including
security policies, profiles, and updates. It includes managing IoT security with device IDs and monitoring,
TS as well as Enterprise Data Loss Prevention and SaaS Security focusing on data encryption, access control,
and logging. It also covers maintenance and configuration of Strata Cloud Manager and Panorama for
network security environiments including supported products, device addition, reporting, and configuration
management.

B 1) Network Security Administrator NetSec-Pro % & % s E & (Q33-
Q38):

8 #33
‘Which GlobalProtect configuration is recommended for granular security enforcement of remote user device posture?

A. Applying log at session end to all GlobalProtect Security policies

B. Implementing multi- factor authentication (MFA) for all users attempting to access internal applications

C. Configuring host information profile (HIP) checks for all mobile users

D. Configuring a rule that blocks the ability of users to disable GlobalProtect while accessing internal applications

ZR: C

fE R :

Host Information Profile (HIP) checksare used in GlobalProtect to collect and evaluate endpoint posture (OS, patch level, AV
status) to enforce granular security policies for remote users.

"The HIP feature collects information about the host and can be used in security policies to enforce posture- based access control.
This ensures only compliant endpoints can access sensitive resources." (Source: GlobalProtect HIP Checks) This enables fine-
grained, context-aware access decisions beyond user identity alone.

P RE #34
In a distributed enterprise implementing Prisma SD-WAN, which configuration element should be implemented first to ensure
optimal traffic flow between remote sites and headquarters?

A. Configure static routes between all the branch offices.

B. Enable split tunneling for all branch locations.

C. Inplement dynamic path selection using real-time performance metrics.
D. Deploy redundant ION devices at each location.

ER: C

SRR

Dynamic path selectionis the foundation of SD-WAN, leveraging real-time performance data to dynamically route traffic over the
best available path.

"Dynamic path selection continuously monitors performance metrics (loss, latency, jitter) and makes real-time routing decisions to
ensure application SLAs are met across the WAN." (Source: Prisma SD-WAN Dynamic Path Selection) Establishing dynamic path
selection first ensures the rest of the SD-WAN optimizations (e.g., failover, QoS) work effectively.

i RE #35
Which method in the WildFire analysis report detonates unknown submissions to provide visibility into real-world effects and
behavior?

A. Machine learning (ML)

B. Static analysis

C. Dynamic analysis

D. Intelligent Run-time Memory Analysis

b
MW

: C



i RE S «

Dynamic analysisin WildFire refers to executing unknown files in a controlled environment (sandbox) to observe their real-world
behavior. This allows the firewall to detect zero-day threats and advanced malware by directly analyzing the file's impact on a
system

"WildFire dynamic analysis detonates unknown files in a secure sandbox environment, analyzing real-world effects, behaviors, and
potential malicious activity." (Source: WildFire Analysis)

il =8 #36
Which Al-powered solution provides unified management and operations for NGFWs and Prisma Access?

A. Prisma Access Browser

B. Strata Cloud Manager (SCM)

C. Panorama

D. Autonomous Digital Experience Manager (ADEM)

ZX: B

i RE B -

Strata Cloud Manager (SCM)offers acloud-based unified managementplane for both NGFWs and Prisma Access, enabling
consistent policy enforcement, simplified management, and Al-driven operational insights.

"Strata Cloud Manager provides a single interface for unified management of NGFWs and Prisma Access, leveraging Al to optimize
security operations and streamline workflows." (Source: Strata Cloud Manager Overview) Unlike Panorama, which is an on-
premises management solution, SCM delivers cloud-based, Al-driven capabilities for centralized oversight.

i o8 #37

A network administrator obtains Palo Alto Networks Advanced Threat Prevention and Advanced DNS Security subscriptions for
edge NGFWs and is setting up security profiles. Which step should be included in the initial configuration of the Advanced DN'S
Security service?

A. Enable Advanced Threat Prevention with default settings and only focus on high-risk traffic.
B. Create a decryption policy rule to decrypt DNS-over-TLS / port 853 traffic.

C. Create overrides for all company owned FQDNS.

D. Configure DNS Security signature policy settings to sinkhole malicious DNS queries.

ZX: D

fRRER A

Advanced DNS Securityuses a signature policy tosinkholemalicious DNS queries and prevent them from resolving,

"The DNS Security service integrates with Anti-Spyware profiles, and you must configure signature policy settings to sinkhole
malicious queries. This proactively stops traffic to known malicious domains." (Source: Configure DNS Security) Sinkholing ensures
that DNS queries to malicious FQDNSs are redirected to a safe IP, preventing compromise.
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