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¢ Management and Operations: This section of the exam measures the skills of Security Operations
Professionals and covers the use of centralized management tools to maintain and monitor firewall
environments. It focuses on Strata Cloud Manager, folders, snippets, automations, variables, and logging
| services. Candidates are also tested on using Command Center, Activity Insights, Policy Optimizer, Log
Viewer, and incident-handling tools to analyze security data and improve the organization overall security
posture. The goal is to validate competence in managing day-to-day firewall operations and responding to
alerts effectively.

¢ Object Configuration Creation and Application: This section of the exam measures the skills of Network
Security Analysts and covers the creation, configuration, and application of objects used across security
environments. It focuses on building and applying various security profiles, decryption profiles, custom
N0 objects, external dynamic lists, and log forwarding profiles. Candidates are expected to understand how
data security, 10T security, DoS protection, and SD-WAN profiles integrate into firewall operations. The
objective of this domain is to ensure analysts can configure the foundational elements required to protect
and optimize network security using Strata Cloud Manager.
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¢ Troubleshooting: This section of the exam measures the skills of Technical Support Analysts and covers the
identification and resolution of configuration and operational issues. It includes troubleshooting

153 misconfigurations, runtime errors, commit and push issues, device health concerns, and resource usage

problens. This domain ensures candidates can analyze failures across management systenms and on-device

functions, enabling them to maintain a stable and reliable security infrastructure.

¢ Policy Creation and Application: This section of the exam measures the abilities of Firewall Administrators
and focuses on creating and applying different types of policies essential to secure and manage traffic. The
domain includes security policies incorporating App-1D, User-ID, and Content-1D, as well as NAT,

FE 4 decryption, application override, and policy-based forwarding policies. It also covers SD-WAN routing

and SLA policies that influence how traffic flows across distributed environments. The section ensures

professionals can design and implement policy structures that support secure, efficient network operations.
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PRI #60

A cybersecurity team suspects a sophisticated, custom malware campaign targeting specific internal hosts. Traditional signature-
based AV and WildFire submissions show no hits, yet anomalous network behavior persists, and host forensics confirm
compromise. The Palo Alto Networks firewall's Threat Prevention policies are enabled. Which specific, less common
misconfiguration or oversight on the firewall's advanced threat prevention features could be allowing this stealthy malware to bypass
detection, and what troubleshooting step would best confirm it?

¢ A The "Vulnerability Protection' security profile has certain critical signatures set to 'alert' instead of 'reset-both' or 'block’, or
the 'rule action' for specific critical vulnerabilities is set too permissively, allowing exploit attempts to succeed. Troubleshooting:
Review 'Vulnerability Protection' logs for signature IDs, and check the action for 'critical' or 'high' severity threat IDs relevant
to the attack vectors.

B. The "WildFire Analysis' security profile is configured for 'forward all' rather than 'block’ for unknown files, allowing zero-
day malware to reach endpoints before a verdict. Troubleshooting: Check WildFire profile's 'File Blocking' action for
'unknown files'.

C. The 'Antivirus' security profile is not configured to inspect all file types, allowing executable binaries to pass uninspected via
non-standard ports. Troubleshooting; Verify the Antivirus profile's 'File Types' tab for 'any' or specific executable types.

D. The 'DNS Sinkhole' feature is misconfigured or disabled, allowing internal hosts to resolve and connect to known malicious
C2 domains instead of being redirected. Troubleshooting: Check the 'DNS Sinkhole' configuration under 'Objects > DNS
Sinkhole' and verify it's applied in a 'Zone Protection' profile or 'Security Policy'.

E. The 'Data Filtering' security profile is enabled, but the custom data patterns are too generic, leading to high false positives
and subsequent disabling of the profile, or they are not configured to detect specific C2 indicators. Troubleshooting: Review
'Data Filtering' logs and policy actions; test with known C2 strings.
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The core of the problem is 'custom malware campaign’ and 'anomalous network behavior persists' despite AV/WildFire not
detecting it, suggesting a bypass of traditional file-based or generic exploit detection. DNS Sinkhole (D) is a powerful feature
specifically designed to disrupt C2 commumication, a hallmark of sophisticated custom malware, by redirecting malicious DNS
queries. Ifit's misconfigured or disabled, the internal hosts would successfully resolve the C2 domains and connect, leading to
persistent anomalous network behavior. This is a common and critical oversight for malware that relies heavily on bespoke C2
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infrastructure. While other options (A, B, C, E) describe general threat prevention misconfigurations, they don't directly address the
'custom malware' and 'anomalous network behavior persists' as effectively as a C2 bypass mechanism like a misconfigured DNS
Sinkhole. The troubleshooting step is also highly specific to confirming this feature's operational status.

=8 #61
Which three interface deployment methods can be used to block traffic flowing through the Palo Alto Networks firewall? (Choose
three.)

A HA

B. Tap

C. Layer 3

D. Layer 2

E. Virtual Wire
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Which aspect of a network's current health does the Strata Cloud Manager (SCM) Device Health dashboard provide?

A. Health score based on security profile feature adoption.

B. Health trends for firewalls filtered by how long the issue has been experienced.
C. Health trends based on which CVEs are not remediated.

D. Health score based on current physical hardware issues detected.
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The Strata Cloud Manager (SCM) Device Health dashboard focuses on operational health trends, not security posture or hardware
condition. It highlights:

How long a device has been experiencing a health issue

Trends over time (e.g., persistent vs. intermittent problems)

Aggregated health status across the fleet

This aligns exactly with option D.

FIRE #63

Your company is highly concerned with their Intellectual property being accessed by unauthorized resources.
There is a mature process to store and include metadata tags for all confidential documents.

Which Security profile can further ensure that these documents do not exit the corporate network?

A. File Blocking
B. Data Filtering
C. Anti-Spyware
D. URL Filtering
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PR #64
Actions can be set for which two itens in a URL filtering security profile? (Choose two.)

A. Custom URL Categories
B. PAN-DB URL Categories
C. Allow List

D. Block List
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