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Cisco Designing and Implementing Cisco Service Provider Cloud Network
Infrastructure Sample Questions (Q120-Q125):

NEW QUESTION # 120
For infrastructure security, which of the following is NOT typically a focus area?

A. Enhancing user interface designs

B. Implementing ACLs for traffic filtering

C. Hardening routers to prevent unauthorized access
D. Encrypting data in transit with MACSEC

Answer: A

NEW QUESTION # 121
A virtual private cloud (VPC) is implemented to provide isolation within a public cloud environment.

A. application
B. physical
C. user

D. network

Answer: D

NEW QUESTION # 122
Implementing multi-homing in a network design provides

A. decreased security
B. redundancy

C. decreased bandwidth
D. increased latency

Answer: B

NEW QUESTION # 123
Which of'the following are connectivity options to cloud providers from carrier-neutral facilities?

A. Public internet
B. Direct connect
C. Dial-up access
D. Dedicated leased lines

Answer: B,D

NEW QUESTION # 124
An engneer must design a cloud platform for managing IaC. The solution must be flexible, integrate with APIs, and allow for
automation. What must be used?

A. Cisco with Terraform
B. Cisco ThousandEyes

C. Cloud-based sandboxes
D. Cisco AppDynamics

Answer: A
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Explanation:

Comprehensive and Detailed Explanation

Infrastructure as Code (IaC) requires:

* Declarative configuration

* Automation

* API-driven workflows

* Multi-cloud capability

* Integration with orchestration and provisioning tools

Terraformis a widely adopted [aC platform supporting:

* Cloud automation (AWS, Azure, GCP, private clouds)

* Cisco infrastructure provisioning (Nexus, ACI, IOS-XR, NSO, SD-WAN, etc.)
* REST APIs and providers for programmability

Cisco provides officialTerraform providersfor multiple platforms, enabling full [aC operations. This aligns exactly with SP cloud
autormation design principles.

Other options:

* Cloud-based sandboxes# For testing, not [aC automation

* ThousandEyes# Monitoring and performance analytics

* AppDynamics# Application performance management

NEW QUESTION # 125
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