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WGU Cloud Deployment and Operations Sample Questions (Q30-Q35):
NEW QUESTION # 30 
(A company is using the CloudWatch agent on its EC2 Linux instances. The company needs to determine how long read requests
have waited on the instance's I/O for proper sizing of the instance. Which metric should the company use?)

A. disk_read_ops
B. disk_io_time
C. diskio_read_bytes
D. diskio_reads

Answer: B

Explanation:
The `disk_io_time  ̀metric, collected by the CloudWatch agent on EC2 Linux instances, measures the total time (in milliseconds) that
read and write requests have waited on I/O, helping to assess disk performance for instance sizing. The WGU Cloud Deployment
and Operations Study Guide (Section 4.1, CloudWatch Agent Metrics) states, "The `disk_io_time  ̀metric, available via the
CloudWatch agent, tracks the time spent waiting for I/O operations, providing insight into disk contention for optimizing EC2
instance sizing." disk_read_ops, diskio_reads, and diskio_read_bytes measure operation counts or bytes, not wait times.

NEW QUESTION # 31 
(A company builds an application that renders 3D movies for its users. The application does this by spawning a fleet of instances that
each take a slice of the workload and then render a few hundred frames in around 30 minutes. If processing on a node is interrupted,
the work can be moved to other running nodes. The cost to users is based on the underlying AWS cost plus a margin. Which EC2
instance type is most suitable to run workload pattern at the lowest cost?)

A. Spot Instance
B. Reserved Instance
C. Dedicated Instance
D. On-Demand Instance

Answer: A

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
Spot Instances are the most suitable EC2 instance type for this workload pattern, offering the lowest cost for short, interruptible
tasks like 3D rendering, where work can be redistributed if interrupted. This aligns with the company's cost-plus pricing model. The
WGU Cloud Deployment and Operations Study Guide (Section
7.3, EC2 Instance Types) states, "Spot Instances provide significant cost savings (up to 90% off On-Demand) for fault-tolerant,
short-term workloads like rendering, where interruptions can be handled by redistributing tasks to other nodes." On-Demand,
Dedicated, and Reserved Instances are more expensive and less flexible for this use case.

NEW QUESTION # 32 
(Which AWS solution can send email based on CloudWatch alarms?)

A. Simple Notification Service (SNS)
B. Kinesis
C. Simple Queue Service (SQS)
D. Amplify

Answer: A

Explanation:
Amazon CloudWatch alarms can trigger notifications when a metric breaches a defined threshold. The AWS solution designed to
send emails based on these alarms is Amazon Simple Notification Service (SNS). SNS supports sending notifications via email,
SMS, and other protocols when subscribed endpoints are triggered by CloudWatch alarms. The WGU Cloud Deployment and
Operations Study Guide (Section 4.3, Monitoring and Alarms) states that SNS is the primary service for delivering notifications from
CloudWatch, allowing users to configure emailsubscriptions for alarm states. Other options like SQS, Amplify, and Kinesis are not
designed for this purpose.



NEW QUESTION # 33 
(Which solution sends DNS queries to separate AWS compute instances?)

A. Amazon CloudWatch
B. AWS Elastic Beanstalk
C. Amazon Route 53
D. Amazon EC2 Auto Scaling

Answer: C

Explanation:
Amazon Route 53 is the AWS solution that sends DNS queries to separate AWS compute instances by leveraging routing policies
to distribute traffic across multiple resources. It acts as a scalable Domain Name System (DNS) service, directing queries to healthy
instances based on configurations like latency or weighted routing. The WGU Cloud Deployment and Operations Study Guide
(Section 3.1, Route 53) states, "Route 53 uses DNS to route end-user requests to multiple AWS compute instances, supporting
features like health checks and traffic distribution." Elastic Beanstalk, CloudWatch, and EC2 Auto Scaling do not perform DNS
query routing.

NEW QUESTION # 34 
(A cloud engineer needs to notify the response team whenever a high-security web server responds with a 403 Forbidden error.
Which two steps can enable this functionality? Choose 2 answers.)

A. Define a metric filter for Apache logs in CloudWatch
B. Send alarms from the Lambda function using Amazon SQS
C. Bind a Lambda function to an Apache process
D. Create an alarm for the metric filter to deliver alerts using Amazon SNS

Answer: A,D

Explanation:
To notify a response team when a high-security web server returns a 403 Forbidden error, two key steps are required. First, define
a metric filter for Apache logs in CloudWatch to detect the 403 error code within the log data. This involves setting up a filter pattern
to match "403" in the Apache access logs. Second, create an alarm for the metric filter and configure it to deliver alerts using
Amazon SNS, which supports email or other notifications to the response team. The WGU Cloud Deployment and Operations
Study Guide (Section 4.2, CloudWatch Logs and Alarms) confirms that metric filters and SNS-integrated alarms are the standard
approach for monitoring and alerting on log-based events. Options B and D are incorrect as they involve unnecessary or
unsupported configurations (e.g., binding Lambda to Apache or using SQS for alarms).
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