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192. Frage

You want to apply a new Cloud Armor policy to an application that is deployed in Google Kubernetes Engine (GKE). You want to
find out which target to use for your Cloud Armor policy.

‘Which GKE resource should you use?

A. GKE Pod

B. GKE Ingress
C. GKE Node
D. GKE Cluster

Antwort: A

Begrindung;
Explanation/Reference: https:/cloud.google.com/kubernetes-engine/docs/how-to/cloud-armor-backendconfig

193. Frage

Your organization has a hub and spoke architecture with VPC Network Peering, and hybrid connectivity is centralized at the hub.
The Cloud Router in the hub VPC is advertising subnet routes, but the on-premises router does not appear to be receiving any
subnet routes from the VPC spokes. You need to resolve this issue. What should you do?

A. Create customroutes at the Cloud Router in the hub to advertise the subnets ofthe VPC spokes.

B. Create custom learned routes at the Cloud Router in the hub to advertise the subnets of the VPC spokes.

C. Create customroutes at the Cloud Router in the spokes to advertise the subnets of the VPC spokes.

D. Create a BGP route policy at the Cloud Router, and ensure the subnets of the VPC spokes are being announced towards
the on-premises environment.

Antwort: B

Begrindung;
Creating custom learned routes at the hub's Cloud Router is required for advertising VPC spokes' subnets to the on-premises
environment. This centralizes route configuration and ensures that all spoke subnet routes are propagated to the hybrid network.

194. Frage
Your company has just launched a new critical revenue- generating web application. You deployed the application for scalability
using managed instance groups, autoscaling, and a network load balancer as frontend. One day, you notice severe bursty traffic that
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caused autoscaling to reach the maximum number of instances, and users of your application cannot conplete transactions. After an
nvestigation, you think it is a DDOS attack. You want to quickly restore user access to your application and allow successful
transactions while minimizing cost.

‘Which two steps should you take? (Choose two.)

A. Increase the maximum autoscaling backend to accommodate the severe bursty traffic.

B. Create a global HTTP(s) load balancer and move your application backend to this load balancer.

C. Use Cloud Armor to blacklist the attacker's IP addresses.

D. SSH into the backend compute engine instances, and view the auth logs and syslogs to further understand the nature of the
attack.

¢ E. Shut down the entire application in GCP for a few hours. The attack will stop when the application is offline.

Antwort: A,D

195. Frage

Your end users are located in close proximity to us-eastl and europe-west1. Their workloads need to commumnicate with each
other. You want to minimize cost and increase network efficiency.

How should you design this topology?

e A Create 1 VPC with 2 regional subnets. Deploy workloads in these subnets and have them communicate using private
RFC1918 IP addresses.

¢ B. Create 2 VPCs, each with their own region and individual subnets. Use external IP addresses on the instances to establish
connectivity between these regions.

e C. Create 1 VPC with 2 regional subnets. Create a global load balancer to establish connectivity between the regions.

e D. Create 2 VPCs, each with their own regions and individual subnets. Create 2 VPN gateways to establish connectivity
between these regions.

Antwort: A

Begrindung;
VPC Network Peering enables you to peer VPC networks so that workloads i different VPC networks can communicate in
private RFC 1918 space. Traffic stays within Google's network and doesn't traverse the public internet.

196. Frage

Your end users are located in close proximity to us-eastl and europe-west1. Their workloads need to commumicate with each
other. You want to minimize cost and increase network efficiency.

How should you design this topology?

e A Create 1 VPC with 2 regional subnets. Deploy workloads in these subnets and have them communicate using private
RFC1918 IP addresses.

¢ B. Create 2 VPCs, each with their own region and individual subnets. Use external IP addresses on the instances to establish
connectivity between these regions.

e C. Create 1 VPC with 2 regional subnets. Create a global load balancer to establish connectivity between the regions.

e D. Create 2 VPCs, each with their own regions and individual subnets. Create 2 VPN gateways to establish connectivity
between these regions.

Antwort: A

Begriindung;

https//cloud.google.com/vpc/docs/using-vpcticreate-auto-network

We create one VPC network in auto mode that creates one subnet in each Google Cloud region automatically.

So, region us-east1 and europe-west1 are in the same network and they can commumicate using their internal [P address even
though they are in different Regions. They take advantage of Google's global fiber network.

197. Frage
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