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1.What is Extreme Programming (XP) method of the Agile SDLC Model
{answer) -Small teams working in the same room to encourage
communication, only required documentation created.

2.What is Crystal Clear for (answer) For noncritical projects using
discretionary money, requiring up to six or eight people. One team
same room. Max release 2 months.

3.What is Crystal Orange for {answer] Adequate for critical, but not
life-critical, projects requiring up to 40 people. Different teams. From 2
to 4 months, two user viewings per release.

4. How does a SQL Injection attack work (answer) takes advantage of a
vulnerability that appears when a web application fails to properly
filter or validate data a user enters on a web page to order a product
or communicate with a company. An attacker can send a malformed
SQL query to the underlying database to break into it, plant malicious
code or access other systems.

5. Agility & Discipline of XP Method (answer). Agility - High, Discipline
required - High

6. Agility & Discipline of Crystal Clear Method {answar)| Agility - High,
Discipline re- quired - Low

7. Agility & Discipline of Crystal Orange Method /{answer) Agility -
Medium, Discipline required - Medium
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PDFA4Test WGUSecure Software Design (KEO1) Exam (Secure-Software-Design) practice test material covers all the key topics
and areas of knowledge necessary to master the WGU Certification Exam. Experienced industry professionals design the Secure-
Software-Design exam questions and are regularly updated to reflect the latest changes in the WGUSecure Software Design
(KEOT1) Exam (Secure-Software-Design) exam. In addition, PDF4Test offers three different formats of practice material which are
discussed below.

WGUSecure Software Design (KEO1) Exam Sample Questions (Q13-Q18):

NEW QUESTION # 13

The Chief Information Security Officer (CISO) has recommended contracting with external experts to perform annual reviews of the
enterprise's software products, including penetration testing,

Which post-release deliverable is being described?

A. External Vulnerability Disclosure Response Process
B. Third-Party Security Review

C. Security Strategy for Legacy Code

D. Post-Release Certifications

Answer: B

NEW QUESTION # 14

While performing functional testing of the ordering feature in the new product, a tester noticed that the order object was transmitted
to the POST endpoint of the API as a human-readable JSON object.

How should existing security controls be adjusted to prevent this in the future?

A. Ensure all requests and responses are encrypted

B. Ensure passwords and private information are not logged

C. Ensure sensitive transactions can be traced through an audit log
D. Ensure the contents of authentication cookies are encrypted

Answer: A

Explanation:

Comprehensive and Detailed In-Depth Explanation:

Transmitting data in a human-readable format, such as JSON, over an API can expose sensitive information if the communication
channel is not secure. To protect the confidentiality and integrity of the data, it's essential to encrypt all requests and responses
between clients and servers.

Implementing encryption, typically through protocols like HTTPS (which utilizes TLS/SSL), ensures that data transmitted over the
network is not readable by unauthorized parties. This prevents potential attackers from intercepting and understanding the data,
thereby safeguarding sensitive information contained within the API commumications.

This practice is a fundamental aspect of secure software development and aligns with the Implementation business function of the
OWASP SAMM. Within this function, the Secure Build practice emphasizes the importance of configuring the software to operate
securely in its intended environment, which includes enforcing encryption for data in transit.

References:

* OWASP SAMM: Implementation - Secure Build

NEW QUESTION # 15

The software security teamis performing security testing on a new software product using a testing tool that scans the running
application for known exploit signatures.

Which security testing technique is being used?

A. Source-code analysis

B. Properly-based testing

C. Automated vulnerability scanning
D. Penetration testing

Answer: C

Explanation:


https://www.troytecdumps.com/Secure-Software-Design-troytec-exam-dumps.html

The security testing technique that involves using a testing tool to scan a running application for known exploit signatures is known as
Automated Vulnerability Scanning. This method is part of dynamic analysis, which assesses the software in its running state to
identify vulnerabilities that could be exploited by attackers. Automated vulnerability scanning tools are designed to detect and report
known vulnerabilities bycomparing the behavior and outputs of the application against a database of known exploit signatures].
References: 1: Application Security Testing; Tools, Types and Best Practices | GitHub

NEW QUESTION # 16

A product team, consisting of a Scrum Master, a Business Analyst, two Developers, and a Quality Assurance Tester, are on a video
call with the Product Owner. The team is reviewing a list of work items to determine how many they feel can be added to their
backlog and completed within the next two-week iteration.

Which Scrum ceremony is the team participating in?

A. Sprint Retrospective
B. Daily Scrum

C. Sprint Planning

D. Sprint Review

Answer: C

NEW QUESTION # 17
Which threat modeling step identifies the assets that need to be protected?

A. Rate Threats

B. Set the Scope

C. Identify and Document Threats
D. Analyze the Target

Answer: B

NEW QUESTION # 18
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