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1. What should an organizaten do to ensure that they have a sound Business Cominuity (BC) Plan®
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M #592
Which of the following would negatively impact a log analysis of a multinational organization?

A. Centralized log management

B. Log aggregation agent each node
C. Encrypted log files in transit

D. Each node set to local time

IEf#: B

HM #593
Which of the following has the GREATEST impact on the implementation of an information security governance model?

A. Distance between physical locations
B. Number of employees

C. Organizational budget

D. Complexity of organizational structure
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R #594
Which of the following can the company implement in order to avoid this type of security issue in the future?

A. Network based intrusion detection systems
B. A audit management process

C. A risk management process

D. A security training program for developers

EfE: D

AR :

* Security issues often arise due to vulnerabilities in the code. Training developers in secure coding practices helps mitigate this risk.
* A security training program equips developers to identify and address common vulnerabilities like ijection flaws, insecure
deserialization, and others.

Why Other Options Are Less Relevant:

* A. Network-based intrusion detection systers: Useful for detecting attacks but do not address the root cause of insecure coding,
* C. A risk management process: Focuses on organizational risk but does not directly resolve development flaws.

* D. An audit management process: Ensures compliance but does not directly enhance developer knowledge or secure coding
practices.

EC-Council CISO Reference:

Emphasis is placed on proactive security measures, including developer training, as a core aspect of reducing vulnerabilities.

H A #595

Scenario: Most industries require compliance with multiple government regulations and/or industry standards to meet data protection
and privacy mandates.

‘When nuiltiple regulations or standards apply to your industry you should set controls to meet
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the

¢ A Fasiest regulation or standard to implement
e B. Stricter regulation or standard

¢ (. Recommendations of your Legal Staff

¢ D. Most complex standard
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Explanation/Reference:

A #596
The total cost of security controls should:

A. Be greater than the value of the information resource being protected
B. Be equal to the value of the information resource being protected

C. Should not matter, as long as the information resource is protected
D. Be less than the value of the information resource being protected
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