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CompTIA PenTest+ Exam Sample Questions (Q131-Q136):

NEW QUESTION # 131
Which of the following is a popular OSINT tool used by penetration testers to collect and analyze reconnaissance data?

A. Maltego
B. WIGLE net
C. Caldera
D. SpiderFoot

Answer: A

Explanation:

Penetration testers use OSINT (Open-Source Intelligence) tools to collect and analyze reconnaissance data.

* Maltego (Option C):

* Maltego is a powerful graph-based OSINT tool that integrates data from muiltiple sources (e.g,, social media, DNS records,
leaked credentials).

* It automates data correlation and helps visualize connections.

NEW QUESTION # 132

A penetration tester mitiated the transfer of a large data set to verify a proof-of-concept attack as permitted by the ROE. The tester
noticed the client's data included PII, which is out of scope, and immediately stopped the transfer. Which of the following MOST
likely explains the penetration tester's decision?

A. The tester found evidence of prior compromise within the data set.
B. The tester had the situational awareness to stop the transfer.

C. The tester completed the assigned part of the assessment workflow.
D. The tester reached the end of the assessment time frame.

Answer: B

Explanation:

Situational awareness is the ability to perceive and understand the environment and events around oneself; and to act accordingly.
The penetration tester demonstrated situational awareness by stopping the transfer of PII, which was out of scope and could have
violated the ROE or legal and ethical principles. The other options are not relevant to the situation or the decision of the penetration
tester.

NEW QUESTION # 133
During a security assessment, a penetration tester needs to exploit a vulnerability in a wireless network's authentication mechanism to
gain unauthorized access to the network. Which of the following attacks would the tester most likely performto gain access?

A. Eavesdropping

B. Beacon flooding

C. KARMA attack

D. MAC address spoofing

Answer: D

Explanation:

MAC address spoofing involves changing the MAC address of a network interface to mimic another device on the network. This
technique is often used to bypass network access controls and gain unauthorized access to a network.

Step-by-Step Explanation

Understanding MAC Address Spoofing:

MAC Address: A unique identifier assigned to network interfaces for communication on the physical network segment.

Spoofing: Changing the MAC address to a different one, typically that of an authorized device, to gain access to restricted networks.
Purpose:

Bypassing Access Controls: Gain access to networks that use MAC address filtering as a security measure.

Impersonation: Assume the identity of another device on the network to intercept traffic or access network resources.

Tools and Techniques:



Linux Command: Use the ifconfig or ip command to change the MAC address.

ifconfig ethO hw ether 00:11:222:33:44:55

Tools: Tools like macchanger can automate the process of changing MAC addresses.

Inmpact:

Network Access: Gain unauthorized access to networks and network resources.

Interception: Capture traffic intended for another device, potentially leading to data theft or further exploitation.

Detection and Mitigation:

Monitoring: Use network monitoring tools to detect changes in MAC addresses.

Secure Configuration: Implement port security on switches to restrict which MAC addresses can connect to specific ports.
Reference from Pentesting Literature:

MAC address spoofing is a common technique discussed in wireless and network security chapters of penetration testing guides.
HTB write-ups often include examples of using MAC address spoofing to bypass network access controls and gain unauthorized
access.

Reference:

Penetration Testing - A Hands-on Introduction to Hacking

HTB Official Writeups
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NEW QUESTION # 134

During a penetration test, a tester attempts to pivot from one Windows 10 system to another Windows system. The penetration
tester thinks a local firewall is blocking connections. Which of the following command-Iine utilities built into Windows is most likely to
disable the firewall?

A. bitsadmin.exe
B. certutil.exe
C. netsh.exe

D. nsconfig.exe

Answer: C

Explanation:

Understanding netsh.exe:

Purpose: Configures network settings, including IP addresses, DNS, and firewall settings.

Firewall Management: Can enable, disable, or modify firewall rules.

Disabling the Firewall:

Command: Use netsh.exe to disable the firewall

netsh advfirewall set allprofiles state off

Usage in Penetration Testing;

Pivoting: Disabling the firewall can help the penetration tester pivot from one system to another by removing network restrictions.
Command Execution: Ensure the command is executed with appropriate privileges.

Reference from Pentesting Literature:

netsh.exe is commonly mentioned in penetration testing guides for configuring network settings and managing firewalls.
HTB write-ups often reference the use of netsh.exe for managing firewall settings during network-based penetration tests.
Reference:

Penetration Testing - A Hands-on Introduction to Hacking

HTB Official Writeups

NEW QUESTION # 135
A penetration tester wants to scan a target network without being detected by the client's IDS. Which of the following scans is
MOST likely to avoid detection?

A. nmap -p0 -TO -sS 192.168.1.10

B. nmap -A -n 192.168.1.10

C. nmap -f--badsum 192.168.1.10

D. nmap -sA -sV --host-timeout 60 192.168.1.10

Answer: C



Explanation:

The nmap -f--badsum 192.168.1.10 command is most likely to avoid detection by the client's IDS, as it will use two techniques to
evade IDS signatures or filters. The -f option will fragment the IP packets into smaller pieces that might bypass some IDS rules or
firewalls. The --badsum option will use an invalid checksum in the TCP or UDP header that might cause some IDS systemns to
ignore the packets.

NEW QUESTION # 136
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