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Questions (Q70-Q75):
NEW QUESTION # 70 
An Administrator is alerted to a Suspicious Process Creation security event from multiple users.
The users believe that these events are false positives Which two steps should the administrator take to confirm the false positives
and create an exception? (Choose two )

A. Within the Malware Security profile add the specific parent process, child process, and command line argument to the
child process whitelist
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B. In the Cortex XDR security event, review the specific parent process, child process, and command line arguments
C. Contact support and ask for a security exception.
D. With the Malware Security profile, disable the "Prevent Malicious Child Process Execution" module

Answer: A,B

NEW QUESTION # 71 
How can Cortex XSOAR save time when a phishing incident occurs?

A. It can automatically purge the email from user mailboxes in which it has not yet opened.
B. It can automatically respond to the phishing email to unsubscribe from future emails.
C. It can automatically identify every mailbox that received the phish and create corresponding cases for them.
D. It can automatically email staff to warn them about the phishing attack and show them a copy of the email.

Answer: A

Explanation:
Reference: https://www.paloaltonetworks.com/blog/security-operations/playbook-of-the-week-speed-up- phishing-response-with-
the-cortex-xsoar-deployment-wizard/

NEW QUESTION # 72 
What should be configured for a Cortex XSIAM customer who wants to automate the response to certain alerts?

A. Playbook triggers
B. Correlation rules
C. Incident scoring
D. Data model rules

Answer: A

Explanation:
To automate the response to certain alerts in Cortex XSIAM, playbook triggers should be configured.
Playbooks allow automated workflows to be executed based on specific conditions or alerts, enabling faster and more consistent
responses to security events.

NEW QUESTION # 73 
Which task setting allows context output to a specific key?

A. stop on errors
B. extend context
C. task output
D. lags

Answer: B

Explanation:
Reference: https://xsoar.pan.dev/docs/integrations/context-and-outputs

NEW QUESTION # 74 
The certificate used for decryption was installed as a trusted toot CA certificate to ensure communication between the Cortex XDR
Agent and Cortex XDR Management Console. What action needs to be taken if the administrator determines the Cortex XDR
Agents are not communicating with the Cortex XDR Management Console?

A. enable SSL decryption
B. reinstall the root CA certificate
C. disable SSL decryption
D. add paloaltonetworks.com to the SSL Decryption Exclusion list



Answer: B

NEW QUESTION # 75
......
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