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GIAC Defending Advanced Threats GDAT Priifungsfragen mit Losungen
(Q127-Q132):

127. Frage
Which of the following is a common persistence mechanism used by malware to ensure it runs after system reboots?
Response:

e A Creating a new user account
¢ B. Deleting system logs
e C. Disabling security services
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¢ D. Modifying Windows Registry keys

Antwort: D

128. Frage

‘Which techniques can help detect data exfiltration via command-and-control (C2) channels?
(Choose two)

Response:

A. Behavioral anomaly detection
B. Disabling unused network services

C. Regular password changes
D. Deep packet inspection of outbound traffic

Antwort: A,D

129. Frage

Your security operations center has detected a surge in login attempts from a service account that should only be used by the IT
department. The login attempts are originating from multiple machines within the network, some of which belong to departments with
no IT access requirements. Further investigation reveals that the service account was compromised.

‘What immediate action should you take to contain the lateral movement?

Response:

A. Disable the compromised account and enforce MFA for all privileged accounts
B. Disconnect the entire network from the internet until the issue is resolved

C. Monitor the service account for firther activity without taking action

D. Initiate a company-wide password reset for all users

Antwort: A

130. Frage
Which of the following is a key benefit of patch management in reducing application exploitation?
Response:

A. It automates software testing during development

B. It enhances the visual appeal of the application's user interface

C. It ensures that vulnerabilities are patched before they can be exploited
D. It decreases system performance overhead

Antwort: C

131. Frage
What role does configuration management play in preventing application exploitation?
Response:

A. It allows developers to work simultaneously on different features

B. It increases the speed of the development process

C. It ensures that all changes to the software are documented and reversible
D. It provides a backup of the original codebase

Antwort: C
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