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111. Frage

Which of the following are effective strategies for securing SNMP traffic at Layer 3?
(Choose two)

Response:

A. Disabling SNMP on all unused devices

B. Allowing SNMP traffic from any IP address for easier management
C. Using SNMPv!1 for better compatibility

D. Configuring SNMP with strong authentication (e.g., SNMPv3)

Antwort: A,D

112. Frage

Which of the following are common tunneling mechanisims used in [Pv6 networks?
(Choose two)

Response:

A. GRE tunneling
B. TLS tunneling
C. ISATAP

D. 6to4 tunneling

Antwort: C,D

113. Frage

Which security mechanisms are used to mitigate VLAN hopping attacks?
(Choose two)

Response:

A. Enforcing VLAN tagging

B. Disabling unused ports and configuring them as access ports
C. Allowing trunk ports on all switches

D. Using ARP poisoning detection tools

Antwort: A,.B

114. Frage

Which security controls help reduce the attack surface on endpoints in a Zero Trust environment?
(Choose two)

Response:

A. Allowing administrator access for all users

B. Applying regular security patches and updates
C. Disabling encryption to improve performance

D. Implementing host-based firewalls

Antwort: A,D
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115. Frage

‘Which are valid approaches to implement NIDS?
(Choose two)

Response:

A. Ignoring all alerts

B. Disabling all network protocols
C. Anomaly-based detection

D. Signature-based detection

Antwort: C,D
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