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Amazon AWS Certified DevOps Engineer - Professional Sample Questions
(Q19-Q24):
NEW QUESTION # 19 
A defect was discovered in production and a new sprint item has been created for deploying a hotfix. However, any code change
must go through the following steps before going into production:
- Scan the code for security breaches, such as password and access key
leaks.
- Run the code through extensive, long running unit tests.
Which source control strategy should a DevOps Engineer use in combination with AWS CodePipeline to complete this process?

A. Create a hotfix tag on the last commit of the master branch. Trigger the development pipeline from the hotfix tag. Use
AWS CodeDeploy with Amazon ECS to do a content scan and run unit tests. Add a manual approval stage that merges the
hotfix tag into the master branch.
B. Create a hotfix branch from the master branch. Create a separate source stage for the hotfix branch in the production
pipeline. Trigger the pipeline from the hotfix branch. Use AWS Lambda to do a content scan and use AWS CodeBuild to run
unit tests. Add a manual approval stage that merges the hotfix branch into the master branch.
C. Create a hotfix branch from the master branch. Triger the development pipeline from the hotfix branch.
Use AWS CodeBuild to do a content scan and run unit tests. Add a manual approval stage that merges the hotfix branch into
the master branch.
D. Create a hotfix branch from the master branch. Triger the development pipeline from the hotfix branch.
Use AWS Lambda to do a content scan and run unit tests. Add a manual approval stage that merges the hotfix branch into
the master branch.

Answer: C

Explanation:
We need to create a feature branch to test the fix and codebuild can do both the scan and unit tests.
https://docs.aws.amazon.com/codebuild/latest/userguide/how-to-create-pipeline.html#how-to- create-pipeline-add

NEW QUESTION # 20 
A DevOps Engineer just joined a new company that is already running workloads on Amazon EC2 instances.
AWS has been adopted incrementally with no central governance. The Engineer must now assess how well the existing deployments
comply with the following requirements:
* EC2 instances are running only approved AMIs.
* Amazon EBS volumes are encrypted.
* EC2 instances have an Owner tag.
* Root login over SSH is disabled on EC2 instances.
Which services should the Engineer use to perform this assessment with the LEAST amount of effort? (Select TWO.)

A. Amazon GuardDuty
B. Amazon Inspector
C. AWS Directory Service
D. AWS Config
E. AWS System Manager

Answer: D,E
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NEW QUESTION # 21 
A legacy web application stores access logs in a proprietary text format. One of the security requirements is to search application
access events and correlate them with access data from many different systems.
These searches should be near-real time.
Which solution offloads the processing load on the application server and provides a mechanism to search the data in near-real time?

A. Upload the log files to Amazon S3 by using the S3 sync command. Use Amazon Athena to define the structure of the data
as a table, with Athena SQL queries to search for access events.
B. Install the Amazon CloudWatch Logs agent on the application server and use CloudWatch Events rules to search logs for
access events. Use Amazon CloudSearch as an interface to search for events.
C. Use the third-party file-input plugin Logstash to monitor the application log file, then use a custom dissect filter on the agent
to parse the log entries into the JSON format. Output the events to Amazon ES to be searched. Use the Elasticsearch API for
querying the data.
D. Install the Amazon Kinesis Agent on the application server, configure it to monitor the log files, and send it to a Kinesis
stream. Configure Kinesis to transform the data by using an AWS Lambda function, and forward events to Amazon ES for
analysis. Use the Elasticsearch API for querying the data.

Answer: D

NEW QUESTION # 22 
Which of the following is not a supported platform on Elastic Beanstalk?

A. Nodejs
B. Go
C. PackerBuilder
D. JavaSE
E. Kubernetes

Answer: E

Explanation:
Explanation
Answer-C
Below is the list of supported platforms
*Packer Builder
*Single Container Docker
*Multicontainer Docker
*Preconfigured Docker
*Go
*Java SE
*Java with Tomcat
*NET on Windows Server with I IS
*Nodejs
*PHP
*Python
*Ruby
For
more information on the supported platforms please refer to the below link
http://docs.aws.amazon.com/elasticbeanstalk/latest/dg/concepts.platforms.html

NEW QUESTION # 23 
You need to perform ad-hoc business analytics queries on well-structured data. Data comes in constantly at a
high velocity. Your business intelligence team can understand SQL. What AWS service(s) should you look to
first?

A. Kinesis Firehose + RDS
B. EMR running Apache Spark



C. Kinesis Firehose+RedShift
D. EMR using Hive

Answer: C

Explanation:
Explanation
Amazon Kinesis Firehose is the easiest way to load streaming data into AWS. It can capture, transform, and
load streaming data into Amazon Kinesis
Analytics, Amazon S3, Amazon Redshift, and Amazon Oasticsearch Sen/ice, enabling near real-time analytics
with existing business intelligence tools and
dashboards you're already using today. It is a fully managed service that automatically scales to match the
throughput of your data and requires no ongoing
administration. It can also batch, compress, and encrypt the data before loading it, minimizing the amount of
storage used at the destination and increasing security.
For more information on Kinesis firehose, please visit the below URL:
* https://aws.amazon.com/kinesis/firehose/
Amazon Redshift is a fully managed, petabyte-scale data warehouse service in the cloud. You can start with
just a few hundred gigabytes of data and scale to a petabyte or more. This enables you to use your data to
acquire new insights for your business and customers. For more information on Redshift, please visit the
below URL:
* http://docs.aws.amazon.com/redshift/latest/mgmt/wel
come.html

NEW QUESTION # 24
......
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