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FIRE #400

Amazon Inspector agent collects telemetry data during assessment run and sends this data to Amazon Inspector dedicated S3
bucket for analysis. How can you access telemetry data out of Amazon Inspector and how can you benefit from this data in securing
your resources?

e A Telemetry data is stored in Amazon Inspector dedicated S3 bucket that does NOT belong to your account, Amazon
Inspector currently does NOT provide an API or an S3 bucket access mechanism to collected telemetry. Data is retained
temporarily only to allow for assistance with support requests.

e B. Telemetry data is saved on S3 bucket in your account, therefore telemetry data is accessible with proper permissions on
that bucket.

e (. Telemetry data is deleted immediately after assessment run, therefore data can NOT be accessed or analyzed by any other
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tools.
e D. Telemetry data is kept in S3 and encrypted with a pre-assessiment test key configured in KMS, as long as you have access
to that key you can download and decrypt telemetry data.
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The telemetry data stored in S3 is retained only to allow for assistance with support requests and is not used or aggregated by
Amazon for any other purpose. After 30 days, telemetry data is permanently deleted per a standard Amazon Inspector-dedicated
S3 bucket lifecycle policy. At present, Amazon Inspector does not provide an API or an S3 bucket access mechanismto collected
telemetry.

Reference: https:/docs.aws.amazon.comvinspector/latest/userguide/mspector_agents.html
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Your company currently runs a large muilti-tier web application. One component is an API service that all other components of your
application rely on to perform read/write operations. This service must have high availability and zero downtime during deployments.
‘Which technique should you use to provide cost-effective, zero-downtime deployments for this component?

e A Use an AWS CloudFormation template to re-deploy your application behind a load balancer, and launch a new AWS
CloudFormation stack during each deployment. Update your load balancer to send traffic to the new stack, and then deploy
your software. Leave your old stacks running, and tag their resources with the version for rollback.

¢ B. Re-deploy your application on Elastic Beanstalk. During deployment, create a new version of your application, and create
a new environment running that version in Elastic BeanStalk. Finally, take advantage of the Elastic Beanstalk Swap CNAME
operation to switch to the new environment.

¢ C. Re-deploy your application behind a load balancer that uses Auto Scaling groups. Create a new identical Auto Scaling
group and associate it to your Amazon Route53 zone. Configure Amazon Route53 to auto- weight traffic over to the new
Auto Scaling group when all instances are marked as healthy.

¢ D. Re-deploy your application behind a load balancer using an AWS OpsWorks stack and use AWS OpsWorks stack
versioning, during deployment create a new version of your application, tell AWS OpsWorks to launch the new version
behind your load balancer, and when the new version is launched, terminate the old AWS OpsWorks stack.

EX: B
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You are in charge of a large-scale highly available multi-tier web application infrastructure.

This architecture consists of Amazon Route53 with a load balancer and multiple Amazon EC2 instances.
You have been tasked to come up with a process to provide Blue/Green style deployments.

Which technique should you use to deliver this new requirement?

¢ A. Re-deploy your application behind a load balancer using an OpsWorks stack, and use AWS OpsWorks stack versioning,
During deployment, create a new version of your application, tell OpsWorks to launch the new version behind your load
balancer, and when the new version launches, update your Amazon Route53 alias resource retort to point to the new load
balancer.

¢ B. Re-deploy your application behind a load balancer using Auto Scaling groups, create a new identical Auto Scaling group,
and associate it to the load balancer.

During deployment, create a new Amazon Route53 hosted zone, add this new load balancer to the zone in an alias resource
record set, and then remove your old Auto Scaling group.

e C. Re-deploy your application behind a load balancer using an AWS CloudFormation template, launch a new AWS
CloudFormation stack during each deployment, update your Amazon Route53 alias resource record set to point to the new
load balancer, and finally, termmnate your old AWS CloudFormation stack.

e D. Using Elastic Beanstalk re-deploy your application and configure Elastic Beanstalk Deployment types, and then use
Amazon Route53's alias resource record set to swap between Elastic Beanstalk deployment types.
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You need to deploy a Node.js application and do not have any experience with AWS. Which deployment



method will be the simplest for you to deploy?

A. AWS Elastic Beanstalk
B. AWS EC2

C. AWSOpsWorks

D. AWSCloudFormation
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Explanation

With Elastic Beanstalk, you can quickly deploy and manage applications in the AWS Cloud without worrying
about the infrastructure that runs those applications.

AWS Elastic Beanstalk reduces management complexity without restricting choice or control. You simply
upload your application, and Elastic Beanstalk automatically handles the details of capacity provisioning, load
balancing, scaling, and application health monitoring

For more information on Elastic beanstalk please refer to the below link:

* httpr//docs.aws.amazon.convelasticbeanstalk/latest/dg/Welcome. html
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A DevOps Engineer encountered the following error when attempting to use an AWS CloudFormation tenplate to create an
Amazon ECS cluster:

An error occurred (InsufficientCapabilitiesException) when calling the CreateStack operation.

What caused this error and what steps need to be taken to allow the Engineer to successfully execute the AWS CloudFormation
template?

¢ A. The AWS CloudFormation service cannot be reached and is not capable of creating the cluster. The Engineer needs to
confirm that routing and firewall rules are not preventing the AWS CloudFormation script from commumnicating with the AWS
service endpoints, and then rerun the template execution.

e B. The AWS user or role attempting to execute the CloudFormation template does not have the permissions required to
create the resources within the template. The Engineer must review the user policies and add any permissions needed to
create the resources and then rerun the template execution.

¢ C. CloudFormation is not capable of fulfilling the request of the specified resources in the current AWS Region. The Engineer
needs to specify a new region and rerun the template.

e D. The CloudFormation execution was not granted the capability to create [AM resources. The Engineer needs to provide
CAPABILITY IAM and CAPABILITY NAMED IAM as capabilities in the CloudFormation execution parameters or
provide the capabilities in the AWS Management Console.
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