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Amazon AWS Certified Solutions Architect - Associate (SAA-C02) Sample
Questions (Q646-Q651):

NEW QUESTION # 646

A company is using a tape backup solution to store its key application data offsite The daily data volume is around 50 TB The
company needs to retain the backups for 7 years for regulatory purposes The backups are rarely accessed and a week's notice is
typically given if a backup needs to be restored The company is now considering a cloud-based option to reduce the storage costs
and operational burden of managing tapes The company also wants to make sure that the transition (rom tape backups to the cloud
mmimizes disruptions Which storage solution is MOST cost-effective'?

A. Use Amazon Storage Gateway to back up to Amazon Glacier Deep Archive

B. Use AWS Snowball Edge to directly integrate the backups with Amazon S3 Glacier.

C. Copy the backup data to Amazon S3 and create a lifecycle policy to move the data to Amazon S3 Glacier

D. Use Amazon Storage Gateway to back up to Amazon S3 and create a lifecycle policy to move the backup to Amazon S3
Glacier
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Answer: B

NEW QUESTION # 647

An ecommerce company runs applications in AWS accounts that are part of an organization in AWS Organizations The applications
run on Amazon Aurora PostgreSQL databases across all the accounts The company needs to prevent malicious activity and must
identify abnormal failed and incomplete login attempts to the databases Which solution will meet these requirements in the MOST
operationally efficient way?

¢ A. Enable the Amazon RDS Protection feature in Amazon GuardDuty for the member accounts of the organization

¢ B. Publish the Aurora general logs to a log group in Amazon CloudWatch Logs Export the log data to a central Amazon S3
bucket

¢ C. Attach service control policies (SCPs) to the root of the organization to identify the failed login attempts

e D. Publish all the Aurora PostgreSQL database events in AWS CloudTrail to a central Amazon S3 bucket

Answer: B

Explanation:

This option is the most operationally efficient way to meet the requirements because it allows the company to monitor and analyze
the database login activity across all the accounts in the organization. By publishing the Aurora general logs to a log group in Amazon
CloudWatch Logs, the company can enable the logging of the database connections, disconnections, and failed authentication
attempts. By exporting the log data to a central Amazon S3 bucket, the company can store the log data in a durable and cost-
effective way and use other AWS services or tools to perform further analysis or alerting on the log data. For exanple, the company
can use Amazon Athena to query the log data in Anmazon S3, or use Ammazon SNS to send notifications based on the log data.

A). Attach service control policies (SCPs) to the root of the organization to identify the failed login attempts.

This option is not effective because SCPs are not designed to identify the failed login attempts, but to restrict the actions that the
users and roles can perform in the member accounts of the organization. SCPs are applied to the AWS API calls, not to the
database login attempts. Moreover, SCPs do not provide any logging or analysis capabilities for the database activity.

B). Enable the Amazon RDS Protection feature in Amazon GuardDuty for the member accounts of the organization. This option is
not optimal because the Amazon RDS Protection feature in Amazon GuardDuty is not available for Aurora PostgreSQL databases,
but only for Amazon RDS for MySQL and Amazon RDS for MariaDB databases. Moreover, the Amazon RDS Protection feature
does not monitor the database login attempts, but the network and API activity related to the RDS instances.

D). Publish all the Aurora PostgreSQL database events in AWS CloudTrail to a central Amazon S3 bucket.

This option is not sufficient because AWS CloudTrail does not capture the database login attempts, but only the AWS API calls
made by or on behalf of the Aurora PostgreSQLdatabase. For example, AWS CloudTrail can record the events such as creating,
modifying, or deleting the database instances, clusters, or snapshots, but not the events such as connecting, disconnecting, or failing
to authenticate to the database.

References:

1 Working with Amazon Aurora PostgreSQL - Amazon Aurora

2 Working with log groups and log streans - Amazon CloudWatch Logs

3 Exporting Log Data to Amazon S3 - Amazon CloudWatch Logs

[4] Amazon GuardDuty FAQs

[5] Logging Amazon RDS API Calls with AWS CloudTrail - Amazon Relational Database Service

NEW QUESTION # 648

A company runs analytics software on Amazon EC2 instances The software accepts job requests fiom users to process data that
has been uploaded to Amazon S3 Users report that some submitted data is not being processed Amazon CloudWatch reveals that
the EC2 mnstances have a consistent CPU utilization at or near

100% The company wants to improve system performance and scale the system based on user load What should a solutions
architect do to meet these requirements?

e A. Create an S3 VPC endpointt for Amazon S3 Update the software to reference the endpoint.

¢ B. Route incoming requests to Amazon Simple Queue Service (Amazon SQS) Configure an EC2 Auto Scaling group based
on queue size Update the software to read from the queue

e C. Stop the EC2 instances Modify the instance type to one with a more powerful CPU and more memory Restart the
instances

e D. Create a copy of the instance Place all instances behind an Application Load Balancer

Answer: D



NEW QUESTION # 649

A company is using AWS Key Management Service (AWS KMS) to secure their Amazon RDS databases. An auditor has
recommended that the company log all use of their AWS KMS keys.

What is me SIMPLEST solution?

A. Poll AWS KMS periodically with a scheduled job

B. Use AWS CloudTrail to log AWS KMS key usage.

C. Associate AWS KMS metrics with Amazon CloudWatch
D. Deploy a monitoring agent on the RDS instances

Answer: B

NEW QUESTION # 650

A solution architect needs to design a highly available application consisting of web, application, and database tiers. HTTPS content
delivery should be as close to the edge as possible, with the least delivery time.

‘Which solution meets these requirements and is MOST secure?

e A Configure a public Application Load Balancer (ALB) with mutltiple redundant Amazon EC2 instances in public subnets.
Configure Amazon CloudFront to deliver HTTPS content using the public ALB as the origin.

¢ B. Configure a public Application Load Balancer (ALB) with multiple redundant Amazon EC2 instances in private subnets.
Configure Amazon CloudFront to deliver HTTPS content using the public ALB as the origin.

¢ C. Amazon EC2 instances in private subnets Configure. Configure a public Application Load Balancer with multiple
redundant Amazon CloudFront to deliver HTTPS content using the EC2 instances as the origin.

¢ D. Configure a public Application Load Balancer with multiple redundant Amazon EC2 instances in public subnets. Configure
Amazon CloudFront to deliver HTTPS content using the EC2 instances as the origin.

Answer: C

NEW QUESTION # 651

The AWS Certified Solutions Architect - Associate (SAA-C02) (AWS-Solutions- Associate) certification examination is an essential
component of professional development, and passing this Amazon AWS-Solutions- Associate test can increase career options and a
rise in salary. Nonetheless, getting ready for the Prepare for your AWS-Solutions- Associate Exam may be difficult, and many
working professionals have trouble locating the AWS-Solutions- Associate practice questions they need to succeed in this endeavor.
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