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Amazon AWS Certified Data Engineer - Associate (DEA-C01) Sample
Questions (Q83-Q88):
NEW QUESTION # 83 
A retail company stores data from a product lifecycle management (PLM) application in an on-premises MySQL database. The
PLM application frequently updates the database when transactions occur.
The company wants to gather insights from the PLM application in near real time. The company wants to integrate the insights with
other business datasets and to analyze the combined dataset by using an Amazon Redshift data warehouse.
The company has already established an AWS Direct Connect connection between the on-premises infrastructure and AWS.
Which solution will meet these requirements with the LEAST development effort?

A. Run scheduled AWS DataSync tasks to synchronize data from the MySQL database. Set Amazon Redshift as the
destination for the tasks.
B. Use the Amazon AppFlow SDK to build a custom connector for the MySQL database to continuously replicate the
database changes. Set Amazon Redshift as the destination for the connector.
C. Run a scheduled AWS Glue extract, transform, and load (ETL) job to get the MySQL database updates by using a Java
Database Connectivity (JDBC) connection. Set Amazon Redshift as the destination for the ETL job.
D. Run a full load plus CDC task in AWS Database Migration Service (AWS DMS) to continuously replicate the MySQL
database changes. Set Amazon Redshift as the destination for the task.

Answer: D

Explanation:
* Problem Analysis:
* The company needs near real-time replication of MySQL updates to Amazon Redshift.
* Minimal development effort is required for this solution.
* Key Considerations:
* AWSDMSprovides afull load + CDC (Change Data Capture)mode for continuous replication of database changes.
* DMS integrates natively with both MySQL and Redshift, simplifying setup.
* Solution Analysis:
* Option A: AWS Glue Job
* Glue is batch-oriented and does not support near real-time replication.
* Option B: DMS with Full Load + CDC
* Efficiently handles initial database load and continuous updates.
* Requires minimal setup and operational overhead.
* Option C: AppFlow SDK
* AppFlow is not designed for database replication. Custom connectors increase development effort.
* Option D: DataSync
* DataSync is for file synchronization and not suitable for database updates.
* Final Recommendation:
* UseAWS DMSinfull load + CDCmode for continuous replication.
:
AWS Database Migration Service Documentation
Setting Up DMS with Redshift

NEW QUESTION # 84 
A company uses Amazon S3 buckets, AWS Glue tables, and Amazon Athena as components of a data lake.
Recently, the company expanded its sales range to multiple new states. The company wants to introduce state names as a new
partition to the existing S3 bucket, which is currently partitioned by date.
The company needs to ensure that additional partitions will not disrupt daily synchronization between the AWS Glue Data Catalog
and the S3 buckets.
Which solution will meet these requirements with the LEAST operational overhead?

A. Run a REFRESH TABLE command in Athena.
B. Use the AWS Glue API to manually update the Data Catalog.
C. Schedule an AWS Glue crawler to periodically update the Data Catalog.
D. Run an MSCK REPAIR TABLE command in Athena.

Answer: C



Explanation:
Explanation: Scheduling an AWS Glue crawler to periodically update the Data Catalog automates the process of detecting new
partitions and updating the catalog, which minimizes manual maintenance and operational overhead.

NEW QUESTION # 85 
A company is building a data stream processing application. The application runs in an Amazon Elastic Kubernetes Service (Amazon
EKS) cluster. The application stores processed data in an Amazon DynamoDB table.
The company needs the application containers in the EKS cluster to have secure access to the DynamoDB table. The company does
not want to embed AWS credentials in the containers.
Which solution will meet these requirements?

A. Create an IAM user that has an access key to access the DynamoDB table. Use environment variables in the EKS
containers to store the IAM user access key data.
B. Store the AWS credentials in an Amazon S3 bucket. Grant the EKS containers access to the S3 bucket to retrieve the
credentials.
C. Attach an IAM role to the EKS worker nodes. Grant the IAM role access to DynamoDB. Use the IAM role to set up
IAM roles service accounts (IRSA) functionality.
D. Create an IAM user that has an access key to access the DynamoDB table. Use Kubernetes secrets that are mounted in a
volume of the EKS cluster nodes to store the user access key data.

Answer: C

Explanation:
In this scenario, the company is using Amazon Elastic Kubernetes Service (EKS) and wants secure access to DynamoDB without
embedding credentials inside the application containers. The best practice is to useIAM roles for service accounts (IRSA), which
allows assigning IAM roles to Kubernetes service accounts. This lets the EKS pods assume specific IAM roles securely, without the
need to store credentials in containers.
* IAM Roles for Service Accounts (IRSA):
* With IRSA, each pod in the EKS cluster can assume an IAM role that grants access to DynamoDB without needing to manage
long-term credentials. The IAM role can be attached to the service account associated with the pod.
* This ensuresleast privilegeaccess, improving security by preventing credentials from being embedded in the containers.
Reference:IAM Roles for Service Accounts (IRSA)
Alternatives Considered:
A (Storing AWS credentials in S3): Storing AWS credentials in S3 and retrieving them introduces security risks and violates the
principle of not embedding credentials.
C (IAM user access keys in environment variables): This also embeds credentials, which is not recommended.
D (Kubernetes secrets): Storing user access keys as secrets is an option, but it still involves handling long- term credentials manually,
which is less secure than using IRSA.
References:
IAM Best Practices for Amazon EKS
Secure Access to DynamoDB from EKS

NEW QUESTION # 86 
A media company wants to improve a system that recommends media content to customer based on user behavior and preferences.
To improve the recommendation system, the company needs to incorporate insights from third-party datasets into the company's
existing analytics platform.
The company wants to minimize the effort and time required to incorporate third-party datasets.
Which solution will meet these requirements with the LEAST operational overhead?

A. Use API calls to access and integrate third-party datasets from AWS Data Exchange.
B. Use API calls to access and integrate third-party datasets from AWS
C. Use Amazon Kinesis Data Streams to access and integrate third-party datasets from AWS CodeCommit repositories.
D. Use Amazon Kinesis Data Streams to access and integrate third-party datasets from Amazon Elastic Container Registry
(Amazon ECR).

Answer: A

Explanation:
AWS Data Exchange is a service that makes it easy to find, subscribe to, and use third-party data in the cloud. It provides a secure



and reliable way to access and integrate data from various sources, such as data providers, public datasets, or AWS services. Using
AWS Data Exchange, you can browse and subscribe to data products that suit your needs, and then use API calls or the AWS
Management Console to export the data to Amazon S3, where you can use it with your existing analytics platform. This solution
minimizes the effort and time required to incorporate third-party datasets, as you do not need to set up and manage data pipelines,
storage, or access controls. You also benefit from the data quality and freshness provided by the data providers, who can update
their data products as frequently as needed12.
The other options are not optimal for the following reasons:
B . Use API calls to access and integrate third-party datasets from AWS. This option is vague and does not specify which AWS
service or feature is used to access and integrate third-party datasets. AWS offers a variety of services and features that can help
with data ingestion, processing, and analysis, but not all of them are suitable for the given scenario. For example, AWS Glue is a
serverless data integration service that can help you discover, prepare, and combine data from various sources, but it requires you to
create and run data extraction, transformation, and loading (ETL) jobs, which can add operational overhead3.
C . Use Amazon Kinesis Data Streams to access and integrate third-party datasets from AWS CodeCommit repositories. This
option is not feasible, as AWS CodeCommit is a source control service that hosts secure Git-based repositories, not a data source
that can be accessed by Amazon Kinesis Data Streams. Amazon Kinesis Data Streams is a service that enables you to capture,
process, and analyze data streams in real time, such as clickstream data, application logs, or IoT telemetry. It does not support
accessing and integrating data from AWS CodeCommit repositories, which are meant for storing and managing code, not data .
D . Use Amazon Kinesis Data Streams to access and integrate third-party datasets from Amazon Elastic Container Registry
(Amazon ECR). This option is also not feasible, as Amazon ECR is a fully managed container registry service that stores, manages,
and deploys container images, not a data source that can be accessed by Amazon Kinesis Data Streams. Amazon Kinesis Data
Streams does not support accessing and integrating data from Amazon ECR, which is meant for storing and managing container
images, not data .
Reference:
1: AWS Data Exchange User Guide
2: AWS Data Exchange FAQs
3: AWS Glue Developer Guide
: AWS CodeCommit User Guide
: Amazon Kinesis Data Streams Developer Guide
: Amazon Elastic Container Registry User Guide
: Build a Continuous Delivery Pipeline for Your Container Images with Amazon ECR as Source

NEW QUESTION # 87 
A company analyzes data in a data lake every quarter to perform inventory assessments. A data engineer uses AWS Glue
DataBrew to detect any personally identifiable information (PII) about customers within the dat a. The company's privacy policy
considers some custom categories of information to be PII. However, the categories are not included in standard DataBrew data
quality rules.
The data engineer needs to modify the current process to scan for the custom PII categories across multiple datasets within the data
lake.
Which solution will meet these requirements with the LEAST operational overhead?

A. Develop custom Python scripts to detect the custom PII categories. Call the scripts from DataBrew.
B. Manually review the data for custom PII categories.
C. Implement custom data quality rules in Data Brew. Apply the custom rules across datasets.
D. Implement regex patterns to extract PII information from fields during extract transform, and load (ETL) operations into
the data lake.

Answer: C

Explanation:
The data engineer needs to detect custom categories of PII within the data lake using AWS Glue DataBrew. While DataBrew
provides standard data quality rules, the solution must support custom PII categories.
Option B: Implement custom data quality rules in DataBrew. Apply the custom rules across datasets.
This option is the most efficient because DataBrew allows the creation of custom data quality rules that can be applied to detect
specific data patterns, including custom PII categories. This approach minimizes operational overhead while ensuring that the specific
privacy requirements are met.
Options A, C, and D either involve manual intervention or developing custom scripts, both of which increase operational effort
compared to using DataBrew's built-in capabilities.
Reference:
AWS Glue DataBrew Documentation
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