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Amazon AWS Certified DevOps Engineer - Professional Sample Questions
(Q360-Q365):

NEW QUESTION # 360

A company is running three production web server reserved EC2 instances with EBS-backed root volumes.

These instances have a consistent CPU load of 80%. Traffic is being distributed to these mstances by an Elastic Load Balancer.
They also have production and development Multi- AZ RDS MySQL databases. What recommendation would you make to reduce
cost in this environment without affecting availability of mission-critical systems? Choose the correct answer from the options given
below

A. Considerusing on-demand instances instead of reserved EC2 instances

B. Considerusing spot instances instead of reserved EC2 instances

C. Considernot using a Multi-AZ RDS deployment for the development database
D. Considerremovingthe Elastic Load Balancer

Answer: C

Explanation:

Explanation

Multi- AZ databases is better for production environments rather than for development environments, so you can reduce costs by not
using this for development environments Amazon RDS Multi- AZ deployments provide enhanced availability and durability for
Database (DB) Instances, making them a natural fit for production database workloads. When you provision a Multi-AZ DB
Instance, Amazon RDS automatically creates a primary DB Instance and synchronously replicates the data to a standby instance in a
different Availability Zone (AZ). Cach AZ runs on its own physically distinct, independent infrastructure, and is engineered to be
highly reliable.

In case of an infrastructure failure, Amazon RDS perfornms an automatic failover to the standby (or to a read replica in the case of
Amazon Aurora), so that you can resume database operations as soon as the failover is complete. Since the endpoint for your DB
Instance remains the same after a failover, your application can resume database operation without the need for manual
administrative intervention For more information on Mult- AZ RDS, please refer to the below link:

* httpsz/aws.amazon.comv/rds/details/multi-az/

NEW QUESTION # 361

A DevOps Engineer is asked to implement a strategy for deploying updates to a web application with zero downtime. The
application infrastructure is defined in AWS CloudFormation and is made up of an Amazon Route 53 record, an Application Load
Balancer, Amazon EC2 instances in an EC2 Auto Scaling group, and Amazon DynamoDB tables. To avoid downtime, there must
be an active instance serving the application at all times.

Which strategies will ensure the deployment happens with zero downtime? (Select TWO.)

¢ A Inthe CloudFormation template, modify the AWS:: AutoScaling::DeploymentUpdates resource and add an UpdatePolicy
attribute to define the required elements for a deployment with zero downtime.

¢ B. Add a new Application Load Balancer and Auto Scaling group to the CloudFormation template.
Modify the AWS::AutoScaling::AutoScalingGroup resource and add an UpdatePolicy attribute to perform rolling updates.

¢ (. Add a new Application Load Balancer and Auto Scaling group to the CloudFormation template.
Deploy new changes to the inactive Auto Scaling group. Use Route 53 to change the active Application Load Balancer.

¢ D. In the CloudFormation template, modify the AWS::AutoScaling::AutoscalingGroup resource and add an UpdatePolicy
attribute to define the required elements for a deployment with zero downtime.

¢ E. Inthe CloudFormation template, modify the UpgradePolicy attribute for the CloudFormation stack and specify the Auto
Scaling group that will be updated Configure MinSuccessfullnstancesPercent and PauseTime to ensure the deployment
happens with zero downtime.

Answer: C,D
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NEW QUESTION # 362

A company mandates the creation of capture logs for everything running in its AWS account. The account has multiple VPCs with
Amazon EC2 instances, Application Load Balancers, Amazon RDS MySQL databases, and AWS WAF rules configured. The logs
must be protected from deletion. A daily visual analysis of log anomalies from the previous day is required.

‘Which combination of actions should a DevOps Engineer take to accomplish this? (Choose three.)

¢ A. Configure an AWS Lambda function to send all CloudWatch logs to an Amazon S3 bucket.
Create a dashboard report in Amazon QuickSight.

¢ B. Configure an Amazon S3 object lock legal hold on the logging Amazon S3 bucket.

¢ C. Configure Amazon S3 MFA Delete on the logging Amazon S3 bucket.

e D. Configure AWS Artifact to send all logs to the logging Amazon S3 bucket. Create a dashboard report in Amazon
QuickSight.

¢ E. Deploy an Amazon CloudWatch agent to all Amazon EC2 instances.

¢ F. Configure AWS CloudTrail to send all logs to Amazon Inspector. Create a dashboard report in Amazon QuickSight.

Answer: C,D.E

NEW QUESTION # 363

A company is adopting AWS CodeDeploy to automate its application deployments for a Java- Apache Tomcat application with an
Apache webserver. The Development team started with a proof of concept, created a deployment group for a developer
environment, and performed functional tests within the application. After completion, the team will create additional deployment
groups for staging and production The current log level is configured within the Apache settings, but the team wants to change this
configuration dynamically when the deployment occurs, so that they can set different log level configurations depending on the
deployment group without having a different application revision for each group.

How can these requirements be met with the LEAST management overhead and without requiring different script versions for each
deployment group?

e A Create a script that uses the CodeDeploy environment variable DEPLOYMENT GROUP_ NAME to identify which
deployment group the instances is part of. Use this imformation to configure the log level settings. Reference this script as part
of the Beforelnstall lifecycle hook in the appspec.yml file

e B. Create a script that uses the CodeDeploy environment variable DEPLOYMENT GROUP _ID to identify which
deployment group the instance is part of to configure the log level settings.

Reference this script as part of the Install lifecycle hook in the appspec ym file.

e (. Tagthe Amazon EC2 instances depending on the deployment group. Then place a script into the application revision that
calls the metadata service and the EC2 API to identify which deployment group the instance is part of Use this information to
configure the log level settings. Reference the script as part of the Afterinstall lifecycle hook in the appspec yml file.

e D. Create a CodeDeploy custom environment variable for each environment. Then place a script into the application revision
that checks this environment variable to identify which deployment group the instance is part of Use this information to
configure the log level settings. Reference this script as part of the ValidateService lifecycle hook in the appspec ym file.

Answer: A

NEW QUESTION # 364

An application is being deployed with two Amazon EC2 Auto Scaling groups, each configured with an Application Load Balancer.
The application is deployed to one of the Auto Scaling groups and an Amazon Route 53 alias record is pointed to the Application
Load Balancer of'the last deployed Auto Scaling group. Deployments alternate between the two Auto Scaling groups. Home
security devices are making requests into the application. The Development team notes that new requests are coming into the old
stack days after the deployment. The issue is caused by devices that are not observing the Time to Live (TTL) setting on the
Amazon Route 53 alias record. What steps should the DevOps Engineer take to address the issue with requests coming to the old
stacks, while creating minimal additional resources?

¢ A. Reduce the application to one Application Load Balancer. Create two target groups named Blue and Green. Create a rule
on the Application Load Balancer pointed to a single target group. Add logic to the deployment to update the Application
Load Balancer rule to the target group of the newly deployed Auto Scaling group.

¢ B. Create an Amazon CloudFront distribution. Set the two existing Application Load Balancers as origins on the distribution.
After a deployment, update the CloudFront distribution behavior to send requests to the newly deployed Auto Scaling group.

e (. Move the application to an AWS Elastic Beanstalk application with two environments. Perform new deployments on the



nonr-live environment. After a deployment, perform an Elastic Beanstalk CNAME swap to make the newly deployed
environment the live environment.

¢ D. Create a fleet of Amazon EC2 instances running HAProxy behind an Application Load Balancer. The HAProxy instances
will proxy the requests to one of the existing Auto Scaling groups. After a deployment the HAProxy instances are updated to
send requests to the newly deployed Auto Scaling group.

Answer: A

NEW QUESTION # 365
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