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Priifungsfragen mit Losungen (Q216-Q221):

216. Frage

A company has a web application that uses Internet Information Services (IIS) for Windows Server. A file share is used to store the
application data on the network-attached storage of the company's on- premises data center. To achieve a highly available system,
they plan to migrate the application and file share to AWS.

Which of'the following can be used to fulfill this requirement?

A. Migrate the existing file share configuration to AWS Storage Gateway.

B. Migrate the existing file share configuration to Amazon EFS.

C. Migrate the existing file share configuration to Amazon EBS.

D. Migrate the existing file share configuration to Amazon FSx for Windows File Server.

Antwort: D

Begrindung;

Amazon FSx for Windows File Server provides fully managed Microsoft Windows file servers, backed by a fully native Windows
file system Ammazon FSx for Windows File Server has the features, performance, and compatibility to easily lift and shift enterprise
applications to the AWS Cloud. It is accessible from Windows, Linux, and macOS compute instances and devices. Thousands of
compute instances and devices can access a file system concurrently.
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In this scenario, you need to migrate your existing file share configuration to the cloud. Among the options given, the best possible
answer is Amazon FSx. A file share is a specific folder in your file system, including the folder's subfolders, which you make
accessible to your compute instances via the SMB protocol. To migrate file share configurations from your on-premises file system,
you must migrate your files first to Amazon FSx before migrating your file share configuration.

Hence, the correct answer is: Migrate the existing file share configuration to Amazon FSx for Windows File Server.

The option that says: Migrate the existing file share configuration to AWS Storage Gateway is incorrect because AWS Storage
Gateway is primarily used to integrate your on-premises network to AWS but not for migrating your applications. Using a file share
in Storage Gateway implies that you will still keep your on-premises systems, and not entirely migrate it.

The option that says: Migrate the existing file share configuration to Amazon EFS is incorrect because it is stated in the scenario that
the company is using a file share that runs on a Windows server.

Remember that Amazon EFS only supports Linux workloads.

The option that says: Migrate the existing file share configuration to Amazon EBS is incorrect because EBS is primarily used as
block storage for EC2 instances and not as a shared file system. A file share is a specific folder in a file system that you can access
using a server message block (SMB) protocol.

Amazon EBS does not support SMB protocol.

References:

https//aws.amazon.conVfsx/windows/faqs/

https7/docs.aws.amazon.convfsx/latest/ WindowsGuide/migrate- file- share- config-to-fsx.html Check out this Amazon FSx Cheat
Sheet:

https7//tutorialsdojo.convamazon-fsx/
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217. Frage

A company plans to use an Amazon S3 bucket to archive backup dat

a. Regulations require the company to retain the backup data for 7 years.

During the retention period, the company nmust prevent users, including administrators, from deleting the data. The company can
delete the data after 7 years.

‘Which solution will meet these requirements?

¢ A Create an S3 Object Lock default retention policy that retains data for 7 years in compliance mode. Create an S3
Lifecycle policy to delete the data after 7 years.

¢ B. Create an S3 Batch Operations job to set a legal hold on each object for 7 years. Create an S3 Lifecycle policy to delete
the data after 7 years.

e (. Create an S3 Object Lock default retention policy that retains data for 7 years in governance mode. Create an S3
Lifecycle policy to delete the data after 7 years.

¢ D. Create an S3 bucket policy that denies delete operations for 7 years. Create an S3 Lifecycle policy to delete the data after
7 years.

Antwort: A

Begrindung;

Comprehensive and Detailed Step-by-Step

The requirement is toprevent data deletion by any user, including admmistrators, for 7 years while allowing automatic deletion
afterward.

S3 Object Lock n Compliance Mode (Correct Choice - C)

Compliance mode ensures that even the root user cannot delete or modify the objects during the retention period.
After 7 years, the S3 Lifecycle policy automatically deletes the objects.

This meets bothimmutability and automatic deletionrequirements.

Governance Mode (Option B - Incorrect)

Governance mode prevents deletion,but administrators can override i.

The requirement explicitly states thateven administrators must not be able to delete the data.

S3 Bucket Policy (Option A - Incorrect)

An S3 bucket policy candeny deletes, but policies can be modified at any time by administrators.

It does not enforce strict retention like Object Lock.

S3 Batch Operations Job (Option D - Incorrect)

A legal hold does not have an automatic expiration.

Legal holds must be manually removed, which is not efficient.

‘Why Option C is Correct:

S3 Object Lock in Compliance Mode prevents deletion by all users, including administrators.

The S3 Lifecycle policy deletes the data automatically after 7 years, reducing operational overhead.
Reference:

S3 Object Lock Compliance Mode

S3 Lifecycle Policies

218. Frage

A company is testing an application that runs on an Amazon EC2 Linux instance. A single 500 GB Amazon Elastic Block Store
(Amazon EBS) General Purpose SSD (gp2) volure is attached to the EC2 instance.

The company will deploy the application on multiple EC2 instances in an Auto Scaling group. All instances require access to the data
that is stored in the EBS volume. The company needs a highly available and resilient solution that does not introduce significant
changes to the application's code.

Which solution will meet these requirements?

e A. Provision an Amazon FSx for Windows File Server file system. Configure the file system as an SMB file store within a
single Availability Zone.

¢ B. Provision an EC2 instance that uses NFS server software. Attach a single 500 GB gp2 EBS volunre to the instance.

e C. Provision an Amazon Elastic File System (Amazon EFS) file system. Configure the file system to use General Purpose
performance mode.

e D. Provision an EC2 istance with two 250 GB Provisioned IOPS SSD EBS volumes.

Antwort: C



Begrindung;

Amazon EFS is a fully managed, scalable file storage service that can be accessed concurrentlyby thousands of EC2 instances. It
supports General Purpose performance mode for latency-sensitive use cases and provides high availability and durability across
multiple Availability Zones with minimal changes to application code.

219. Frage

[Design Secure Architectures]

A company is implementing a new business application. The application runs on two Amazon EC2 instances and uses an Amazon
S3 bucket for document storage. A solutions architect needs to ensure that the EC2 instances can access the S3 bucket.

‘What should the solutions architect do to meet this requirement?

A. Create an [AM group that grants access to the S3 bucket. Attach the group to the EC2 instances.

B. Create an IAM policy that grants access to the S3 bucket. Attach the policy to the EC2 instances.

C. Create an IAM role that grants access to the S3 bucket. Attach the role to the EC2 instances.

D. Create an IAM user that grants access to the S3 bucket. Attach the user account to the EC2 instances.

Antwort: C

Begrindung;
https:/aws.amazon.com/premiumsupport/knowledge- center/ec2- instance-access-s3-bucket/

220. Frage

A company has 150 TB of archived image data stored on-premises that needs to be moved to the AWS Cloud within the next
month. The company's current network connection allows up to 100 Mbps uploads for this purpose during the night only.
What is the MOST cost-effective mechanism to move this data and meet the migration deadline?

A. Order multiple AWS Snowball devices to ship the data to AWS.

B. Create an Amazon S3 VPC endpoint and establish a VPN to upload the data.
C. Enable Amazon S3 Transfer Acceleration and securely upload the data.

D. Use AWS Snowmobile to ship the data to AWS.

Antwort: A

Begrindung;

AWS Snowball is a petabyte-scale data transport service that uses secure devices to transfer large amounts of data into and out of
the AWS Cloud. Snowball addresses common challenges with large-scale data transfers including high network costs, long transfer
times, and security concerns. AWS Snowball can transfer up to 80 TB of data per device, and multiple devices can be used in
parallel to meet the migration deadline. AWS Snowball is more cost-effective than AWS Snowmobile, which is designed for
exabyte-scale data transfers, or Amazon S3 Transfer Acceleration, which is optimized for fast transfers over long distances. Amazon
S3 VPC endpoint does not increase the upload speed, but only provides a secure and private connection between the VPC and S3.
Reference: AWS Snowball, AWS Snowmobile, Amazon S3 Transfer Acceleration, Amazon S3 VPC endpoint
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