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Amazon AWS Certified Security - Specialty Sample Questions (Q202-Q207):

NEW QUESTION # 202

A company has an application that uses dozens of Amazon DynamoDB tables to store data.

Auditors find that the tables do not comply with the company's data protection policy.

The company's retention policy states that all data must be backed up twice each month: once at midnight on the 15th day of'the
month and again at midnight on the 25th day of the month. The company must retain the backups for 3 months.

‘Which combination of steps should a security engineer take to meet these requirements?

(Choose two.)

A. Use AWS DataSync to create a backup plan. Add a backup rule that includes a retention period of 3 months.

B. Use AWS Backup to create a backup plan. Add a backup rule that includes a retention period of 3 months.

C. Set the backup frequency by using a cron schedule expression. Assign each DynamoDB table to the backup plan.

D. Set the backup frequency by using a rate schedule expression. Assign each DynamoDB table to the backup plan.

E. Use the DynamoDB on-demand backup capability to create a backup plan. Configure a lifecycle policy to expire backups
after 3 months.

Answer: B,C

Explanation:
https//aws.amazon.com/blogs/database/set-up-scheduled- backups-for-amazon-dynamodb- using-aws-backup/

NEW QUESTION # 203

A company needs to implement data lifecycle management for Amazon RDS snapshots. The company will use AWS Backup to
manage the snapshots.

The company nust retain RDS autormated snapshots for 5 years and will use Amazon S3 for long-term archival storage.

‘Which solution will meet these requirements?

e A Create an S3 Lifecycle policy. Include a 5-year retention period for the S3 bucket that AWS Backup uses for the RDS
snapshots.

¢ B. Enable versioning on the S3 bucket that AWS Backup uses for the RDS snapshots. Configure a 5-year retention period.

¢ (. Create a backup plan in AWS Backup. Configure a 5-year retention period.

e D. Use AWS Backup to apply a 5-year retention tag to the RDS snapshots.

Answer: C

NEW QUESTION # 204

A company used a lifi-and-shift approach to migrate from its on-premises data centers to the AWS Cloud. The company migrated
on-premises VMS to Amazon EC2 in-stances. Now the company wants to replace some of components that are running on the
EC2 instances with managed AWS services that provide similar functionality.

Initially, the company will transition from load balancer software that runs on EC2 instances to AWS Elastic Load Balancers. A
security engineer must ensure that after this transition, all the load balancer logs are centralized and searchable for auditing. The
security engineer must also ensure that metrics are generated to show which ciphers are in use.

‘Which solution will meet these requirements?

¢ A Create an Amazon CloudWatch Logs log group. Configure the load balancers to send logs to the log group. Use the
AWS Management Console to search the logs. Create Amazon Athena queries for the required metrics. Publish the metrics
to Amazon CloudWatch.

¢ B. Create an Amazon CloudWatch Logs log group. Configure the load balancers to send logs to the log group. Use the
CloudWatch Logs console to search the logs. Create CloudWatch Logs filters on the logs for the required met-rics.

¢ (. Create an Amazon S3 bucket. Configure the load balancers to send logs to the S3 bucket. Use Amazon Athena to search
the logs that are in the S3 bucket. Create Athena queries for the required metrics.
Publish the metrics to Amazon CloudWatch.
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¢ D. Create an Amazon S3 bucket. Configure the load balancers to send logs to the S3 bucket. Use Amazon Athena to search
the logs that are in the S3 bucket. Create Amazon CloudWatch filters on the S3 log files for the re-quired metrics.

Answer: C

Explanation:

Amazon S3 is a service that provides scalable, durable, and secure object storage. You can use Amazon S3 to store and retrieve
any amount of data from anywhere on the web1l AWS Elastic Load Balancing is a service that distributes incoming application or
network traffic across muiltiple targets, such as EC2 instances, containers, or IP addresses. You can use Elastic Load Balancing to
increase the availability and fault tolerance of your applications2 Elastic Load Balancing supports access logging, which captures
detailed information about requests sent to your load balancer. Each log contains information such as the time the request was
received, the client's IP address, latencies, request paths, and server responses. You can use access logs to analyze traffic patterns
and troubleshoot issues3 You can configure your load balancer to store access logs in an Amazon S3 bucket that you specify. You
can also specify the interval for publishing the logs, which can be 5 or 60 minutes. The logs are stored in a hierarchical folder
structure by load balancer name, IP address, year, month, day, and time.

Amazon Athena is a service that allows you to analyze data in Amazon S3 using standard SQL. You can use Athena to run ad-hoc
queries and get results in seconds. Athena is serverless, so there is no infrastructure to manage and you pay only for the queries that
you run.

You can use Athena to search the access logs that are stored in your S3 bucket. You can create a table in Athena that maps to your
S3 bucket and then run SQL queries on the table. You can also use the Athena console or API to view and download the query
results.

You can also use Athena to create queries for the required metrics, such as the number of requests per cipher or protocol. You can
then publish the metrics to Amazon CloudWatch, which is a service that monitors and manages your AWS resources and
applications. You can use CloudWatch to collect and track metrics, create alarms, and automate actions based on the state of your
Tesources.

By using this solution, you can meet the requirements of ensuring that all the load balancer logs are centralized and searchable for
auditing and that metrics are generated to show which ciphers are in use.

NEW QUESTION # 205

A company has a web server in the AWS Cloud. The company will store the content for the web server in an Amazon S3 bucket. A
security engineer must use an Amazon CloudFront distribution to speed up delivery of the content. None of the files can be publicly
accessible fromthe S3 bucket direct.

Which solution will meet these requirements?

e A. Create an origin access identity (OAI). Associate the OAI with the CloudFront distribution. Configure the S3 bucket
permissions so that only the OAI can access the files in the S3 bucket.

¢ B. Create an S3 bucket policy that uses only the CloudFront distribution ID as the principal and the Amazon Resource Name
(ARN) as the target.

e C. Create an S3 role in AWS Identity and Access Management (IAM). Allow only the CloudFront distribution to assume the
role to access the files in the S3 bucket.

¢ D. Configure the permissions on the individual files in the S3 bucket so that only the CloudFront distribution has access to
them

Answer: A

NEW QUESTION # 206

A conpany has an AWS Lambda fimction that creates image thumbnails from larger images. The Lambda function needs read and
write access to an Amazon S3 bucket in the same AWS account.

‘Which solutions will provide the Lambda fimction this access? (Select TWO.)

e A Create an IAM role for the Lambda function. Attach a bucket policy to the S3 bucket to allow access. Specify the
function's IAM role as the princi-pal.

B. Create an [AM user that has only programmatic access. Create a new access key pair. Add environmental variables to the
Lambda function with the ac-cess key ID and secret access key. Modify the Lambda function to use the environmental
variables at run time during communication with Amazon S3.

C. Create an IAM role for the Lambda function. Attach an IAM policy that al-lows access to the S3 bucket.

D. Generate an Amazon EC2 key pair. Store the private key in AWS Secrets Man-ager. Modify the Lambda finction to
retrieve the private key from Secrets Manager and to use the private key during communication with Amazon S3.

E. Create a security group. Attach the security group to the Lambda function. Attach a bucket policy that allows access to the



S3 bucket through the se-curity group ID.

Answer: A,C

NEW QUESTION # 207
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