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Amazon AWS Certified Advanced Networking Specialty Exam Sample
Questions (Q154-Q159):

NEW QUESTION # 154

The networking team at a company has provisioned a new EC2 instance A by choosing the default security group of the default
VPC. The team can ping instance A from other instances in the VPC. These other instances were also created using the default
security group.

The next day, the team launches another instance B by creating a new security group and attaching it to instance B. All other
configuration options for instance B are chosen as default. However, the team is not able to ping instance B from other instances in
the VPC.

As an AWS Certified Networking Specialist, which of the following would you identify as the root cause of the issue?

Response:

e A Instance A is in the default security group. The default rules for the default security group allow inbound traffic from all
sources. Instance B is in a new security group. The default rules for a security group that you create allow no mbound traffic

e B. Instance A is in the default security group. The default rules for the default security group allow no inbound traffic fromall
sources. Instance B is in a new security group. The default rules for a security group that you create allow inbound traffic from
all sources

e C. Instance A is in the default security group. The default rules for the default security group allow no nbound traffic from
network interfaces (and their associated instances) that are assigned to the same security group. Instance B is in a new
security group. The default rules for a security group that you create allow inbound traffic from all sources

e D. Instance A is in the default security group. The default rules for the default security group allow nbound traffic from
network interfaces (and their associated instances) that are assigned to the same security group. Instance B is in a new
security group. The default rules for a security group that you create allow no inbound traffic

Answer: D

NEW QUESTION # 155

You have several VPCs that are peered. Each VPC has several routes to different subnets. Over the years, your company has
acquired many companies. You find that traffic destined for one VPC ends up going to another. What is the best way to remedy
this?

Response:

A. Adjust your routes so the proper VPC has a lower CIDR.
B. Move the route table entry for the proper VPC lower in the list.
C. Adjust your routes so the proper VPC has a higher CIDR.
D. Move the route table entry for the proper VPC higher in the list.

Answer: C

NEW QUESTION # 156
What is the minimum number of connections supported in a Link Aggregation Group (LAG)?
Response:

A0
B. 1
C.2
D.3

Answer: B

NEW QUESTION # 157

A company has a total of 30 VPCs. Three AWS Regions each contain 10 VPCs. The company has attached the VPCs in each
Region to a transit gateway in that Region. The company also has set up inter-Region peering connections between the transit
gateways.

The company wants to use AWS Direct Connect to provide access fromits on-premises location for only four VPCs across the



three Regions. The company has provisioned four Direct Connect connections at two Direct Connect locations.
‘Which combination of steps will meet these requirements MOST cost-effectively? (Select THREE.)

A. Create an association between the Direct Connect gateway and the transit gateways.

B. Create four private VIFs on each Direct Connect connection to the Direct Connect gateway.

C. Create four transit VIFs on each Direct Connect connection. Associate the transit VIFs with the four virtual private
gateways.

D. Create four virtual private gateways. Attach the virtual private gateways to the four VPCs.

E. Create four transit VIFs on each Direct Connect connection. Associate the transit VIFs with the Direct Connect gateway.
F. Create a Direct Connect gateway. Associate the four virtual private gateways with the Direct Connect gateway.

Answer: AJE,F

Explanation:

To connect to multiple VPCs across different Regions using Direct Connect, the best option is to use a Direct Connect gateway and
transit gateways. A Direct Connect gateway allows you to associate multiple virtual private gateways and transit gateways with the
same Direct Connect connection. A transit gateway acts as a network hub that connects muitiple VPCs and on-premises networks.
By creating inter- Region peering connections between the transit gateways, you can enable cross-Region communication. Therefore,
the steps are:

* Create four virtual private gateways and attach them to the four VPCs that need access from the on-premises location.

* Create a Direct Connect gateway and associate it with the four virtual private gateways.

* Create four transit VIFs on each Direct Connect connection and associate them with the Direct Connect gateway. A transit VIF
allows you to connect to a Direct Connect gateway using a private ASN.

* Create an association between the Direct Connect gateway and the transit gateways in each Region. This will enable the on-
prenises location to access the VPCs that are attached to the transit gateways.

NEW QUESTION # 158

A network engineer needs to limit access to the company's Amazon S3 bucket to specific source networks. What should the
network engmeer do to accomplish this?

Response:

¢ A Create an ACL on the S3 bucket, limiting access to the CIDR blocks of the specified networks.

¢ B. Create a security group allowing inbound access to the CIDR blocks of the specified networks and apply the security
group to the S3 bucket.

e C. Create a security group allowing inbound access to the CIDR blocks of'the specified networks, create a S3 VPC
endpoint, and apply the security group to the VPC endpoint.

e D. Create a bucket policy on the S3 bucket, limiting access to the CIDR blocks of'the specified networks using a condition
statement.

Answer: D

NEW QUESTION # 159

Taking TorrentValid AWS Certified Advanced Networking Specialty Exam (ANS-CO01) practice test questions are also important.
These Amazon ANS-CO1 practice exams include questions that are based on a similar pattern as the finals. This makes it easy for
the candidates to understand the AWS Certified Advanced Networking Specialty Exam (ANS-CO01) exam question paper and
manage the time. It is indeed a booster for the people who work hard and do not want to leave any chance of clearing the ANS-
CO01 exam with brilliant scores.
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