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Amazon AWS Certified Advanced Networking Specialty Exam
Sample Questions (Q100-Q105):

NEW QUESTION # 100

You are auditing an AWS infrastructure after you noticed some abnermal charges on the Bl You
use AWS Config to monitor your changes. What else is required to find sut who made the change?
Response:

= A, Usi the eventiD of the change and reference it with your Flaw Logs.

o B. Use the avantld of th ge-end reference it with CloudTrall to find the culprit.

« . Use the eventID of the change and reference it with CloudWatch to find the culpnit,
» I Thire is no information to find this. You will need to sbgn up for Confly Premium,

Answer: B

NEW QUESTION # 101

An e-commisres company is building a hybeid Payment Cird [miu::lr:,' Data Security Standard (PCI-
D55} compliant application that runs i the ws-east-1 Region as well as on-premises. The application
sends access logs from all locations to a singgle 53 bucket in the us-east-1 Region,

To protect this sensitive data, the bucket policy is configured to deny sccess from public [P
addresses.

How would you configurs the petwork to address these requiremans?

Response:

= A, Seb up an AWS Sibe-lo-Site VPN connection to thie company's VPC in us-east:1 and use BGP
o advertise routes for 53
B, Create a public virtual interface to a Direct Connect connection in us-sas!

-1, Leverage an

Set up a VPC

« D Set up a VPN connection to the company®s YPC in us-east-1. Create a WAT gateway and
configure the on-premises systems to leverage an HTTPS proxy in the VPC 0 access Amazon
53

Answer: C

NEW QUESTION # 102

A comparny 15 using Amazon Houte 53 Resolver for its hybrid DNS infrastructure. The company ks
using Route 53 Resolver forwarding rules for authortative domains that are hosted on on-premises
DMS servers. The company achieves hybrid network connectivity by using an AWS Site-to-Sile VBN
connection.

A niw governance policy requires logging for DNS traffic that originates in the AWS Cloud. The
pokicy also requires the company to query DNS traflic to ientily the source 1P address of the
resources that the query originated from, along with the BNS name that was requested.

Which solution will mest these requirements?
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In traditional views, ANS-CO1 practice materials need you to spare a large amount of time on them to accumulate the useful
knowledge may appearing in the real exam. However, our ANS-CO1 learning questions are not doing that way. According to data
from former exam candidates, the passing rate has up to 98 to 100 percent. There are adequate content to help you pass the ANS-
C01 Exam with least time and money.

The ANS-CO1 Certification Exam covers a wide range of topics, including AWS networking concepts, security, connectivity, and
routing, It also includes advanced topics such as hybrid networking, Direct Connect, and VPNs. Candidates who pass the exam
demonstrate their ability to design and deploy complex network solutions on AWS that meet the needs of their organizations.
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interface more intuitive. Our ANS-CO1 Exam Questions will ease your pressure of learning, using less Q&A to convey more
important information, thus giving you the top-notch using experience. With our ANS-CO01 practice engine, you will have the most
relaxed learing period with the best pass percentage.

Amazon ANS-CO1 (AWS Certified Advanced Networking Specialty) Certification Examis designed for individuals who have a
deep understanding of networking concepts and advanced skills in designing and implementing AWS networking solutions. AWS
Certified Advanced Networking Specialty Exam certification validates the knowledge and skills required to design and implement
complex AWS networking architectures and solutions, and is intended for networking professionals who want to demonstrate their
expertise in networking on the AWS platform

Amazon AWS Certified Advanced Networking Specialty Exam Sample
Questions (Q81-Q86):

NEW QUESTION # 81

A security team is performing an audit of a company's AWS deployment. The security team is concerned that two applications might
be accessing resources that should be blocked by network ACLs and security groups.

The applications are deployed across two Amazon Elastic Kubernetes Service (Amazon EKS) clusters that use the Amazon VPC
Container Network Interface (CNI) plugin for Kubernetes. The clusters are in separate subnets within the same VPC and have a
Cluster Autoscaler configured.

The security team needs to determine which POD IP addresses are communicating with which services throughout the VPC. The
security team wants to limit the number of flow logs and wants to examine the traffic from only the two applications.

Which solution will meet these requirerments with the LEAST operational overhead?

e A Create VPC flow logs in a custom format. Set the application subnets as resources. Include the pkt- srcaddr field and the
pkt-dstaddr field in the flow logs.

¢ B. Create VPC flow logs in a custom format. Create a filter to gather flow logs only from the EKS nodes.Include the pkt-
srcaddr field and the pkt-dstaddr field in the flow logs.

e C. Create VPC flow logs in the default format. Create a filter to gather flow logs only from the EK'S nodes.
Include the srcaddr field and the dstaddr field in the flow logs.

¢ D. Create VPC flow logs in a custom format. Set the EK'S nodes as the resource Include the pkt-srcaddr field and the pkt-
dstaddr field in the flow logs.

Answer: B

NEW QUESTION # 82

When using a Link Aggregation Group (LAG) composed of two AWS Direct Connect connections, how many IPv4 Border
Gateway Protocol (BGP) sessions are required per Virtual Interface (VIF)?

Response:

A0
B. 1
C.2
D.3

Answer: D

NEW QUESTION # 83
After setting an AWS Direct Connect, which of the following cannot be done with an AWS Direct Connect Virtual Interface?
Response:

e A. You can change the region of your virtual interface.

¢ B. You can create a hosted virtual interface.

e C. You can exchange traffic between the two ports in the same region connecting to different Virtual Private Gateways
(VGWs) if you have more than one virtual interface.

e D. Youcandelete a virtual interface; if its connection has no other virtual interfaces, you can delete the connection.

Answer: C
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NEW QUESTION # 84

A company has a hybrid IT setup that includes services that run in an on-premises data center and in the AWS Cloud. The company
is using AWS Direct Connect to connect its data center to AWS. The company is using one AWS Site-to-Site VPN connection as
backup and requires a backup connectivity option to always be present. The company is transitioning to IPv6 by implementing dual-
stack architectures.

Which combination of steps will transition the data center's connectivity to AWS in the LEAST amount of time? (Select TWO.)

e A. Send IPv6 traffic between the data center and AWS in a tunnel inside the existing IPv4 tunnels.

e B. Associate a new dual-stack public VIF with the Direct Connect connection. Migrate the Direct Connect traffic to the new
VIF.

e C. Add a new IPv6 peer in the existing VIF. Use the IPv6 address provided by Amazon on the peer router.

e D. Create a new dual-stack Site-to-Site VPN connection between the data center and AWS. Provision routing, Delete the
original Site-to-Site VPN connection

e E. Create a new Site-to-Site VPN tunnel for the [Pv6 traffic.

Answer: B,D

NEW QUESTION # 85

Your organization runs a popular e-commerce application deployed on AWS that uses autoscaling in conjunction with an Elastic
Load balancing (ELB) service with an HTTPS listener.

Your security team reports that an exploitable vulnerability has been discovered in the encryption protocol and cipher that your site
uses.

Which step should you take to fix this problem?

Response:

A. Leverage your current configuration management system to update SSL policy on all web servers.
B. Generate new SSL certificates and use ELB to front-end the encrypted traffic for all web servers.
C. Change the security policy on the ELB to disable vulnerable protocols and ciphers.

D. Generate new SSL certificates for all web servers and replace current certificates.

Answer: C

NEW QUESTION # 86
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