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If you're someone interested in pursuing a career in the field of cybersecurity, one of the certifications that you should consider
getting is the CompTIA PT0-002 (CompTIA PenTest+) Certification Exam. PT0-002 examination is designed to measure your
knowledge and understanding of penetration testing, and whether or not you have the skills necessary to perform them in a safe,
ethical, and effective manner.

CompTIA PenTest+ Certification Sample Questions (Q98-Q103):
NEW QUESTION # 98 
A penetration tester wrote the following script to be used in one engagement:

Which of the following actions will this script perform?

A. Create an encrypted tunnel.
B. Look for open ports.
C. Attempt to flood open ports.
D. Listen for a reverse shell.

Answer: B

Explanation:
The script will perform a port scan on the target IP address, looking for open ports on a list of common ports. A port scan is a
technique that probes a network or a system for open ports, which can reveal potential vulnerabilities or services running on the host.

NEW QUESTION # 99 
You are a penetration tester running port scans on a server.
INSTRUCTIONS
Part 1: Given the output, construct the command that was used to generate this output from the available options.
Part 2: Once the command is appropriately constructed, use the given output to identify the potential attack vectors that should be
investigated further.
If at any time you would like to bring back the initial state of the simulation, please click the Reset All button.
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Answer:

Explanation:
Part 1 - 192.168.2.2 -O -sV --top-ports=100 and SMB vulns
Part 2 - Weak SMB file permissions
https://subscription.packtpub.com/book/networking-and-servers/9781786467454/1/ch01lvl1sec13/fingerprinting-os-and-services-
running-on-a-target-host

NEW QUESTION # 100 
A security engineer identified a new server on the network and wants to scan the host to determine if it is running an approved
version of Linux and a patched version of Apache. Which of the following commands will accomplish this task?

A. nmap -f -sV -p80 192.168.1.20
B. nmap -O -v -p80 192.168.1.20
C. nmap -sS -sL -p80 192.168.1.20
D. nmap -A -T4 -p80 192.168.1.20

Answer: D

Explanation:
This command will scan the host 192.168.1.20 on port 80 using the following options:
* -A: This option enables OS detection, version detection, script scanning, and traceroute. This will help to determine if the host is
running an approved version of Linux and a patched version of Apache, as well as other information about the host and the network
path.
* -T4: This option sets the timing template to aggressive, which speeds up the scan by increasing the number of parallel probes,
reducing the timeouts, and assuming faster responses.
* -p80: This option specifies the port to scan, which is 80 in this case. Port 80 is commonly used for HTTP services, such as
Apache web server.

NEW QUESTION # 101 
Which of the following types of information would MOST likely be included in an application security assessment report addressed
to developers? (Choose two.)

A. Poor input sanitization
B. A cydomatic complexity score of 3
C. Null pointer dereferences
D. Use of non-optimized sort functions
E. Use of deprecated Javadoc tags
F. Non-compliance with code style guide

Answer: A,C

NEW QUESTION # 102 
Which of the following protocols or technologies would provide in-transit confidentiality protection for emailing the final security
assessment report?

A. AS2
B. DNSSEC
C. S/MIME
D. FTPS

Answer: C

Explanation:
Explanation
S/MIME stands for Secure/Multipurpose Internet Mail Extensions and is a standard for encrypting and signing email messages. It
uses public key cryptography to ensure the confidentiality, integrity, and authenticity of email communications. FTPS is a protocol for
transferring files securely over SSL/TLS, but it is not used for emailing. DNSSEC is a protocol for securing DNS records, but it



does not protect email content. AS2 is a protocol for exchanging business documents over HTTP/S, but it is not used for emailing.

NEW QUESTION # 103
......
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