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APMG-International ISO-IEC-27001-Foundation Exam Syllabus Topics:

Topic Details

Topic 1
Information Management (IM): Information management (IM) encompasses the entire lifecycle of
information within an organization—from its collection and storage to its distribution, use, and eventual
archiving or disposal.

Topic 2
Risk Management: Risk management is the systematic process of identifying, evaluating, and implementing
strategies to reduce or control the impact of potential uncertainties on organizational goals.

Topic 3
Self Confidence: Self-confidence is the belief in one’s abilities, competence, and value, reflecting a sense of
assurance and inner strength.

Topic 4
Cybersecurity: Cybersecurity, also known as IT security or computer security, involves safeguarding
computer systems, networks, and data from unauthorized access, theft, damage, or disruption to ensure the
integrity and availability of digital information.
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APMG-International ISO/IEC 27001 (2022) Foundation Exam Sample
Questions (Q20-Q25):
NEW QUESTION # 20 
Which activity is an operational planning and control requirement?

A. Scheduling of second party audits
B. Document information security objectives
C. Perform information security risk assessments at planned intervals
D. Review the consequences of unintended changes

Answer: D

Explanation:
Clause 8.1 (Operational planning and control) requires organizations to:
"Ensure that changes are controlled. The organization shall review the consequences of unintended changes, taking action to mitigate
any adverse effects, as necessary." This requirement ensures that operational processes are planned, controlled, and adjusted where
unexpected changes occur. Risk assessments (B) are covered in Clause 6.1.2 (Planning), not operations. Scheduling second-party
audits (C) is not an ISMS requirement but part of supplier/customer arrangements. Documenting objectives (D) belongs to Clause
6.2 (Planning).
Thus, the required operational planning and control activity is A: Review the consequences of unintended changes.

NEW QUESTION # 21 
Which information is required to be included in the Statement of Applicability?

A. The risk assessment approach of the organization
B. The scope and boundaries of the ISMS
C. The criteria against which risk will be evaluated
D. The justification for including each information security control

Answer: D

Explanation:
Clause 6.1.3 (d) requires that the organization"produce a Statement of Applicability that contains the necessary controls (see Annex
A), and justification for inclusions, whether they are implemented or not, and the justification for exclusions." This is the defining
requirement of the SoA: it documents which Annex A controls are relevant, which are implemented, and the justification for
inclusion/exclusion. While the ISMS scope (A) is documented in Clause 4.3, and risk evaluation criteria (C) are defined in Clause
6.1.2, these do not belong in the SoA. The SoA does not describe the full risk assessment approach (B); that is part of the risk
assessment methodology.
Therefore, the mandatory requirement for the SoA isjustification for including (or excluding) each information security control.

NEW QUESTION # 22 
Identify the missing word(s) in the following control relating to the Policies for information security control.
"Information security policy and topic-specific policies should be defined, approved by management, [ ? ] and acknowledged by
relevant personnel and relevant interested parties, and reviewed at planned intervals and if significant changes occur."

A. published, communicated to
B. established and maintained
C. published
D. communicated to

Answer: A

Explanation:
Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27002:2022 standards:
Annex A.5.1 (Policies for information security) states:
"Information security policy and topic-specific policies should be defined, approved by management, published, communicated to
and acknowledged by relevant personnel and relevant interested parties, and reviewed at planned intervals and if significant changes
occur." This confirms that the missing words are"published, communicated to."The control emphasizes not just defining and



approving policies but ensuring they are actively distributed and communicated so that relevant stakeholders are aware of and
acknowledge them. Options A, B, and D are partial but incomplete.
Thus, the correct answer isC.

NEW QUESTION # 23 
Which item is required to be considered when defining the scope and boundaries of the information security management system?

A. The level of quality to which the ISMS must adhere
B. The lessons learned from the information security experiences of other organizations
C. The dependencies between activities performed by the organization
D. The regular activities necessary to maintain and improve the ISMS

Answer: C

Explanation:
Clause 4.3 (Determining the scope of the ISMS) requires consideration of:
"the external and internal issues referred to in 4.1; the requirements referred to in 4.2; and interfaces and dependencies between
activities performed by the organization, and those that are performed by other organizations." This confirms that dependencies
between activities are a required factor when defining scope. Options B (quality levels), C (lessons learned), and D (regular activities
for improvement) are not scope requirements, though they may be relevant in planning or improvement processes.
Thus, the verified answer is A: Dependencies between activities performed by the organization.

NEW QUESTION # 24 
What activity is done first when preparing for an initial certification audit?

A. Provide evidence that nonconformities from an internal audit have been actioned
B. Provide records to the Certification Body auditor for the Stage 2 audit
C. Provide documents to the Certification Body auditor for the Stage 1 audit
D. Agree the scope of the ISMS with the Certification Body auditor

Answer: D

Explanation:
Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27001:2022 standards and certification guidance:
Before a certification audit can begin, thescope of the ISMSmust be clearly defined and agreed with the Certification Body.
ISO/IEC 27001 Clause 4.3 requires: "The scope shall be available as documented information." Certification Bodies require this
scope statement to plan audit duration, resources, and coverage. Only after the scope is agreed does the Stage 1 audit begin, which
reviews documented information and readiness. Stage
2 focuses on implementation and effectiveness. Evidence of corrective actions (C) is checked at Stage 2 if issues were identified
earlier. Records provision (D) occurs during Stage 2, not first.
Thus, the first step in preparing for certification isA: Agreeing the scope of the ISMS with the Certification Body auditor.

NEW QUESTION # 25
......

With the help of ISO-IEC-27001-Foundation guide questions, you can conduct targeted review on the topics which to be tested
before the exam, and then you no longer have to worry about the problems that you may encounter a question that you are not
familiar with during the exam. With ISO-IEC-27001-Foundation Learning Materials, you will not need to purchase any other review
materials. Please be assured that with the help of ISO-IEC-27001-Foundation learning materials, you will be able to successfully
pass the exam.
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