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NEW QUESTION # 23
‘Which statement describes a purpose of monitoring, measurement, analysis and evaluation according to ISO
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A. To ensure that employees and contractors are competent
B. To evaluate information security performance

C. To monitor the use of information assets

D. To track the use of outsourced processes

Answer: B

Explanation:

Clause 9.1 requires:

"The organization shall evaluate the information security performance and the effectiveness of the information security management
system." This is the central purpose of monitoring, measurement, analysis, and evaluation. Competence (B) is covered under Clause
7.2. Monitoring use of assets (C) and outsourced processes (D) may be done, but they are not the formal purpose described in the
standard. Instead, performance evaluation ensures the ISMS continues to meet intended outcomes and supports continual
improvement.

Thus, the verified purpose is A: To evaluate information security performance.

NEW QUESTION # 24
Which statement describes a requirement of an internal audit programme?

A. Previous audit results are disregarded to ensure objectivity

B. The programme must consider the importance of the target processes
C. The programme must use third party auditors to ensure impartiality
D. All processes must be audited within a 3-year cycle

Answer: B

Explanation:

Clause 9.2.2 of ISO/IEC 27001:2022 specifies requirements for the internal audit programime. It requires organizations to:

"Plan, establish, implement and maintain an audit programme(s) including the frequency, methods, responsibilities, planning
requirenments and reporting, which shall take into consideration the importance of the processes concerned, changes affecting the
organization, and the results of previous audits." This makes optionCcorrect, since importance of the processes is a required factor.
Option A is incorrect because audits do not need third-party auditors; objectivity can be mamntained internally if independence is
respected. Option B is wrong because previous audit results must be considered, not disregarded. Option D is also incorrect - the
standard does not specify a 3-year cycle; frequency depends on risks and needs.

Thus, the correct verified answer isC.

NEW QUESTION # 25
Which action is a required response to an identified residual risk?

A. Tt shall be reviewed by the risk owner to consider acceptance

B. Top management shall delegate its treatment to risk owners

C. The organization shall change practices to avoid the risk occurring

D. By defautt, it shall be controlled by information security awareness and training

Answer: A

Explanation:

Clause 6.1.3 (e) specifies:

"The organization shall obtain risk owners' approval of the information security risk treatment plan and acceptance of the residual
mformation security risks." This confirms that residual risks - those remaining after risk treatment - must be reviewed and formally
accepted by the designated risk owner. Option A is incorrect; awareness training is not a default control for all residual risks. Option
B misrepresents leadership responsibility; top management ensures processes exist, but risk ownersformally approve residual risk.
Option D (avoiding risk) is a treatment option, not the mandated requirement for residual risks.

Thus, the required response isC: Review and acceptance by the risk owner.

NEW QUESTION # 26



When are the information security policies required to be reviewed, according to the Policies for information security control?

A. Annually

B. Every six months

C. At planned intervals and if significant changes occur

D. According to a schedule defined by the Certification Body

Answer: C

Explanation:

Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27002:2022 standards:

Annex A.5.1 (Policies for information security) specifies:

"Information security policy and topic-specific policies should be defined, approved by management, published, communicated to
and acknowledged by relevant personnel and relevant interested parties, and reviewed at planned intervals and if significant changes
occur." This clearly identifies the review frequency requirement: planned intervalsandwhenever there are significant changes. Options
A and B (six-monthly or annually) are not prescribed by ISO - timing is left to the organization. Option C is also wrong, since
Certification Bodies do not dictate policy review schedules.

Therefore, the verified correct answer isD.

NEW QUESTION # 27
What activity is done first when preparing for an initial certification audit?

A. Agree the scope of the ISMS with the Certification Body auditor

B. Provide records to the Certification Body auditor for the Stage 2 audit

C. Provide evidence that nonconformities from an internal audit have been actioned
D. Provide documents to the Certification Body auditor for the Stage 1 audit

Answer: A

Explanation:

Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27001:2022 standards and certification guidance:

Before a certification audit can begin, thescope of the ISMSmust be clearly defined and agreed with the Certification Body.
ISO/IEC 27001 Clause 4.3 requires: "The scope shall be available as documented information." Certification Bodies require this
scope statement to plan audit duration, resources, and coverage. Only after the scope is agreed does the Stage 1 audit begin, which
reviews documented information and readiness. Stage

2 focuses on implementation and effectiveness. Evidence of corrective actions (C) is checked at Stage 2 ifissues were identified
earlier. Records provision (D) occurs during Stage 2, not first.

Thus, the first step in preparing for certification isA: Agreeing the scope of the ISMS with the Certification Body auditor.

NEW QUESTION # 28
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