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Microsoft Identity and Access Administrator Sample Questions (Q329-Q334):
NEW QUESTION # 329 
You have a Microsoft Entra tenant.
You need to implement smart lockout with a lockout threshold of 10 failed sign-ins. What should you configure in the Microsoft
Entra admin center?

A. Password protection
B. Sign-in risk policy
C. Authentication strengths
D. User risk policy

Answer: A

NEW QUESTION # 330 
You have an Azure Active Directory (Azure AD) tenant that contains the objects shown in the following table.
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Which objects can you add as members to Group3?

A. User2, Group1, and Group2 only
B. User1, User2, Group1 and Group2
C. User2 only
D. User2 and Group2 only
E. User1 and User2 only

Answer: C

Explanation:
Reference:
https://bitsizedbytes.wordpress.com/2018/12/10/distribution-security-and-office-365-groups-nesting/

NEW QUESTION # 331 
You have an Azure AD tenant named contoso.com that contains the resources shown in the following table.
You create a user named Admin 1.

You need to ensure that Admin can enable Security defaults for contoso.com.
What should you do first?

A. Configure Identity Governance.
B. Delete CAPolicy1.
C. Assign Admin1 the Authentication administrator role for Au1
D. Delete Package1.

Answer: C

Explanation:
Explanation
To enable Security defaults for contoso.com, you should first sign in to the Azure portal as a security administrator, Conditional
Access administrator, or global administrator. Then, browse to Azure Active Directory > Properties and select Manage security
defaults. Set the Enable security defaults toggle to Yes and select Save.
After that, you can assign Admin1 the Identity Administrator role for Au1 to enable them to manage security defaults for the tenant.
https://practical365.com/what-are-azure-ad-security-defaults-and-should-you-use-them/

NEW QUESTION # 332 
SIMULATION
Use the following login credentials as needed:
To enter your username, place your cursor in the Sign in box and click on the username below.
To enter your password, place your cursor in the Enter password box and click on the password below.
Microsoft 365 Username:admin@XXYyz112233.onmicrosoft.com
Microsoft 365 Password: =1122334455667788
If the Microsoft 365 portal does not load successfully in the browser, press CTRL-K to reload the portal in a new browser tab.
The following information is for technical support purposes only:
Lab Instance: 99999999
You need to deploy multi factor authentication (MFA). The solution must meet the following requirements:
- Require MFA registration only for members of the sg-Finance group.



- Exclude Debra Berger from having to register for MFA.
- Implement the solution without using a Conditional Access policy.
To complete this task, sign in to the appropriate admin center.

Answer:

Explanation:

NEW QUESTION # 333 
You have a Microsoft Entra tenant that contains the users shown in the following table.

You have a user risk policy that has the following settings:
* Assignments:
o Include: Group1
o Exclude: Group2
* Sign-in risk Medium and above
* Access controls:
o Grant access: Require password change
When the users attempt to sign in. user risk levels are detected as shown in the following table.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

Answer:

Explanation:



Explanation:
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