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Fortinet FCP_FMG_AD-7.4 Exam Syllabus Topics:

Topic Details

¢ Policy and Objects: This section deals with how to manage policies and objects, oversee ADOM
Topic 1 revisions, configure workspace mode, and conduct policy imports and installations.
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¢ Advanced Configuration: This domain explains FortiManager's high availability (HA), configures
Topic 2 FortiGuard services and works with the global database ADOM.

¢ Troubleshooting: This section covers how to fimiliarize with FortiManager deployment scenarios and
Topic 3 troubleshoot issues related to imports, installations, device-level, ADOM-level, and system-level concerns.

¢ Device Manager: In this domain, the focus is on how to register devices within ADOMs, implement
Topic 4 configuration changes using scripts, and troubleshoot using the revision history.

¢ Admunistration: This section covers how to understand FortiManager capabilities, perform initial
Topic 5 configurations, and set up administrative domains (ADOMs).
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Fortinet FCP - FortiManager 7.4 Administrator Sample Questions (Q58-
Q63):

NEW QUESTION # 58
Refer to the exhibit.
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An admmnistrator is about to add the FortiGate device to FortiManager using the discovery process.

FortiManager is operating behind a NAT device, and the administrator configured the FortiManager NATed IP address under the
FortiManager system administration settings.

What is the expected result?

ddrass:

¢ A. During discovery, FortiManager sets both the FortiManager NATed IP address and NAT device IP address on
FortiGate.

¢ B. During discovery. FortiManager sets the NATed device IP address on FortiGate.

¢ C. During discovery. FortiManager uses only the FortiGate serial number to establish the connection.

¢ D. During discovery, FortiManager sets the FortiManager NATed IP address on FortiGate.

Answer: D

NEW QUESTION # 59
Refer to the exhibit.
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Youare using the Quick Install option to install configuration changes on the managed FortiGate.
Which two statements correctly describe the result? (Choose two.)

A. Tt provides the option to preview only the policy package changes before installing them.

B. It installs provisioning template changes on the FortiGate device.

C. It installs device-level changes on the FortiGate device without launching the Install Wizard

D. It installs all the changes in the device database first and the administrator must reinstall the changes on the FortiGate
device.

Answer: A,C

Explanation:

* Option B: It provides the option to preview only the policy package changes before installing them. This is correct. The Quick
Install option in FortiManager provides a preview of policy changes before they are applied, allowing administrators to review and
confirm the changes.

* Option D: It installs device-level changes on the FortiGate device without launching the Install Wizard. This is correct. Quick Install
allows for the immediate installation of device-level changes, such as interface or routing configurations, directly onto the FortiGate
without going through the full Install Wizard.

Explanation of Incorrect Options:

* Option A: It installs provisioning template changes on the FortiGate deviceis incorrect because Quick Install does not specifically
deal with provisioning templates.

* Option C: It installs all the changes in the device database first and the administrator must reinstall the changes on the FortiGate
deviceis incorrect because Quick Install directly applies changes to the FortiGate device, not requiring a separate reinstall step.
FortiManager References:

* Refer to "FortiManager Admmnistration Guide" for details on "Quick Install" functionality under

"Device Management."

NEW QUESTION # 60
You are moving managed FortiGate devices from one ADOM to a new ADOM.
Which statement correctly describes the expected result?

A. Policy packages will be imported nto the new ADOM automatically.

B. Any unused objects from a previous ADOM are moved to the new ADOM automatically.
C. The shared device settings will be installed automatically.

D. The shared policy package will not be moved to the new ADOM automatically.

Answer: D
Explanation:

‘When you move a device to a new ADOM, the shared policy packages do not transfer automatically. You would need to manually
configure or assign the necessary policy packages in the new ADOM.

NEW QUESTION # 61



Refer to the exhibit.
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In the event that one of the secondary FortiManager devices fails, which action must be performed to return the FortiManager HA
manual mode to a working state?

A. Reconfigure the primary device to remove the peer IP of the failed device.

B. The FortiManager HA state transition is transparent to administrators and does not require any reconfiguration.

C. Reboot the failed device to remove its TP from the primary device.

D. Manually promote one of the working secondary devices to the primary role, and reboot the old primary device to remove
the peer IP of'the failed device.

Answer: A

NEW QUESTION # 62
Push updates are failing on a FortiGate device that is located behind a NAT device. Which two settings should the administrator
check? (Choose two.)

A. That the external IP address on the NAT device is set to DHCP and configured with the virtual IP
B. That the virtual IP address and correct ports are set on the NAT device

C. That the override server IP address is set on FortiManager and the NAT device

D. That the NAT device IP address and correct ports are configured on FortiManager

Answer: B,D

Explanation:

‘When push updates are failing on a FortiGate device behind a NAT device, the administrator should check:

* A.That the override server IP address is set on FortiManager and the NAT device.

* The override server IP should be configured to ensure that FortiManager uses the correct IP address that can traverse the NAT to
reach the FortiGate device.

* D.That the virtual IP address and correct ports are set on the NAT device.

* The NAT device must have the correct virtual IP (VIP) configured to map the FortiGate's internal IP to an external address, along
with the correct ports needed for communication.



Options B and C are incorrect because:

* Bsuggests setting the external IP on the NAT device to DHCP, which is not relevant to solving the push update issue.

* Cimplies configuring NAT device IP and ports on FortiManager, which is less likely needed compared to configuring the correct
VIP and ports.

FortiManager References:

* Refer to FortiManager 7.4 Administrator Guide: Device Management and NAT Configuration.

NEW QUESTION # 63
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