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CompTIA Advanced Security Practitioner (CASP+) Exam Sample Questions
(Q68-Q73):
NEW QUESTION # 68 
An organization is deploying a new, online digital bank and needs to ensure availability and performance. The cloud-based
architecture is deployed using PaaS and SaaS solutions, and it was designed with the following considerations:
- Protection from DoS attacks against its infrastructure and web applications is in place.
- Highly available and distributed DNS is implemented.
- Static content is cached in the CDN.
- A WAF is deployed inline and is in block mode.
- Multiple public clouds are utilized in an active-passive architecture.
With the above controls in place, the bank is experiencing a slowdown on the unauthenticated payments page. Which of the
following is the MOST likely cause?

A. The public cloud provider is applying QoS to the inbound customer traffic.
B. A DDoS attack is targeted at the CDN.
C. The API gateway endpoints are being directly targeted.
D. The site is experiencing a brute-force credential attack.

Answer: D

NEW QUESTION # 69 
A security engineer needs to ensure production containers are automatically scanned for vulnerabilities before they are accepted into
the production environment. Which of the following should the engineer use to automatically incorporate vulnerability scanning on
every commit?

A. CI/CD pipeline
B. Container orchestrator
C. Integrated development environment
D. Code repository

Answer: A

Explanation:
Step by Step
CI/CD pipeline (Continuous Integration/Continuous Deployment) automates the testing, including vulnerability scanning, for every
code commit before deploying to production.
Code repository stores the code but does not handle scanning.
Integrated development environment (IDE) aids developers in writing and testing code but does not enforce automated scanning.
Container orchestrator manages container deployment but does not directly address pre-production scanning.

NEW QUESTION # 70 
Real-time, safety-critical systems MOST often use serial busses that:

A. have non-deterministic behavior and are not deployed with encryption.
B. have non-deterministic behavior and are deployed with encryption.
C. have deterministic behavior and are not deployed with encryption.
D. have deterministic behavior and are deployed with encryption.

Answer: C

Explanation:
For safety-critical systems, CAN is the most widely used communication protocol and does not have a built-in encryption
mechanism. This prioritizes low latency and deterministic response times over encryption.

NEW QUESTION # 71 
An organization is implementing a new identity and access management architecture with the following objectives:



Supporting MFA against on-premises infrastructure
Improving the user experience by integrating with SaaS applications
Applying risk-based policies based on location
Performing just-in-time provisioning
Which of the following authentication protocols should the organization implement to support these requirements?

A. OTP and 802.1X
B. OAuth and OpenID
C. Kerberos and TACACS
D. SAML and RADIUS

Answer: B

NEW QUESTION # 72 
A financial institution generates a list of newly created accounts and sensitive information on a daily basis. The financial institution then
sends out a file containing thousands of lines of dat a. Which of the following would be the best way to reduce the risk of a malicious
insider making changes to the file that could go undetected?

A. Tune the rules on the host-based IDS for the application server to trigger automated alerts when the application server is
accessed from the internet.
B. Create a script that compares the size of the file on an hourly basis and generates alerts when changes are identified.
C. Write a SIEM rule that generates a critical alert when files are created on the application server.
D. Implement a FIM that automatically generates alerts when the file is accessed by IP addresses that are not associated with
the application.

Answer: D

Explanation:
File Integrity Monitoring (FIM) is a technology that can detect changes in files, often used to safeguard critical data. Implementing a
FIM solution that generates alerts for access by unauthorized IP addresses would ensure that any unauthorized modifications to the
file can be detected and acted upon. This helps in mitigating the risk of insider threats, as it would alert to any changes not made
through the expected application process.

NEW QUESTION # 73
......
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