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An organization is having an application which can start and stop an EC2 instance as per schedule. The organization needs the MAC
address of the instance to be registered with its software. The instance is launched in EC2-CLASSIC.
How can the organization update the MAC registration every time an instance is booted?

A. The organization should provide a MAC address as a part of the user data. Thus, whenever the instance is booted the
script assigns the fixed MAC address to that instance.
B. The instance MAC address never changes.
Thus, it is not required to register the MAC address every time.
C. The organization should write a boot strapping script which will get the MAC address from the instance metadata and use
that script to register with the application.
D. AWS never provides a MAC address to an instance; instead the instance ID is used for identifying the instance for any
software registration.

Answer: C

Explanation:
AWS provides an on demand, scalable infrastructure. AWS EC2 allows the user to launch On- Demand instances. AWS does not
provide a fixed MAC address to the instances launched in EC2-CLASSIC. If the instance is launched as a part of EC2-VPC, it can
have an ENI which can have a fixed MAC. However, with EC2-CLASSIC, every time the instance is started or stopped it will have
a new MAC address. To get this MAC, the organization can run a script on boot which can fetch the instance metadata and get the
MAC address from that instance metadata.
Once the MAC is received, the organization can register that MAC with the software.
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AESDG-chapter-instancedata.html

NEW QUESTION # 49 
You have been asked to monitor traffic flows on your Amazon EC2 instance. You will be performing deep
packet inspection, looking for atypical patterns.
Which tool will enable you to look at this data?

A. Wireshark
B. AWS CLI
C. CloudWatch Logs
D. VPC Flow Logs

Answer: A

Explanation:
Explanation/Reference:
References: https://www.slideshare.net/TeriRadichel/packet-capture-on-aws

NEW QUESTION # 50 
A corporate web application is deployed within an Amazon VPC, and is connected to the corporate data
center via IPSec VPN. The application must authenticate against the on-premise LDAP server. Once
authenticated, logged-in users can only access an S3 keyspace specific to the user.
Which two approaches can satisfy the objectives? Choose 2 answers

A. The application authenticates against LDAP. The application then calls the IAM Security Service to
login to IAM using the LDAP credentials. The application can use the IAM temporary credentials to access
the appropriate S3 bucket.
B. The application authenticates against IAM Security Token Service using the LDAP credentials. The
application uses those temporary AWS security credentials to access the appropriate S3 bucket.
C. The application authenticates against LDAP, and retrieves the name of an IAM role associated with the
user. The application then calls the IAM Security Token Service to assume that IAM Role. The application
can use the temporary credentials to access the appropriate S3 bucket.
D. Develop an identity broker which authenticates against IAM Security Token Service to assume an IAM
Role to get temporary AWS security credentials. The application calls the identity broker to get AWS
temporary security credentials with access to the appropriate S3 bucket.
E. Develop an identity broker which authenticates against LDAP, and then calls IAM Security Token
Service to get IAM federated user credentials. The application calls the identity broker to get IAM



federated user credentials with access to the appropriate S3 bucket.

Answer: C,E

NEW QUESTION # 51 
A Developer is creating an Auto Scaling group whose instances need to publish a custom metric to Amazon CloudWatch.
Which method would be the MOST secure way to authenticate a CloudWatch PUT request?

A. Create an IAM user with PutMetricData permission, and modify the Auto Scaling launch configuration to inject the user
credentials into the instance user data.
B. Create an IAM user with PutMetricData permission and put the user credentials in a private repository; have applications
pull the credentials as needed.
C. Create an IAM role with PutMetricData permission and modify the Auto Scaling launching configuration to launch
instances using that role.
D. Modify the CloudWatch metric policies to allow the PutMetricData permission to instances from the Auto Scaling group.

Answer: C

NEW QUESTION # 52 
Regarding Amazon SNS, you can send notification messages to mobile devices through any of the following supported push
notification services, EXCEPT:

A. Amazon Device Messaging (ADM)
B. Microsoft Windows Mobile Messaging (MWMM)
C. Apple Push Notification Service (APNS)
D. Google Cloud Messaging for Android (GCM)

Answer: B

Explanation:
In Amazon SNS, you have the ability to send notification messages directly to apps on mobile devices.
Notification messages sent to a mobile endpoint can appear in the mobile app as message alerts, badge updates, or even sound
alerts. Microsoft Windows Mobile Messaging (MWMM) doesn't exist and is not supported by Amazon SNS.
Reference: http://docs.aws.amazon.com/sns/latest/dg/SNSMobilePush.html

NEW QUESTION # 53
......
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