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Questions (Q250-Q255):
NEW QUESTION # 250 
A company stores and manages documents in an Amazon Elastic File System (Amazon EFS) file system. The file system is
encrypted with an AWS Key Management Service (AWS KMS) key.
The file system is mounted to an Amazon EC2 instance that runs proprietary software.
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The company has enabled automatic backups for the file system. The automatic backups use the AWS Backup default backup plan.
A solutions architect must ensure that deleted documents can be recovered within an RPO of 100 minutes.
Which solution will meet these requirements?

A. Create a new backup plan. Update the KMS key policy to allow the AWSServiceRoleForBackup IAM role to use the
key. Implement a custom cron expression to run a backup of the file system every 30 minutes.
B. Create a new IAM role. Use the existing backup plan. Update the KMS key policy to allow the new IAM role to use the
key. Enable continuous backups for point-in-time recovery.
C. Create a new IAM role. Create a new backup plan. Use the new IAM role to create backups.
Update the KMS key policy to allow the new IAM role to use the key. Implement an hourly backup schedule for the file
system.
D. Use the existing backup plan. Update the KMS key policy to allow the AWSServiceRoleForBackup IAM role to use the
key. Enable Cross-Region Replication for the file system.

Answer: C

NEW QUESTION # 251 
A company has multiple AWS accounts that are in an organization in AWS Organizations. The company needs to store AWS
account activity and query the data from a central location by using SQL.
Which solution will meet these requirements?

A. Use a delegated administrator account to create an AWS CloudTrail Lake data store. Specify CloudTrail management
events for the data store. Enable the data store for all accounts tn the organization. Query the data in CloudTrail Lake.
B. Use AWS CloudFormation StackSets to deploy AWS CloudTrail Lake data stores in each account. Specify CloudTrail
management events for the data stores. Keep all other settings as default. Query the data in CloudTrail Lake.
C. Create an AWS CloudTrail trail in each account. Specify CloudTrail management events for the trail. Configure CloudTrail
to send the events to Amazon CloudWatch Logs. Configure CloudWatch cross-account observability. Query the data in
CloudWatch Logs Insights.
D. Use a delegated administrator account to create an AWS CloudTrail trail. Specify CloudTrail management events for the
trail. Enable the trail for all accounts in the organization. Keep all other settings as default. Query the CloudTrail data from the
CloudTrail event history page.

Answer: A

NEW QUESTION # 252 
A company's interactive web application uses an Amazon CloudFront distribution to serve images from an Amazon S3 bucket.
Occasionally, third-party tools ingest corrupted images into the S3 bucket. This image corruption causes a poor user experience in
the application later. The company has successfully implemented and tested Python logic to detect corrupt images.
A solutions architect must recommend a solution to integrate the detection logic with minimal latency between the ingestion and
serving.
Which solution will meet these requirements?

A. Use an S3 event notification that invokes an AWS Lambda function.
B. Use an S3 event notification that invokes an AWS Step Functions state machine.
C. Use a Lambda@Edge function that is invoked by a viewer-response event.
D. Use a Lambda@Edge function that is invoked by an origin-response event.

Answer: D

Explanation:
This solution will allow the detection logic to be run as soon as the image is uploaded to the S3 bucket, before it is served to users
via the CloudFront distribution. This way, the detection logic can quickly identify any corrupted images and prevent them from being
served to users, minimizing latency between ingestion and serving.
Reference: AWS Lambda@Edge documentation:
https://docs.aws.amazon.com/lambda/latest/dg/lambda-edge.html You can use Lambda@Edge to run your code in response to
CloudFront events, such as a viewer request, an origin request, a response, or an error.



NEW QUESTION # 253 
A company is running multiple workloads in the AWS Cloud. The company has separate units for software development. The
company uses AWS Organizations and federation with SAML to give permissions to developers to manage resources in their AWS
accounts. The development units each deploy their production workloads into a common production account.
Recently, an incident occurred in the production account in which members of a development unit terminated an EC2 instance that
belonged to a different development unit. A solutions architect must create a solution that prevents a similar incident from happening
in the future. The solution also must allow developers the possibility to manage the instances used for their workloads.
Which strategy will meet these requirements?

A. Create separate OUs in AWS Organizations for each development unit. Assign the created OUs to the company AWS
accounts. Create separate SCPs with a deny action and a StringNotEquals condition for the DevelopmentUnit resource tag
that matches the development unit name. Assign the SCP to the corresponding OU.
B. Pass an attribute for DevelopmentUnit as an AWS Security Token Service (AWS STS) session tag during SAML
federation. Update the IAM policy for the developers' assumed IAM role with a deny action and a StringNotEquals condition
for the DevelopmentUnit resource tag and aws:PrincipalTag/ DevelopmentUnit.
C. Create separate IAM policies for each development unit. For every IAM policy, add an allow action and a StringEquals
condition for the DevelopmentUnit resource tag and the development unit name. During SAML federation, use AWS Security
Token Service (AWS STS) to assign the IAM policy and match the development unit name to the assumed IAM role.
D. Pass an attribute for DevelopmentUnit as an AWS Security Token Service (AWS STS) session tag during SAML
federation. Create an SCP with an allow action and a StringEquals condition for the DevelopmentUnit resource tag and
aws:PrincipalTag/DevelopmentUnit. Assign the SCP to the root OU.

Answer: B

Explanation:
Reference:
Passing session tags in SAML assertions
Using tags for attribute-based access control

NEW QUESTION # 254 
A company is running a web application in the AWS Cloud. The application consists of dynamic content that is created on a set of
Amazon EC2 instances. The EC2 instances run in an Auto Scaling group that is configured as a target group for an Application Load
Balancer (ALB).
The company is using an Amazon CloudFront distribution to distribute the application globally. The CloudFront distribution uses the
ALB as an origin. The company uses Amazon Route 53 for DNS and has created an A record of www.example.com for the
CloudFront distribution.
A solutions architect must configure the application so that itis highly available and fault tolerant.
Which solution meets these requirements?

A. Provision an Auto Scaling group and EC2 instances in a different AWS Region. Create a second target for the new Auto
Scaling group in the ALB. Set up the failover routing algorithm on the ALB.
B. Provision a full, secondary application deployment in a different AWS Region. Update the Route 53 A record to be a
failover record. Add both of the CloudFront distributions as values. Create Route 53 health checks.
C. Provision an ALB, an Auto Scaling group, and EC2 instances in a different AWS Region. Update the CloudFront
distribution, and create a second origin for the new ALB. Create an origin group for the two origins. Configure one origin as
primary and one origin as secondary.
D. Provision a full, secondary application deployment in a different AWS Region. Create a second CloudFront distribution,
and add the new application setup as an origin. Create an AWS Global Accelerator accelerator. Add both of the CloudFront
distributions as endpoints.

Answer: C

Explanation:
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/DownloadDistS3AndCustomOrigins.h
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/high_availability_origin_failover.html You can set up
CloudFront with origin failover for scenarios that require high availability. To get started, you create an origin group with two origins:
a primary and a secondary. If the primary origin is unavailable, or returns specific HTTP response status codes that indicate a failure,
CloudFront automatically switches to the secondary origin.
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