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(Q344-Q349):

NEW QUESTION # 344

You have an ELB on AWS which has a set of web servers behind them There is a requirement that the SSL key used to encrypt
data is always kept secure. Secondly the logs of ELB should only be decrypted by a subset of users. Which of these architectures
meets all of the requirements?

¢ A UseElastic Load Balancing to distribute traffic to a set of web servers. Toprotect the SSL private key.upload the key to
the load balancer and configure the load balancer to offloadthe SSL traffic. Write yourweb server logs to an ephemeral
volume that has been encrypted using a randomlygenerated AES key.
B- UseElastic Load Balancing to distribute traffic to a set of web servers. Use TCPIoad balancing on theload balancer and
configure your web servers to retrieve the private key from aprivate Amazon S3bucket on boot. Write your web server logs
to a private Amazon S3 bucket usingAmazon S3 server-sideencryption.

¢ B. UseElastic Load Balancing to distribute traffic to a set of web servers, configurethe load balancer toperform TCP load
balancing, use an AWS CloudHSM to perform the SSLtransactions, and write yourweb server logs to a private Amazon S3
bucket using Amazon S3 server-sideencryption.

¢ (. UseElastic Load Balancing to distribute traffic to a set of web servers. Configurethe load balancer toperform TCP load
balancing, use an AWS CloudHSM to perform the SSLtransactions, and write yourweb server logs to an ephemeral volume
that has been encrypted using a randomlygenerated AES key.

Answer: C

Explanation:

Explanation

The AWS CloudHSM service helps you meet corporate, contractual and regulatory compliance requirements for data security by
using dedicated Hardware Security Module (HSM) appliances within the AWS cloud. With CloudHSM, you control the encryption
keys and cryptographic operations performed by the HSM.

Option D is wrong with the CloudHSM option because of the ephemeral volume which this is temporary storage For more
information on cloudhsm, please refer to the link:

* https:/aws.amazon.com/cloudhsm/

NEW QUESTION # 345

You are the IT administrator for your company. You have the responsibility of creating development environments which would
confirm to the LAMP development stack. The requirement is that the development team always gets the latest version of the LAMP
stack each time a new nstance is launched. Which of the following is an efficient and effective way to implement this requirement?
Choose 2 answers from the options given below

¢ A Create an AMI with all the artifacts of the LAMP stack and provide an instance to the development team based on the
AML

¢ B. Use the User data section and use a custom script which will be used to download the necessary LAMP stack packages.

e C. Create an EBS Volume with the LAMP stack and attach it to an instance whenever it is required.

¢ D. Create a cloudformation template and use the cloud-init directives to download and the install the LAMP stack packages.

Answer: B,D

Explanation:

Explanation

Using User data and cloud-init directives you can always ensure you download the latest version of the LAMP stack and give it to
the development teams. With AMI's you will always have the same version and will need to create an AMI everytime the version of
the LAMP stack changes.

The AWS Documentation mentions

When you launch an instance in Amazon CC2, you have the option of passing user data to the instance that can be used to perform
common automated configuration tasks and even run scripts after the instance starts. You can pass two types of user data to
Amazon CC2: shell scripts and cloud-init directives. You can also pass this data into the launch wizard as plain text, as a file (this is
useful for launching instances using the command line tools), or as base64-encoded text (for API calls).

For more information on User data please refer to the below link:

* httpz//docs.aws.amazon.comy AWSCC2/latest/UserGuide/user-data.

html



NEW QUESTION # 346
‘Which of the below services can be used to deploy application code content stored in Amazon S3 buckets, GitHub repositories, or
Bitbucket repositories

A. Route53

B. CodeDeploy
C. S3Lifecycles
D. CodeCommit

Answer: B

Explanation:

Explanation

The AWS documentation mentions

AWS CodeDeploy is a deployment service that automates application deployments to Amazon EC2 instances or on-premises
instances in your own facility.

For more information on Code Deploy please refer to the below link:

* httpr//docs.ws.amazon.convcodedeploy/latest/userguide/welcome. html

NEW QUESTION # 347

A defect was discovered in production and a new sprint item has been created for deploying a hotfix.

However, any code change must go through the following steps before going into production:

* Scan the code for security breaches, such as password and access key leaks.

* Run the code through extensive, long running unit tests.

Which source control strategy should a DevOps Engineer use in combination with AWS CodePipeline to complete this process?

¢ A Create a hotfix branch from the master branch. Create a separate source stage for the hotfix branch in the production
pipeline. Trigger the pipeline from the hotfix branch. Use AWS Lambda to do a content scan and use AWS CodeBuild to run
unit tests. Add a manual approval stage that merges the hotfix branch into the master branch.

¢ B. Create a hotfix branch from the master branch. Triger the development pipeline from the hotfix branch.
Use AWS CodeBuild to do a content scan and run unit tests. Add a manual approval stage that merges the hotfix branch into
the master branch.

e C. Create a hotfix branch from the master branch. Triger the development pipeline from the hotfix branch.
Use AWS Lambda to do a content scan and run unit tests. Add a manual approval stage that merges the hotfix branch into
the master branch.

e D. Create a hotfix tag on the last commit of the master branch. Trigger the development pipeline from the hotfix tag, Use
AWS CodeDeploy with Amazon ECS to do a content scan and run unit tests. Add a manual approval stage that merges the
hotfix tag mto the master branch.

Answer: D

NEW QUESTION # 348
What is a circular dependency in AWS CloudFormation?

A. When Nested Stacks depend on each other.

B. When a Tenplate references an earlier version of itself.

C. When a Tenmplate references a region, which references the original Template.
D. When Resources form a DependOn loop.

Answer: D

Explanation:

To resolve a dependency error, add a DependsOn attribute to resources that depend on other resources in your template. In some
cases, you nust explicitly declare dependencies so that AWS CloudFormation can create or delete resources in the correct order.
For example, if you create an Elastic IP and a VPC with an Internet gateway in the same stack, the Elastic IP must depend on the
Internet gateway attachment. For additional information, see DependsOn Attribute.

httpz//docs.aws.amazon.comy AWSCloudFormation/latest/UserGuide/troubleshooting htmi#trouble shootin g-errors-dependence-
error
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