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Microsoft Designing Microsoft Azure Infrastructure Solutions Sample
Questions (Q415-Q420):

NEW QUESTION # 415

You have an Azure subscription. The subscription contains an Azure SQL managed instance that stores employee details, including
social security numbers and phone numbers.

You need to configure the managed instance to meet the following requirements:

* The helpdesk team must see only the last four digits of an employee's phone nurmber.

* Cloud administrators must be prevented from seeing the employee's social security numbers.

‘What should you enable tor each column in the managed instance? To answer select the appropriate options in the answer area.
NOTE; Each correct selection is worth one point
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NEW QUESTION # 416

You need to ensure that users managing the production environment are registered for Azure MFA and must authenticate by using
Azure MFA when they sign in to the Azure portal. The solution must meet the authentication and authorization requirements.

‘What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

To register the users for Azure MFA, use: -
Azure AD Identity Protection

Security defaults in Azure AD

Per-user MFA in the MFA management Ul

To enforce Azure MFA authentication, configure: -
Grant control in capolicy1
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igh-in, rEkpuhdy in Azure AD Identity Protection for the Litware.com tenant
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Answer:
Explanation:

To register the users for Azure MFA, use: v

Security defauns in Azure AD
Per-user MFA in the MFA management Ul

To enforce Azure MFA authentication, configure: v

\| Grant control in capolicy1

| _§es§|_qn r Bey)
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Explanation
Graphical user nterface, text, application Description automatically generated
To register the users for Azure MFA, use: v
Azure AD Identity Protection
Security defaults in Azure AD
Per-user MFA in the MFA management Ul

To enforce Azure MFA authentication, configure: v

Grant control in capolicy1

. g i dentrol in capolicy
4 ﬁ po!icy in Azure AD Identity Protection for the Litware.com tenant

Box 1: Azure AD Identity Protection

Azure AD Identity Protection helps you manage the roll-out of Azure AD Mullti-Factor Authentication (MF A) registration by
configuring a Conditional Access policy to require MFA registration no matter what modern authentication app you are signing in to.
Scenario: Users that manage the production environment by using the Azure portal must connect from a hybrid Azre AD-joined
device and authenticate by using Azure Multi-Factor Authentication (MFA).

Box 2: Sign-in risk policy...



Scenario: The Litware.com tenant has a conditional access policy named capolicyl. Capolicyl requires that when users manage the
Azure subscription for a production environment by using the Azure portal, they must connect froma hybrid Azure AD-joined
device.

Identity Protection policies we have two risk policies that we can enable in our directory.

* Sign-in risk policy

* User risk policy

Reference:

httpsz/docs.microsoft.com/en-us/azure/active-directory/identity- protection/howto-identity-protection-configure-m
httpsy/docs.microsoft.conven-us/azure/active-directory/identity- protection/howto-identity- protection-configure-r

NEW QUESTION # 417

You have an Azure subscription that contains a virtual network named VNET1 and 10 virtual machines. The virtual machines are
connected to VNETT.

Youneed to design a solution to manage the virtual machines from the internet. The solution must meet the following requirements:
* Incoming connections to the virtual machines must be authenticated by using Azure Multi-Factor Authentication (MFA) before
network connectivity is allowed.

* Incoming connections nmust use TLS and connect to TCP port 443.

* The solution must support RDP and SSH.

‘What should you Include In the solution? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

To provide access to virtual machines on VNET1, use:

To enforce Azure MFA, use:

An Azure Identity GgVegnante access package |
A ConditionakACesss'policy that has the Cloud apps assignment set to Azure Windows VM Sign-in
A Conditinal.Access policy that has the Cloud apps assignment set to Microsoft Azure Management

Answer:

Answer Area

To provide access to virtual machines on VNET1, use:
Azure Bastion y
Just-in-time« JTH VM access

Rureiven Mﬂtaﬂbn‘ﬁrmall (WAEF) in Azure Front Door

To enforce Azure MFA, use:;

=]

that has the Cloud apps assignment set to Azure Windows VM Sign-In
that has the Cloud apps assignment set to Microsoft Azure Management

Explanation

To provide access to virtual machines on VNETY, use: | Just-in-time (T vM accety | ) | ¥

Ta enforce Azure MFA use:  An Azure identity GBvEghatick dceess package
Microsoft

NEW QUESTION # 418
Your company has the divisions shown in the following table.

_.E N

Division Azure subscription | Azure Activ Directory (Azure AD) tenant
East Sub1, Sub2 Easl contoso.com
West Sub3, Sub4 Weslt.contoso.com

You plan to deploy a custom application to each subscription. The application will contain the following;
A resource group
An Azure web app



Customrole assignments

An Azure Cosmos DB account

You need to use Azure Blueprints to deploy the application to each subscription.

‘What is the minimum number of objects required to deploy the application? To answer, select the appropriate options in the answer
area.

NOTE: Each correct selection is worth one point.

Management groups: -
1
2
3
4
Blueprint definitions: o~ " w
1
2
3 Microsdft
4
Blueprint assignments: -
1
2
3
4
Answer:
Explanation:

Management groups:

Blueprint definitions:

Microsaf

Blueprint assignments:

NEW QUESTION # 419

You are evaluating the components of the migration to Azure that require you to provision an Azure Storage account.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.



You must provision an Azure Storage account for the
SQL Server database migration,

You must provision an Azure Storage accountfor the
Web site content storage,

You must provision an Azure Storage account for the
Database metric monitoring.

Statements Yes No
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Answer:

Explanation:
Statements Yes

You must provision an Azure Storage account for the
SQL Server database migration.

You must provision an Azure Storage account for the

Web site content storage,

You must provision an Azure Storage account for the | g

Database metric monitoring.

NEW QUESTION # 420
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