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Through the good reputation of word of mouth, more and more people choose to use AZ-500 study torrent to prepare for the AZ-
500 exam, which makes us very gratified. One of the reason for this popularity is our study material are accompanied by high quality
and efficient services so that they can solve all your problens. We guarantee that after purchasing our AZ-500 Test Prep, we will
deliver the product to you as soon as possible about 5-10 minutes. So you don’t need to wait for a long time or worry about the
delivery time has any delay.

As a market leader, our company is able to attract quality staff; it actively seeks out those who are energetic, persistent, and
professional to various AZ-500 certificate and good communicator. Over 50% of the account executives and directors have been
with the Group for more than ten years. The successful selection, development and AZ-500 training of personnel are critical to our
company's ability to provide a high standard of service to our customers and to respond their needs. That's the reason why we can
produce the best AZ-500 exam prep and can get so much praise in the international market..
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Our Microsoft Azure Security Technologies exam questions are totally revised and updated according to the changes in the syllabus
and the latest developments in theory and practice. And the study materials are based on the past years of the exam really and
industry trends through rigorous analysis and summary. We carefully prepare the AZ-500 test guide for the purpose of providing
high-quality products. All the revision and updating of products can graduate the accurate mformation about the AZ-500 Guide
Torrent you will get, let the large majority of student be easy to master and simplify the content of important information. Our
product AZ-500 test guide delivers more important information with fewer questions and answers, in order to easy and efficient

learning.
Microsoft Azure Security Technologies Sample Questions (Q147-Q152):
NEW QUESTION # 147

You have Azure virtual machines that have Update Management enabled. The virtual machines are configured as shown in the
following table.

Name | Operating system | Region | Resource group
| VM1 | Windows Server 2012 | EastUs | RG1
| VM2 | Windows Server 2012R2 | West US | RG1
| VM3 w|ndows Server 2016 West US RGz
VM4 | Ubuntu Server 18 04LTS | WestUS |RG2
| VM5 Red Hat Enterprise Linux 7.4 _T:as.gy_s__ FOLS j RG1
VM6 | CentOS75 PEast US RG1

You schedule two update deployments named Updatel and Update2. Updatel updates VM3. Update2 updates VM6.

‘Which additional virtual machines can be updated by using Update1 and Update2? To answer, select the appropriate options in the
answer area.

NOTE: Each correct selection is worth one point.
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Updatetosoft | v

VM2 only

VM4 only
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VM1, VM2, VM4, VM5 and VM6

Update2: v

VM3 only
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Updatel: VM1 and VM2 only

VM3: Windows Server 2016 West US RG2

Update2: VM4 and VMS only

VMB6: CentOS 7.5 East US RG1

For Linux, the machine must have access to an update repository. The update repository can be private or public.
References:

httpsz/docs.microsoft.com/en-us/azure/automation/automation-update-management

NEW QUESTION # 148
You have an Azure subscription that contains the resources shown in the following table.
Name Type .ﬂ ﬁﬂaqhm NSG
Network securify gro -1 UJOUTL :

NSG1 (NSG) VM5 Not applicable
NSG2 oon G LU ATE FSunnett Not applicable
Subnet1 Subnet Not applicable Not applicable
VM5 Virtual machine Subnet1 NSG1

AnIP address 0f 10.1.0.4 is assigned to VMS5. VM5 does not have a public IP address.
VM has just in time (JIT) VM access configured as shown in the following exhibit.

JIT VM access configuration X

VS

{ add [E] save X Discara l_‘f [XQJ] j': l’ﬁ'S@'f

Configure the ports for which thejustin-time VWM access will be applicable

Port Protecel Allowed source IPs IP range Time range (hours)

EEL L] Any Per request MN/A 3 hours

You enable JIT VM access for VM5.
NSGl has the mbound rules shown in the following exhibit.



Name Port Protocol Source Destination

A SecurityCenter-JITRule-... 3389 Any Any 10.1.0.4

SecurityCenter-JITRule_341... 3389 Afy Any 10.1.04

RDP 3389 TP Any Any

AllowVnetinBound Any Any VirtualNetwork VirtualNetwork

Allow, : Balancerln... AzurelLoadBalancer Any

DenyNIEr.ld M i C_r Q S Ofthny Any Any

For each of'the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements

Deleting the security rule that has a priority of 100 will revoke the approved JIT
access request.

Remote Desktop access to VM5 is blocked. (&)
-
An Azure Bastion host will enable Reﬂ DeM icefsé\gn("jﬂhe infernet. O
Answer:
Explanation:

M I C lsmemens £

Deleting the security rule that has a priority of 100 will revoke the approved JIT
access request.

Remote Desktop access to VM5 is blocked.

An Azure Bastion host will enable Remote Desktop access to VM5 from the internet.

NEW QUESTION # 149
Youneed to meet the technical requirements for VNetwork.
What should you do first?

A. Configure DDoS protection for VNetwork 1.

B. Create a new subnet on VNetwork.

C. Remove the NSGs from Subnet1 1 and Subnet]3.
D. Associate an NSG to Subnet]2.

Answer: B

Explanation:

From scenario: Deploy Azure Firewall to VNetwork1 in Sub2.

Azure firewall needs a dedicated subnet named AzureFirewallSubnet.

References:

httpsv/docs.microsoft.conven-us/azure/firewall/tutorial- firewall- deploy-portal

Topic 2, Litware, inc

This is a case study. Case studies are not timed separately. You can use as much exam time as you would like to complete each
case. However, there may be additional case studies and sections on this exam. You must manage your time to ensure that you are
able to complete all questions included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is provided in the case study. Case



studies might contain exhibits and other resources that provide more information about the scenario that is described in the case
study. Each question is independent of the other question on this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your answers and to make changes
before you move to the next sections of the exam. After you begin a new section, you cannot return to this section.

To start the case study

To display the first question on this case study, click the Next button. Use the buttons in the left pane to explore the content of the
case study before you answer the questions. Clicking these buttons displays information such as business requirerments, existing
environment, and problem statements. If the case study has an All Information tab, note that the information displayed is identical to
the information displayed on the subsequent tabs. When you are ready to answer a question, click the Question button to return to
the question.

Overview

Litware, Inc. is a digital media company that has 500 employees in the Chicago area and 20 employees in the San Francisco area.
Existing Environment

Litware has an Azure subscription named Sub1 that has a subscription ID of

43894a43-17c2-4a39-8cfc-3540c2653efd.

Subl is associated to an Azure Active Directory (Azure AD) tenant named litwareinc.com. The tenant contains the user objects and
the device objects of all the Litware employees and their devices. Each user is assigned an Azire AD Premium P2 license. Azure
AD Privileged Identity Management (PIM) is activated.

The tenant contains the groups shown in the following table.

Name Type Description

A group that has the Dynamic User membership type,
contains all the-San Francisco users, and provides
access to many Azure AD applications and Azure
resources.

; A aroup that hasihe Dynamic User membership type and
S i Security gragy cc%tg?ns the-Chicago IT team

The Azure subscription contains the objects shown in the following table.

Group1 Security group

Name Type Description
/Net1 Is.a virtual netwark that contains
VNet1 Vittiial reci security-sensitive IT resources. VNet1

contains three subnets named Subnet0,
Subnet1, and AzureFirewallSubnet.

VMO is an Azure virtual machine that runs
Windows Server 2016, connects to

L vEalmeching Subnet0, and has just in time (JIT) VM
access configured.
VM1 is an Azure Vvirtual machine that runs
VM1 Virtual machine Windows Server 2016 and connects to
SubentO.
SQLDB1 is an Azure SQL database on a
SQLDB1 g;':arg :SC;L SQL Database server named
LitwareSQLServer1.
WebApp1 is an Azure web app thatis
WebApp1 Web app accessible by using https://litwareinc.com

and http://www.litwareinc.com.

Resource Group1 is a resource group that
contains VNet1, VMO, and VM1.
Resource Group2 is a resource group that
contains shared IT resources.

Resource Group1 | Resource group

Resource Group2 | Resource group

Azrre Security Center is set to the Free tier.
Planned changes
Litware plans to deploy the Azure resources shown in the following table.



Name Type Description
Firewall1 Azure Firewall An Azure firewall on VNet1.
A foute table that will contain a route
RT1 Route table pointing to Firewall1 as the default
gateway and will be assigned to Subnet0.

n a1 ° | Azure Kubernetes Service
AKS1 MitiEgss O 1A A managed AKS cluster

Litware identifies the following identity and access requirements:

All San Francisco users and their devices must be members of Groupl.

The members of Group2 must be assigned the Contributor role to Resource Group2 by using a permanent eligible assignment.
Users must be prevented from registering applications in Azure AD and from consenting to applications that access company
mformation on the users' behalf

Platform Protection Requirements

Litware identifies the following platform protection requirements:

Microsoft Antimalware must be installed on the virtual machines in Resource Groupl.

The members of Group2 must be assigned the Azure Kubernetes Service Cluster Admin Role.

Azrre AD users must be to authenticate to AKS1 by using their Azure AD credentials.

Following the implementation of the planned changes, the IT team must be able to connect to VMO by using JIT VM access.
A new custom RBAC role named Rolel must be used to delegate the admmistration of the managed disks in Resource Group1.
Rolel must be available only for Resource Groupl.

Security Operations Requirements

Litware must be able to customize the operating system security configurations in Azure Security Center.

NEW QUESTION # 150

You have an Azure Storage account named storagel and an Azure virtual machine named VM1. VMI has a premium SSD
managed disk.

You need to enable Azure Disk Encryption for VM1.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer

area and arrange then in the correct order.
Actions Answer Area

Run the Set-AzVMDiskEncryptionExtension cmdlet.

Set the Key Vault access policy to Enable access to Azure
Virtual Machines for deployment.

Set the Key Vault access policy to Enable access to Azure
Disk Encryption for volume encryption.

Generate a key vault certificate.

Create an Azure key vault.

Configure storage1 to use a customer-managed key.

Answer:

Explanation:



Actions

Run the Set*AzWDiSkEnc:M'@'ﬂoswfll

Answer Area

I
; Create an Azure key vault,
|

Set the Key Vault access policy to Enable access to Azure
Virtual Machines for deployment.

ISet the Key Vault access policy to Enable access to Azure
'Pisk Encryption for volume encryption.

Generate a key vault certificate.

Create an Azure key vault.

Configure storage1 to use a customer-managed key.

Explanation:

I|Set the Key Vault access policy to Enable access to Azure
I|Disk Encryption for volume encryption.

|

Run the Set-AzVMDiskEncryptionExtension cmdlet.

Graphical user nterface, text, application Description automatically generated

Create an Azure key vault.

Set the Key Vault access policy to Enable access to Azure
Disk Encryption for volume encryption.

Run the Set-AzVMDiﬁkErR:/fypt ionExtension cmdlet.
= ICFOSO

Reference:

httpsz/docs.microsoft.con/en-us/azure/virtual- machines/windows/disk-encryption- key-vault

NEW QUESTION # 151
You have a Microsoft Entra tenant named contoso.com.

You collaborate with a partner organization that has a Microsoft Entra tenant named fabrikam com. Fabrikam

com has multi-factor authentication (MFA) enabled for all users.

Contoso.com has the Cross-tenant access settings configured as shown in the Cross-tenant access settings exhibit. (Click the Cross-

tenant access settings:



Inbound access settings

£ Edit inbound defaults

Type Applies to
B2B collaboration External users and groups
B2B collaboration Applications
B2B direct connect External users and groups
B2B direct connect Applications
Trust settings N/A

Outbound access settings

i Edit outbound defaults

Type Applies to

B2B collaboration Users and groups
B2B collaboration External applications
B2B direct connect Users and groups

. r
S eI C rosoft

Status

All allowed

All allowed

All blocked

All blocked

Disabled

Status

All allowed

All allowed

All blocked

All blocked

Contoso.com has the External collaboration settings configured as shown in the External collaboration settings exhibit. (Click the

External collaboration settings tab.)

Guest user access . M i C ro SOft

Guest user access restrictions ()

Learn mare

O Guest users have the same access as members (most.inclusive)

O Guest users have limited access to properties and memberships of directory objects

(9 Guest user access is restricted to properties and memberships of their own directory objects (most restrictive)

You create a Conditional Access policy that has the following settings:
* Name: CAPolicyl

* Assignments

0 Guest or external users: B2B collaboration guest users

o Target resources

# Include: All cloud apps o Access controls

# Grant access

# Require device to be marked as compliant

# Require muilti-factor authentication

# Enable policy: On

For each of the following statements, select Yes if the statement is true, otherwise select No.
NOTE: Each correct section is worth one point.




Answer Area

Explanation:

Answer Area

Statements

Users with devices that have a compliant device claim fromfabgikam.com will be granted
access to the cloud apps in contoso.com

To minimize the number.of MFA authentication prompts for the users in fabrikam.com, you
must conf\gure the Jrust sett mgs

Us !f; -ﬁ [dl."'h;e lﬂf![‘ham plwant device claim from fabrikam.com can review the
Hr ol Mesho e wdehsdn kobtoso.com

Statements

Users with devices that have a compliant device clamgYgom fabrikam.com will be granted
access to the cloud apps in contoso.com

To minimize the number of MFA authenticatiih prompts for the users in fabrikam.com, you
must configure the Trust settings

Users \.ﬁm? khqvt-ﬂ -E t device claim from fabrikam.com can review the
3 raper :t thr @: s

Explanation:
Answer Area -
‘ oV = & o
‘ CIraisg) |
Statements Vil Galsil L Yes No
Users with devices that have a compliant device claim frgiiefabfikare8m will be granted ®
access to the cloud apps in contoso.com
To minimize the number of MFA authbénlicatién prompts for the users in fabrikam.com, you ®
must configure the Jiysgsetlingss
Users with devices tRat have a compliant device claim from fabrnkam.com can review the ®
user properties of the users in contoso.com
NEW QUESTION # 152
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so our AZ-500 free questions are perfect for your reference.

Sometime low-price site sell old version but we sell new updated version, Writing as Kode Vicious KV) George V, If youneed to
purchase AZ-500 Training Materials online, you may pay much attention to the money safety.
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