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forums, attend training events, and seek guidance from experienced professionals. Passing the AZ-500 exam requires dedication and
hard work, but the rewards are well worth it for those who want to advance their career in cloud security.

Microsoft AZ-500 Certification Exam is a valuable credential for IT professionals who work with Azure security. Microsoft Azure
Security Technologies certification demonstrates a strong understanding of Azure security concepts and an ability to implement
effective security measures in Azure environments. With the increasing importance of cloud security, this certification is becoming
more and more valuable in the IT industry.

Microsoft Azure Security Technologies Sample Questions (Q231-Q236):

NEW QUESTION # 231
You have an Azure subscription named Sub 1 that is associated to an Azure Active Directory (Azure AD) tenant named
contoso.com. The tenant contains the users shown in the following table.

Mame Raole
User Global Bdrminstratoe
User2 SOCI.Il'lT)' f e BTy
Lserd SECUNTY rEsder
Userd Lhoendd Ak inestrator

Each user is assigned an Azure AD Premium ?2 license.

You plan lo onboard and configure Azire AD identity Protection.

Which users can onboard Azure AD Identity Protection, remediate users, and configure policies? To answer, select the appropriate
options in the answer area.

NOTE: Each correct selection is worth one point

Users who can onboard Azure AD Identity Prateetion: |usert only

Userl and User2 only

Userl, User 2. and User3 only

Userl, User 2 User3, and User 4 anly

Users who can remegliate users and configure policies: Juserl and UserZ only
Userl and User3 only

&
M i C ro S Oft Usert, User 2. and User3 only
Userl, User 2 Userd. and User 4

Explanation:
Answer Area

Users who can onboard Azure AD Identity Protection:Usert only

Tusert and User2 only

Userl, User 2 and User3 only

User1, User 2, User3, and User 4 only

Users who canlif8fibdiate users ang configure policies::_ Usegl and User2 only |
ﬁ

Microsgitr=a.

er 2, and User3 only
Userl, User 2. User3, and User 4

Explanation


https://www.pass4test.com/AZ-500-exam-questions.html

Users who can onboard Azure AD Identity Protection: | v
User1 only

Userl and only
U 1 7 , and User3 only

1,User2, User3, and User4 only

Users who can remediate users &vﬁ&%haes =
User1 and User2 only ;

ﬁ User1 and User3 only

Microsoft [Usert, User2, and User3 only

User1, User2, User3, and User4

NEW QUESTION # 232

You have an Azure subscription that contains the alerts shown in the following exhibit.
All Alerts A

+ New aleit rule 22 Edit columns ‘ Manage alert rules 0 View classic alerts U Refresh v

Don't see 2 subscription? Open Directory + Subscription settings

mn [i] Resource group @ Iyt @ SouiEt @ Time range @
m ; : il ched ¥ | | Tpetostort fillering . v Past hour hd
Aor ¢ Severty @ Alert state @ Smart group id &
v 2 salected Sevd v 3 selected W Smart group id

All Alerts  Alerts By Smart Group (Preview)

Search by mame (case-insensitive
NAME SEVERITY MONITOR C... ALERT STATE AFFECT ... MONITOR SERV.... SIGMAL TYPE FIRED TIME LI

Alertt | seva i Fired New Activitylog Ad--  Log 6/6/2019, 11:23:53 .. Azure ...
Alertt | seva A Fired Acknowledged Activitylog Ad-  Log 6/6/2019, 11:23:52 ... AZure ...
Alert2 I seva i Fired Acknowledged Activitylog Ad-  Log 6/6/2019, 11:23:25.. Azure ..
Alert2 | seva A Fired Closed Activitylog Ad--  Log 6/6/2019,11:23:24 .. Azure ..

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the
graphic.
NOTE: Each correct selection is worth one point.

The state of Alert1 that was fired at 11:23:52 v

cannot be changed

can be changed to Closed only
can be changed to New only

¢an be changed to New or Closed

The state of Alert2 that was fired at 11:23:24

cannot be changee

can be change

can be changed 16

can be changed to New or Acknowledged

Answer:



Explanation:

The state of Alert1 that was fired at 11:23:52

v

cannot be changed

can be changed-o Closed only

can bexchanged to New only
¢an be changed to New or Closed

The state of Alert2 that was fired at. 1123724

cannot be changed
can be changed to Acknowledged only

be ehange

Reference:

https://docs.microsoft.conven-us/azure/azure-monitor/platfornyalerts-overview

NEW QUESTION # 233

You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.

Name Member of

Multi-factor authentication (MFA) status

User1 Group1, Group2 | Enabled

User2 Group1 Disabled

User3 Group1 Disabled

Microsoft

You create and enforce an Azire AD Identity Protection sign-in risk policy that has the following settings:

Assigniments: Include Group1, exclude Group2
Conditions: Sign-in risk level: Medium and above
Access Allow access, Require multi-factor authentication

Youneed to identify what occurs when the users sign in to Azure AD.
What should you identify for each user? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

When User1 signs in from an anonymous IP address,
the user will:

When User2 signs in from an unfamiliar location,
the user will:

When User3 signs in froni an infected device,
the user will:

v

Be blocked
Be prompted for MFA
Sign in by using a username and password only

v

Be blocked
Be prompted for MFA
Sign in by using a username and password only

v

Be blocked
jBeprompted for MPA
Signvin byusing-a‘username and password only

Answer:

Explanation:




When User1 signs in from an anonymous IP address, i v
the user will:
Be blocked
Be prompted for MFAI
|Signin by using.a useinarme and password only
When User2 signs in from an unfamiliar location, AN ’ v
the user will: 5% blocked
Be prompted for MFA
Sign in by using a username and password only
When User3 signs in fromyan infected device, ._ M I cro QH‘
the user will: Be blocked] —
Be prompted for MFA
Sign in by using a username and password only
Reference:

http7//www.rebeladmin.comy2018/09/step-step- guide-configure-risk-based-azure-conditional-access-policies/
httpsv/docs.microsoft.conven-us/azure/active-directory/identity-protection/concept-identity-protection-policies
https7/docs.microsoft.conven-us/azure/active-directory/identity-protection/concept-identity-protection-risks

NEW QUESTION # 234

Youneed to ensure that the Azure AD application registration and consent configurations meet the identity and access requirements.
‘What should you use in the Azure portal? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

To configure the registration settings: WI | Cross( )t v
Azure AD - User settings

Azure AD - App registrations settings
Enterprise Applications — User settings

To configure the consent settings: v

Azure AD — User settings
Azure AD — App registrations settings
Enterprise Applications — User settings

Answer:

Explanation:
Lomponents Answer Area

______________ I Enable alert notifications from Security Center; | A data connector for Security Center

b = = = = - — = — — — = Create an incident: |A [ule

P = i nitiatg@sdiphtacontigure the fitewall rule: | A Playbook

= R, T

A Security Events connector

e M@"ﬁfﬁ'@ft

Explanation



To configure the registration settings: [T
Azure AD — User settings

Azure AD — App registrations settings
[Enterprise Applications — User settings

To configure the consent settings: v
Azure AD — User settings

Azure AD — App registrations settings
lEntérprise Applications — User settings

Reference:
httpsz/docs.microsoft.com/en-us/azure/active-directory/manage-apps/configure-user-consent

NEW QUESTION # 235

You have an Azure subscription that contains a virtual network named VNet1 VNetl contains a single subnet. The subscription
contains a virtual machine named VM1 that is connected to VNetl.

You plan to deploy an Azure SQL managed instance named SQLI.

You need to ensure that VM1 can access SQLI.

Which three components should you create? Each correct answer presents pan of the solution.

NOTE: Each correct selection is worth one point.

A. anetwork security perimeter

B. a network security group (NSG)
C. a subnet

D. a virtual network gateway

E. aroute table

Answer: B,C.E

NEW QUESTION # 236
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