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Topic 1
Deployment and management: This domain includes provisioning and deploying FortiSwitch in supported
topologies, including multi-tenancy environments. It emphasizes proper setup, scalability, and centralized
management.

Topic 2
FortiSwitch concepts: This domain covers core FortiSwitch features including VLAN configuration, QoS,
LLDP-MED, stacking, switching and routing, STP for loop prevention, and port and transceiver
configuration. It focuses on essential switching operations and network integration.

Topic 3
Layer 2 control and security: This section focuses on Layer 2 security features such as port security,
filtering, antispoofing, ACLs, security profiles, and VLAN security mechanisms to protect switched
networks.

Topic 4
Monitoring and troubleshooting: This domain covers packet capture methods, FortiLink troubleshooting,
and diagnostic tools used to monitor traffic and resolve network issues.

Fortinet NSE 5 - FortiSwitch 7.6 Administrator Sample Questions (Q15-
Q20):
NEW QUESTION # 15 
(Full question statement start from here)
How does FortiSwitch determine the route for traffic traversing its interfaces? (Choose one answer)

A. FortiSwitch forwards all traffic to FortiGate for routing decisions.
B. Hardware-based routing on FortiSwitch is handled by the CPU.
C. ASIC hardware routing can handle only dynamic routing, if supported.
D. FortiSwitch looks up the hardware routing table and then the forwarding information base (FIB).

Answer: D

Explanation:
FortiSwitch determines how traffic is routed by leveraging atwo-tier routing lookup mechanismthat prioritizes hardware-based
forwarding before software-based processing. According to theFortiSwitchOS 7.6 Administrator Guide, FortiSwitch first checks
thehardware routing table, which is populated with a subset of routes installed from the Forwarding Information Base (FIB) and
programmed directly into the switch ASIC.
The hardware routing table contains routes that are eligible for ASIC acceleration. When a packet arrives on a FortiSwitch interface,
the switch performs a lookup in this hardware routing table. If a matching route is found, the packet is forwarded at wire speed using
ASIC-based forwarding, which provides optimal performance and minimal latency. This process is referred to ashardware-based
routing.
If no matching route exists in the hardware routing table, FortiSwitch then performs a lookup in the Forwarding Information Base
(FIB), which resides in the kernel. Routes in the FIB are handled by the CPU and processed throughsoftware-based routing. This
fallback mechanism ensures correct forwarding behavior even when routes cannot be offloaded to hardware.
The FortiSwitchOS documentation explicitly states that the hardware routing table indicates which routes in the FIB are installed in
hardware. This confirms that routing decisions are not exclusively offloaded to FortiGate, nor are they limited to CPU-based
processing alone. Instead, FortiSwitch uses ahierarchical lookup order: hardware routing table first, followed by the FIB.
Therefore, the correct and fully documented answer isC. FortiSwitch looks up the hardware routing table and then the forwarding
information base (FIB).

NEW QUESTION # 16 
Which Ethernet frame can create Layer 2 flooding due to all bytes on the destination MAC address being set to all FF?

A. The multicast Ethernet frame
B. The anycast Ethernet frame
C. The unicast Ethernet frame
D. The broadcast Ethernet frame

Answer: D



Explanation:
Layer 2 flooding caused by Ethernet frames with all bytes in the destination MAC address set to FF refers to broadcast
frames.Here's why:
* Broadcast Ethernet Frame (A):
* Address Specification:In Ethernet networking, a broadcast frame has a destination MAC address ofFF:FF:FF:FF:FF:FF, which
instructs network devices to forward the frame to all devices within the broadcast domain.
* Network Behavior:This causes Layer 2 flooding as the frame is sent to all ports in the VLAN, except the originating port, ensuring
that the broadcast reaches all network segments.
* Other Frame Types:
* Unicast (B)targets a single device.
* Multicast (C)targets a group of devices.
* Anycast (D)is not used in Ethernet but rather in IP-based routing to route to the nearest of multiple destinations, typically in internet
addressing.
References:You can find more information about Ethernet frame types in networking textbooks or documentation that discusses
network layer interaction:Network Theory Books

NEW QUESTION # 17 
What can an administrator do to maintain the existing standalone FortlSwltch configuration while changing the management mode to
FortLink?

A. Register FortiSwitch to For1ISwitch Cloud to save a copy before managing by Forti-Gate.
B. Enable the Forti-link setting on FortiSwitch before the authorization process
C. FortiGate will automatically save the existing FortiSwitch configuration during the Forti-link management process.
D. Use a migration tool based on python script to convert the configuration

Answer: D

Explanation:
"The tool is a Python script that converts the supported settings in a FortiSwitch standalone configuration file to the equivalent
FortiOS settings for a managed switch."Reference: FortiSwitch 7.2 Study Guide, page 349

NEW QUESTION # 18 
Refer to the exhibit.

The security port policy is configured as shown in the exhibit. Which behavior occurs if a device connected to the port that does not
support 802.1X? (Choose one answer)

A. The device is placed into the onboarding VLAN.
B. The device is placed into the quarantine VLAN.
C. The device is assigned to the default management VLAN.



D. The device is blocked from accessing the network.

Answer: A

Explanation:
According to theFortiSwitchOS 7.6 Administration Guideand theFortiSwitch 7.6 Study Guide, the interaction between a managed
switch and a connected endpoint depends on whether the endpoint can participate in the 802.1X authentication process. When a
security policy is applied to a port, the switch sends EAP (Extensible Authentication Protocol) requests to the device to initiate the
login.
The FortiSwitch handles two primary failure scenarios differently:
* Non-supplicant (No 802.1X Support):If a device, such as a legacy PC or a basic printer, does not have an 802.1X supplicant, it
will not respond to the switch's EAP requests. In this case, the switch waits for the duration specified in theGuest authentication
delayfield (30 seconds in the exhibit). Once this timer expires without a response, the switch places the device into theGuest VLAN.
As shown in the exhibit, the Guest VLAN is explicitly set to"onboarding.fortilink (onboarding)".
* Authentication Failure:If a devicedoessupport 802.1X but the user provides incorrect credentials, the RADIUS server returns an
Access-Reject message. In this scenario, the device is moved to the Authentication fail VLAN, which the exhibit identifies
as"quarantine.fortilink (quarantine)".
Note:BecauseMAC authentication bypass (MAB)is disabled in the exhibit, the switch will not attempt to authenticate the device's
MAC address against the RADIUS server before defaulting to the Guest VLAN.
Therefore, for any device lacking an 802.1X supplicant, the result is placement into theonboardingVLAN.

NEW QUESTION # 19 
Which two statements about managing a FortiSwitch stack on FortiGate are true? (Choose two.)

A. Only a hardware-based FortiGate can manage a FortiSwitch stack.
B. A FortiLink interface must be enabled on FortiGate.
C. FortiSwitch must be operating in standalone mode before authorization.
D. The switch controller feature must be enabled on FortiGate.

Answer: B,D

Explanation:
* A FortiLink interface must be enabled on FortiGate (A): To manage a FortiSwitch stack, a dedicated FortiLink interface on the
FortiGate is required. This interface is used to manage the communication between FortiGate and the FortiSwitch stack, enabling
centralized control and configuration of the switches directly from the FortiGate.
* The switch controller feature must be enabled on FortiGate (B): Enabling the switch controller feature on FortiGate allows it to
manage connected FortiSwitch units. This feature provides tools and interfaces on the FortiGate for overseeing FortiSwitch
configurations, monitoring switch status, and managing network policies across the stack.

NEW QUESTION # 20
......
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