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NEW QUESTION # 201 
Scenario 2:
Clinic, founded in the 1990s, is a medical device company that specializes in treatments for heart-related conditions and complex
surgical interventions. Based in Europe, it serves both patients and healthcare professionals. Clinic collects patient data to tailor
treatments, monitor outcomes, and improve device functionality. To enhance data security and build trust, Clinic is implementing an
information security management system (ISMS) based on ISO/IEC 27001. This initiative demonstrates Clinic's commitment to
securely managing sensitive patient information and proprietary technologies.
Clinic established the scope of its ISMS by solely considering internal issues, interfaces, dependencies between internal and
outsourced activities, and the expectations of interested parties. This scope was carefully documented and made accessible. In
defining its ISMS, Clinic chose to focus specifically on key processes within critical departments such as Research and
Development, Patient Data Management, and Customer Support.
Despite initial challenges, Clinic remained committed to its ISMS implementation, tailoring security controls to its unique needs. The
project team excluded certain Annex A controls from ISO/IEC 27001 while incorporating additional sector-specific controls to
enhance security. The team evaluated the applicability of these controls against internal and external factors, culminating in the
development of a comprehensive Statement of Applicability (SoA) detailing the rationale behind control selection and
implementation.
As preparations for certification progressed, Brian, appointed as the team leader, adopted a self-directed risk assessment
methodology to identify and evaluate the company's strategic issues and security practices. This proactive approach ensured that
Clinic's risk assessment aligned with its objectives and mission.
Does the Clinic's SoA document meet the ISO/IEC 27001 requirements for the SoA?

A. No, because it does not contain the justification for the exclusion of controls from Annex A of ISO/IEC 27001
B. No, because security controls selected from sources other than Annex A of ISO/IEC 27001 are included
C. Yes, because it comprises an exhaustive list of controls considered applicable from Annex A of ISO/IEC 27001 and the
other sources

Answer: A

Explanation:
Comprehensive and Detailed In-Depth
The Statement of Applicability (SoA) is a mandatory document in ISO/IEC 27001:2022 that lists all Annex A controls, their
applicability, and justifications for inclusion or exclusion.
C . Correct Answer: The SoA must include justifications for excluding Annex A controls. The A . Incorrect: While the SoA should
include an exhaustive list of controls, simply listing applicable controls from Annex A and other sources does not meet the
requirement if exclusions are not justified.
B . Incorrect: Including security controls from other sources is allowed and does not invalidate the SoA, as organizations can define
additional controls beyond Annex A based on their risk assessment.

NEW QUESTION # 202 
Scenario 8: EsBank provides banking and financial solutions to the Estonian banking sector since September
2010. The company has a network of 30 branches with over 100 ATMs across the country.
Operating in a highly regulated industry, EsBank must comply with many laws and regulations regarding the security and privacy of
data. They need to manage information security across their operations by implementing technical and nontechnical controls. EsBank
decided to implement an ISMS based on ISO/IEC
27001 because it provided better security, more risk control, and compliance with key requirements of laws and regulations.
Nine months after the successful implementation of the ISMS, EsBank decided to pursue certification of their ISMS by an
independent certification body against ISO/IEC 27001 .The certification audit included all of EsBank's systems, processes, and
technologies.
The stage 1 and stage 2 audits were conducted jointly and several nonconformities were detected. The first nonconformity was
related to EsBank's labeling of information. The company had an information classification scheme but there was no information
labeling procedure. As a result, documents requiring the same level of protection would be labeled differently (sometimes as
confidential, other times sensitive).
Considering that all the documents were also stored electronically, the nonconformity also impacted media handling. The audit team
used sampling and concluded that 50 of 200 removable media stored sensitive information mistakenly classified as confidential.
According to the information classification scheme, confidential information is allowed to be stored in removable media, whereas
storing sensitive information is strictly prohibited. This marked the other nonconformity.
They drafted the nonconformity report and discussed the audit conclusions with EsBank's representatives, who agreed to submit an
action plan for the detected nonconformities within two months.
EsBank accepted the audit team leader's proposed solution. They resolved the nonconformities by drafting a procedure for
information labeling based on the classification scheme for both physical and electronic formats. The removable media procedure



was also updated based on this procedure.
Two weeks after the audit completion, EsBank submitted a general action plan. There, they addressed the detected nonconformities
and the corrective actions taken, but did not include any details on systems, controls, or operations impacted. The audit team
evaluated the action plan and concluded that it would resolve the nonconformities. Yet, EsBank received an unfavorable
recommendation for certification.
Based on the scenario above, answer the following question:
Which option justifies the unfavorable recommendation for certification? Refer to scenario 8.

A. The major nonconformity related to storing sensitive information in removable media
B. The minor nonconformity related to the lack of information labeling procedure
C. The unrealistic date of the submitted action plan (two weeks)

Answer: A

Explanation:
The major nonconformity related to storing sensitive information in removable media justifies the unfavorable recommendation for
certification. This issue directly contradicts the information classification scheme's stipulations, indicating a significant oversight in
enforcing the ISMS policies.

NEW QUESTION # 203 
Which one of the following options best describes the main purpose of a Stage 1 third-party audit?

A. To determine redness for a stage 2 audit
B. To learn about the organisation's procurement
C. To get to know the organisation's customers
D. To prepare an independent audit report
E. To introduce the audit team to the client
F. To check for legal compliance by the organisation

Answer: A

Explanation:
Explanation
The main purpose of a Stage 1 third-party audit is to determine readiness for a Stage 2 audit. A Stage 1 audit is a preliminary
assessment that evaluates the organization's ISMS documentation, scope, context, and objectives, and identifies any major gaps or
nonconformities that need to be addressed before the Stage 2 audit. A Stage 1 audit does not introduce the audit team to the client,
as this is done during the audit planning phase. A Stage 1 audit does not check for legal compliance by the organization, as this is
done during the Stage 2 audit. A Stage 1 audit does not prepare an independent audit report, as this is done after the Stage 2 audit.
References: : CQI & IRCA ISO 27001:2022 Lead Auditor Course Handbook, page 70. : ISO/IEC 27001 LEAD AUDITOR -
PECB, page 23.

NEW QUESTION # 204 
You are conducting a third-party surveillance audit when another member of the audit team approaches you seeking clarification.
They have been asked to assess the organisation's application of control 5.7 - Threat Intelligence. They are aware that this is one of
the new controls introduced in the 2022 edition of ISO/IEC 27001, and they want to make sure they audit the control correctly.
They have prepared a checklist to assist them with their audit and want you to confirm that their planned activities are aligned with
the control's requirements.
Which three of the following options represent valid audit trails?

A. I will ensure that the task of producing threat intelligence is assigned to the organisation's internal audit team
B. I will check that the organisation has a fully documented threat intelligence process
C. I will ensure that the organisation's risk assessment process begins with effective threat intelligence
D. I will speak to top management to make sure all staff are aware of the importance of reporting threats
E. I will check that threat intelligence is actively used to protect the confidentiality, integrity and availability of the organisation's
information assets
F. I will determine whether internal and external sources of information are used in the production of threat intelligence
G. I will review how information relating to information security threats is collected and evaluated to produce threat
intelligence
H. I will ensure that appropriate measures have been introduced to inform top management as to the effectiveness of current



threat intelligence arrangements

Answer: E,G,H

Explanation:
These three options represent valid audit trails for control 5.7, as they are aligned with the control's requirements and objectives.
According to the web search results from my predefined tool, control 5.7 requires organisations to collect and analyse information
relating to information security threats and use that information to take mitigation actions12. The control also specifies that threat
intelligence should be relevant, perceptive, contextual, and actionable, and that it should be used to prevent, detect, or respond to
threats34. Therefore, the auditor should verify how the organisation collects, analyses, and produces threat intelligence, how it uses
threat intelligence to protect its information assets, and how it monitors and evaluates the effectiveness of its threat intelligence
arrangements. The other options are not valid audit trails, as they are either irrelevant, incorrect, or incomplete. For example:
* The task of producing threat intelligence is not assigned to the organisation's internal audit team, but to the person or team
responsible for the ISMS, such as the information security manager or the information security committee5 .
* The organisation's risk assessment process does not begin with effective threat intelligence, but with the identification of the
context, scope, and objectives of the ISMS . Threat intelligence is an input for the risk identification and analysis, but not the starting
point of the risk assessment process.
* Speaking to top management to make sure all staff are aware of the importance of reporting threats is not sufficient to audit the
control, as it does not address how the organisation collects, analyses, and produces threat intelligence, nor how it uses it to take
mitigation actions. The auditor should also speak to the staff involved in the threat intelligence process, and review the relevant
documents and records.
* Checking that the organisation has a fully documented threat intelligence process is not enough to audit the control, as it does not
verify the implementation and effectiveness of the process. The auditor should also observe the process in action, and examine the
outputs and outcomes of the process.
* Determining whether internal and external sources of information are used in the production of threat intelligence is a partial audit
trail, as it only covers one aspect of the control. The auditor should also assess the quality, reliability, and relevance of the sources,
and how the information is analysed and used.

NEW QUESTION # 205 
All are prohibited in acceptable use of information assets, except:

A. Company-wide e-mails with supervisor/TL permission.
B. Messages with very large attachments or to a large number ofrecipients.
C. E-mail copies to non-essential readers
D. Electronic chain letters

Answer: A

Explanation:
The only option that is not prohibited in acceptable use of information assets is C: company-wide e-mails with supervisor/TL
permission. This option implies that the sender has obtained the necessary authorization from their supervisor or team leader to send
an e-mail to all employees in the organization. This could be done for legitimate business purposes, such as announcing important
news, events or updates that are relevant to everyone. However, this option should still be used sparingly and responsibly, as it could
cause unnecessary disruption or annoyance to the recipients if abused or misused. The other options are prohibited in acceptable use
of information assets, as they could violate the information security policies and procedures of the organization, as well as waste
resources and bandwidth. Electronic chain letters (A) are messages that urge recipients to forward them to multiple other people,
often with false or misleading claims or promises. They are considered spam and could contain malicious links or attachments that
could compromise information security. E-mail copies to non-essential readers (B) are messages that are sent to recipients who do
not need to receive them or have no interest in them. They are considered unnecessary and could clutter the inbox and distract the
recipients from more important messages. Messages with very large attachments or to a large number of recipients (D) are messages
that consume a lot of network resources and could affect the performance or availability of the information systems. They could also
exceed the storage capacity or quota limits of the recipients' mailboxes and cause problems for them. ISO/IEC 27001:2022 requires
the organization to implement rules for acceptable use of assets (see clause A.8.1.3). Reference: CQI & IRCA Certified ISO/IEC
27001:2022 Lead Auditor Training Course, ISO/IEC 27001:2022 Information technology - Security techniques - Information
security management systems - Requirements, What is Acceptable Use?
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