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Z| &l CWNP CWSP CWSP-208 FE2MEZEA (Q116-Q121):

HAE #116
‘What EAP type supports using MS-CHAPv2, EAP-GTC or EAP-TLS for wireless client authentication?

A. EAP-GTC
B. PEAP

C. H-REAP
D. LEAP

E. EAP-TTLS

HE: E

MY

EAP-TTLS (Tunneled Transport Layer Security) supports flexible inner authentication methods including:
MS-CHAPv2

EAP-GTC (Generic Token Card)

EAP-TLS (in some configurations)

This versatility allows EAP-TTLS to be used with a wide range of back-end authentication systems, while only requiring a server-
side certificate.

Incorrect:

A). H-REAP (now FlexConnect) is a Cisco AP deployment mode, not an EAP type.

B). EAP-GTC is a sinple authentication method and not a tunnel or container for others.

D). PEAP typically supports MS-CHAPV2 but not EAP-GTC or EAP-TLS as iner methods.

E). LEAP uses MS-CHAPv1 and is considered deprecated and insecure.

References:

CWSP-208 Study Guide, Chapter 4 (EAP Methods)

B #117
Given: ABC Company secures their network with WP A2-Personal authentication and AES-CCMP encryption.
What part of the 802.11 frame is always protected from eavesdroppers by this type of security?

A. AIMSDU contents
B. AllPPDU contents
C. AIMPDU contents
D. Al PSDU contents

e A

ME:

In WPA2-Personal with AES-CCMP:

The MSDU (MAC Service Data Unit), which includes the payload from Layer 3 and above, is encrypted.
This protects the actual application data (e.g., web content, email).

Frame headers (MAC headers) are not encrypted.

Incorrect:

B). MPDU includes MAC headers, which are not encrypted.

C). PPDU includes preamble and physical-layer components, which are never encrypted.
D). PSDU includes the MAC header and frame body; again, headers are not encrypted.
References:

CWSP-208 Study Guide, Chapter 3 (Frame Protection)

IEEE 802.11 Frame Structure Guide

EE #118

Given: Your organization is using EAP as an authentication framework with a specific type that meets the requirements of your
corporate policies.

‘Which one of the following statements is true related to this implementation?

e A The client STAs may communicate over the controlled port in order to authenticate as soon as the Open System
authentication completes.



B. The client STAs may communicate over the uncontrolled port in order to authenticate as soon as Open System
authentication completes.

C. The client will be the authenticator in this scenario.

D. The client STAs must use a different, but complementary, EAP type than the AP STAs.

He: B

Y.

Comprehensive Detailed Explanation:

In 802.1X/EAP-based authentication:

After Open System authentication, clients send EAP messages via the uncontrolled port.

The Controlled Port remains blocked until the 802.1X/EAP and 4- Way Handshake processes are complete.
Incorrect:

A). The AP or controller is the authenticator, not the client.

B). EAP types must match between supplicant and server.

D). Controlled port remains blocked until full authentication and key negotiation completes.

References:

CWSP-208 Study Guide, Chapter 4 (802.1X Controlled and Uncontrolled Port Behavior) IEEE 802.1X Framework Details

HE #119

Given: John Smith uses a coffee shop's Internet hot-spot (no authentication or encryption) to transfer fimds between his checking and
savings accounts at his bank's website. The bank's website uses the HTTPS protocol to protect sensitive account information. While
John was using the hot-spot, a hacker was able to obtain John's bank account user ID and password and exploit this information.
What likely scenario could have allowed the hacker to obtain John's bank account user ID and password?

¢ A John uses the same username and password for banking that he does for email. John used a POP3 email client at the
wireless hot-spot to check his email, and the user ID and password were not encrypted.

¢ B. The bank's web server is using an X.509 certificate that is not signed by a root CA, causing the user ID and password to
be sent unencrypted.

e C. Before comnecting to the bank's website, John's association to the AP was hijacked. The attacker intercepted the HTTPS
public encryption key from the bank's web server and has decrypted John's login credentials in near real-time.

e D. John accessed his corporate network with his [IPSec VPN software at the wireless hot-spot. An IPSec VPN only
encrypts data, so the user ID and password were sent in clear text. John uses the same username and password for banking
that he does for his [PSec VPN software.

e E. John's bank is using an expired X.509 certificate on their web server. The certificate is on John's Certificate Revocation
List (CRL), causing the user ID and password to be sent unencrypted.

HE. A

ME:

In this scenario, although the bank's website uses HTTPS (which encrypts communications between John's browser and the bank's
server), the compromise did not occur during the banking session itself. Instead, the attacker exploited a common security mistake:
credential reuse.

John reused his email credentials for his bank login, and he accessed his email using a POP3 client without encryption at a public
hotspot. This means his username and password were sent in cleartext, which is trivially easy to sniff on an open wireless network.
Once an attacker obtained those credentials, they could use them to log into his bank account if the same credentials were used
there.

Here's how this aligns with CWSP knowledge domains:

* CWSP Security Threats & Attacks: This is a classic example of credential harvesting via cleartext protocols (POP3), and
password reuse, both of which are significant risks in WLAN environments.

* CWSP Secure Network Design: Recommends use of encrypted protocols (e.g., POP3S or IMAPS) and user education against
password reuse.

* CWSP WLAN Security Fundamentals: Emphasizes that open Wi-Fi networks offer no encryption by defautlt, leaving unprotected
protocols vulnerable to sniffing and interception.

Other answer options and why they are incorrect:

* A & D are invalid because an expired or unsigned certificate may cause browser warnings but won't result in sending credentials
unencrypted unless the user bypasses HTTPS (which wasn't stated).

* C is incorrect: [PSec VPN encrypt all data between the client and VPN endpoint-including credentials.

* E is technically incorrect and misleading: intercepting the public key of an HTTPS session doesn't allow decryption of the
credentials due to asymmetric encryption and session key security. Real-time decryption of HTTPS traffic without endpoint



compromise is not feasible.

References:

CWSP-208 Study Guide, Chapters 3 (Security Policy) and 5 (Threats and Attacks) CWNP CWSP-208 Official Study Guide
CWNP Exam Objectives - WLAN Authentication, Encryption, and VPNs CWNP Whitepapers on WLAN Security Practices

AE #120

While seeking the source of interference on channel 11 in your 802.11n WLAN running within 2.4 GHz, you notice a signal in the
spectrum analyzer real time FFT display. The signal is characterized with the greatest strength utilizing only 1-2 megahertz of
bandwidth and it does not use significantly more bandwidth until it has weakened by roughly 20 dB. At approximately -70 dB, it
spreads across as much as 35 megahertz of bandwidth.

‘What kind of signal is described?

A. A high-power, narrowband signal

B. A high-power ultra wideband (UWB) Bluetooth transmission
C. A frequency hopping wireless device in discovery mode

D. An HT-OFDM access point

E. A2.4 GHz WLAN transmission using transmit beam forming
F. A deauthentication flood froma WIPS blocking an AP

HE: A

3.

Spectrum analyzer observations indicate a narrow 1-2 MHz peak with a strong signal, which broadens only when significantly
attenuated. This behavior matches a high-powered narrowband mterferer (like a microwave ignitor or industrial radio) - not
Bluetooth hopping or standard WLAN signals
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