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HE#T
Which of the following policy exceptions applies to the following description?
' An exception allowing specific PHP files'

¢ A. Support exception

¢ B. Process exception

¢ C. Local file threat examination exception

¢ D. Behavioral threat protection rule exception

IEf#: C

TR

The policy exception that applies to the following description is B, local file threat examination exception. A local file threat
examination exception is an exception that allows you to exclude specific files or folders from being scanned by the Cortex XDR
agent for malware or threats. You can use this exception to prevent false positives, performance issues, or compatibility problems
with legitimate files or applications. You can define the local file threat examination exception by file name, file path, file hash, or
digital signer. For example, you can create a local file threat examination exception for specific PHP files by entering their file names
or paths in the exception configuration. Reference:

Local File Threat Examination Exceptions

Create a Local File Threat Exammation Exception

H #72
Network attacks follow predictable patterns. If you mterfere with any portion of this pattern, the attack will be neutralized. Which of
the following statements is correct?

e A. Cortex XDR Analytics allows to interfere with the pattern as soon as it is observed on the firewall.

¢ B. Cortex XDR Analytics does not interfere with the pattern as soon as it is observed on the endpoint.

e C. Cortex XDR Analytics does not have to interfere with the pattern as soon as it is observed on the endpoint in order to
prevent the attack.

¢ D. Cortex XDR Analytics allows to interfere with the pattern as soon as it is observed on the endpoint.

Ef#: D

fi .-

Cortex XDR Analytics is a cloud-based service that uses machine learning and artificial intelligence to detect and prevent network
attacks. Cortex XDR Analytics can interfere with the attack pattern as soon as it is observed on the endpoint by applying protection
policies that block malicious processes, files, or network connections. This way, Cortex XDR Analytics can stop the attack before it
causes any damage or compromises the system. Reference:

[Cortex XDR Analytics Overview]

[Cortex XDR Analytics Protection Policies]

R #73

As a Malware Analyst working with Cortex XDR you notice an alert suggesting that there was a prevented attempt to open a
malicious Word document. You learn from the WildFire report and AutoFocus that this document is known to have been used in
Phishing campaigns since 2018. What steps can you take to ensure that the same document is not opened by other users in your
organization protected by the Cortex XDR agent?

A. Enable DLL Protection on all endpoints but there might be some false positives.

B. No step is required because Cortex shares IOCs with our fellow Cyber Threat Alliance members.
C. No step is required because the malicious document is already stopped.

D. Create Behavioral Threat Protection (BTP) rules to recognize and prevent the activity.

IEf#: D
A -

The correct answer is B, create Behavioral Threat Protection (BTP) rules to recognize and prevent the activity. BTP rules are a
powerful feature of Cortex XDR that allow you to define custom rules to detect and block malicious behaviors on endpoints. You



canuse BTP rules to create indicators of compromise (IOCs) based on file attributes, registry keys, processes, network
connections, and other criteria. By creating BTP rules, you can prevent the same malicious Word document from being opened by
other users in your organization, even if the document has a different name or hash value. BTP rules are updated through content
updates and can be managed from the Cortex XDR console.

The other options are incorrect for the following reasons:

A is incorrect because enabling DLL Protection on all endpoints is not a specific or effective way to prevent the malicious Word
document. DLL Protection is a feature of Cortex XDR that prevents the loading of unsigned or untrusted DLLs by protected
processes. However, this feature does not apply to Word documents or macros, and may cause false positives or compatibility
issues with legitimate applications.

C s incorrect because relying on Cortex to share IOCs with the Cyber Threat Alliance members is not a proactive or sufficient way
to prevent the malicious Word document. The Cyber Threat Alliance is a group of cybersecurity vendors that share threat
ntelligence and best practices to improve their products and services. However, not all vendors are members of the alliance, and not
all IOCs are shared or updated in a timely manner. Therefore, you cannot assume that other users in your organization are protected
by the same IOCs as Cortex XDR.

D is incorrect because doing nothing is not a responsible or secure way to prevent the malicious Word document. Even though
Cortex XDR agent prevented the attempt to open the document on one endpoint, it does not mean that the document is no longer a
threat. The document may still be circulating in your network or email system, and may be opened by other users who have different
agent profiles or policies. Therefore, you should take steps to identify and block the document across your organization.

Reference:

Cortex XDR Agent Admmistrator Guide: Behavioral Threat Protection

Cortex XDR Agent Admmistrator Guide: DLL Protection

Palo Alto Networks: Cyber Threat Alliance

HM #74
Which function describes the removal of a specific file fromiits location on a local or removable drive to a protected folder to prevent
the file from being executed?

A. Isolation

B. Quarantine

C. Search & destroy
D. Flag for removal

IEf#: B
B

The function that describes the removal of a specific file from its location on a local or removable drive to a protected folder to
prevent the file from being executed is quarantine. Quarantine is a feature of Cortex XDR that allows you to isolate malicious or
suspicious files from the endpoint and prevent them from running or spreading. You can quarantine files manually from the Cortex
XDR console, or automatically based on the malware analysis profile or the remediation suggestions. When you quarantine a file, the
Cortex XDR agent encrypts the file and moves it to a hidden folder under the agent installation directory. The file is also renamed
with a random string and a .quarantine extension. You can view, restore, or delete the quarantined files from the Cortex XDR
console. Reference:

Quarantine Files

Manage Quarantined Files

B #75
Live Terminal uses which type of protocol to communicate with the agent on the endpoint?

A. UDP and a random port
B. NetBIOS over TCP

C. TCP, over port 80

D. WebSocket

IEf#: D

A -

Live Terminal uses the WebSocket protocol to communicate with the agent on the endpoint. WebSocket is a full-duplex
commumnication protocol that enables bidirectional data exchange between a client and a server over a single TCP connection.
WebSocket is designed to be implemented in web browsers and web servers, but it can be used by any client or server application.



WebSocket provides a persistent connection between the Cortex XDR console and the endpoint, allowing you to execute
commands and receive responses in real time. Live Terminal uses port 443 for WebSocket communication, which is the same port
used for HTTPS traffic. Reference:

Initiate a Live Terminal Session

WebSocket

B #76
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