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¢ Platform Operations: This section of the exam measures the skills of Cloud Security Engineers and covers
the configuration and management of security platforms in enterprise environments. It focuses on integrating
and optimizing tools such as Security Command Center (SCC), Google SecOps, GTI, and Cloud IDS to
FEy 2 1 improve detection and response capabilities. Candidates are assessed on their ability to configure
authentication, authorization, and API access, manage audit logs, and provision identities using Workforce
Identity Federation to enhance access control and visibility across cloud systems.

¢ Incident Response: This section of the exam measures the skills of Incident Response Managers and
assesses expertise in containing, nvestigating, and resolving security incidents. It includes evidence
collection, forensic analysis, collaboration across engineering tearrs, and isolation of affected systens.
hEY 72 Candidates are evaluated on their ability to design and execute automated playbooks, prioritize response
steps, integrate orchestration tools, and manage case lifecycles efficiently to streamline escalation and
resolution processes.

¢ Monitoring and Reporting: This section of the exam measures the skills of Security Operations Center
(SOC) Analysts and covers building dashboards, generating reports, and maintaining health monitoring
systemns. It focuses on identifying key performance indicators (KPIs), visualizing telemetry data, and
bEY 73 configuring alerts using tools like Google SecOps, Cloud Monitoring, and Looker Studio. Candidates are
assessed on their ability to centralize metrics, detect anomalies, and maintain continuous Visibility of system
health and operational performance.
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R #135
Your company is adopting a multi-cloud environment. You need to configure comprehensive monitoring of threats using Google

Security Operations (SecOps). You want to start identifying threats as soon as possible. What should you do?

e A. Use curated detections for Applied Threat Intelligence to monitor your company's cloud environment.

¢ B. Ask Cloud Customer Care to provide a set of rules recommended by Google to monitor your company's cloud
environment.

e C. Use curated detections from the Cloud Threats category to monitor your cloud environment.

e D. Use Gemini to generate YARA-L rules for multi-cloud use cases.

EfE: C
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The fastest way to start monitoring threats in a multi-cloud environment using Google SecOps is to enable curated detections from
the Cloud Threats category. These prebuilt detection rules provide immediate coverage for common cloud security threats across
your environment, allowing you to identify and respond to incidents without waiting to develop custom rules.

R #136

You are a security analyst at a company that uses Google Security Operations (SecOps) Enterprise. Security Command Center
Enterprise (SCCE), and Google Threat Intelligence (GTI).

Youneed to leverage threat ntelligence to improve threat hunting capabilities to proactively identify novel and emerging attack
patterns targeting your Google Cloud environment in near real-time. What should you do?

¢ A. Route all Google Cloud logs to a dedicated BigQuery dataset, and use scheduled queries with curated open-source threat
mtelligence feeds.

e B. Configure an Applied Threat Intelligence Fusion Feed in Google SecOps, and develop YARA-L detection rules to search
ingested Google Cloud telemetry for patterns matching this intelligence.

e (. Configure Google Cloud Armor security policies with preconfigured web application firewall (WAF) rule sets, and enable
Adaptive Protection to use GTI.

e D. Use the built-in threat intelligence of Event Threat Detection in SCCE to detect relevant threats.

IEf#: B
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The correct solution is to configure an Applied Threat Intelligence Fusion Feed in Google SecOps and then develop YARA-L
detection rules to search your Google Cloud telemetry for attack patterns tied to this intelligence. This enables proactive, near real-
time hunting of novel and emerging threats by correlating threat intelligence with your organization's ingested data.

HH #137
A phishing campaign successfully convinces users to grant O Auth permissions to a malicious third-party application. Which control
failure MOST likely allowed this?

A. Weak endpoint protection

B. Lack of monitoring and restriction on OAuth consent grants
C. Missing antivirus signatures

D. Missing email sandboxing

Ef#: B
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OAuth abuse bypasses malware controls and depends on identity and consent misconfigurations.

H #138

Your company uses Cloud Identity to manage employee identities and has Google Security Operations (SecOps) Inked to your
Google Cloud project. You have assigned the roles/chronicle.viewer IAM role at the project level to a specific Google Group that
contains users with external Google accounts. Users in this external group authenticate successfully to Google Cloud, but are unable
to access Google SecOps. Internal users granted the same role can access Google SecOps. What Google Cloud configuration is
most likely preventing the external users from accessing Google SecOps?

¢ A. Google SecOps inherently blocks sign-ins from identities outside the organization's primary domain.

¢ B. External users must be synchronized to Cloud Identity using Google Cloud Directory Sync (GCDS) for IAM roles to take
effect.

¢ C. The constraints/iam.allowedPolicyMemberDomains organization policy is restricting [AM role assignments to identities
within your company domain only.

¢ D. The roles/chronicle.viewer IAM role does not apply correctly when granted to Google Groups containing external
identities.

EfE: C
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The most likely cause is the constraints/iam.allowedPolicyMemberDomains organization policy.

This policy can restrict IAM role assignments to identities within specific domains, preventing external users from accessing Google
SecOps even if they are in a Google Group granted the role. Internal users are unaffected because their identities match the allowed
domain.

B #139

Youare a SOC manager guiding an implementation of your existing incident response plan (IRP) into Google Security Operations
(SecOps). Youneed to capture time duration data for each of the case stages. You want your solution to minimize maintenance
overhead. What should you do?

e A. Write a job in the IDE that runs frequently to check the progress of each case and updates the notes with timestamps to
reflect when these changes were identified.

e B. Configure Case Stages in the Google SecOps SOAR settings, and use the Change Case Stage action in your playbooks
that captures time metrics when the stage changes.

e C. Create a Google SecOps SOAR dashboard that displays specific actions that have been run, identifies which stage a case
is in, and calculates the time elapsed since the start of the case.

e D. Configure a detection rule in STEM Rules & Detections to include logic to capture the event fields for each case with the
relevant stage metrics.

IEf#: B
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The correct approach is to configure Case Stages in Google SecOps SOAR settings and use the Change Case Stage action in
playbooks. This automatically captures time metrics whenever a case stage changes, aligning with your incident response plan while
minimizing maintenance overhead, since timing data is recorded natively without requiring custom jobs or dashboards.
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