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A company wants to apply an existing Amazon Route 53 private hosted zone to a new VPC to allow for customized resource name
resolution within the VPC. The Syspps admmnistrator created the VPC and added the appropriate resource record sets to the private
hosted zone.

Which step should the SysOps administrator take to complete the setup?

A. Associate the Route 53 private hosted zone with the VPC.

B. Ensure there is a route to the Route 53 Resolver in each of the VPC route tables.

C. Create a rule in the default security group for the VPC that allows traffic to the Route 53 Resolver.
D. Ensure the VPC network ACLs allow traffic to the Route 53 Resolver.

EfE: A

AR

https://docs.aws.amazon.conyRouteS3/latest/DeveloperGuide/hosted-zones-private.html To apply an existing Amazon Route 53
private hosted zone to a new VPC, the appropriate step is to associate the private hosted zone with the new VPC. This allows the
resources within the VPC to use the custom DNS settings defined in the private hosted zone. Option A is the correct step to ensure
that DNS queries from the new VPC are resolved using the specified private hosted zone. Detailed steps for this process can be
found in the AWS Route 53 documentation on associating hosted zones with VPCs Associating Hosted Zones with VPCs.

HH #29

A SysOps administrator is provisioning an Amazon Elastic File System (Amazon EFS) file systemto provide shared storage across
multiple Amazon EC2 instances The instances all exist in the same VPC across multiple Availability Zones. There are two instances
In each Availability Zone. The SysOps administrator must make the file system accessible to each instance with the lowest possible
latency.

‘Which solution will meet these requirements?

e A Create a mount target in each Availability Zone of the VPC Use the mount target to mount the EF'S file system on the
Instances in the respective Availability Zone.

¢ B. Create a mount target for the EFS file system in one Availability Zone of the VPC. Use the mount target to mount the file
systemon the instances in that Availability Zone. Share the directory with the other instances.

¢ (. Create a mount target for the EFS file systemin the VPC. Use the mount target to mount the file system on each of the
mstances

¢ D. Create a mount target for each instance. Use each mount target to mount the EFS file system on each respective instance.

EfE: A

fR e«

A mount target provides an [P address for an NFSv4 endpoint at which you can mount an Amazon EFS file system. You mount
your file system using its Domain Name Service (DNS) name, which resolves to the IP address of the EFS mount target in the same
Availability Zone as your EC2 instance. You can create one mount target in each Availability Zone in an AWS Region. If there are
multiple subnets in an Availability Zone in your VPC, you create a mount target in one of the subnets. Then all EC2 instances in that
Availability Zone share that mount target. httpsz/docs.aws.amazon.convefs/latest/ug/how-it-works. html

HM #30

A SysOps Administrator runs a web application that is using a microservices approach whereby different responsibilities of the
application have been divided in a separate microservice running on a different Amazon EC2 mstance. The admmistrator has been
tasked with reconfiguring the infrastructure to support this approach.

How can the admmistrator accomplish this with the LEAST administrative overhead?

A. Use a Network Load Balancer (NLB) and do path-based routing,

B. Use Amazon CloudFront to log the URL and forward the request.

C. Use Amazon CloudFront to rewrite the header based on the microservice and forward the request.
D. Use an Application Load Balancer (ALB) and do path-based routing,



IEf#: D

R :
httpsz/aws.amazon.comypremiunmsupport/knowledge-center/elb-achieve-path-based-routing-alb/

HA #31

A SysOps administrator receives an alert from Amazon GuardDuty about suspicious network activity on an Amazon EC2 instance.
The GuardDuty finding lists a new external [P address as a traffic destination. The SysOps administrator does not recognize the
external [P address. The SysOps administrator must block traffic to the external IP address that GuardDuty identified.

‘Which solution will meet this requirement?

¢ A Create a new security group to block traffic to the external IP address. Assign the new security group to the entire VPC.

¢ B. Use VPC flow logs with Amazon Athena to block traffic to the external IP address.

e C. Create a new security group to block traffic to the external IP address. Assign the new security group to the EC2 instance.
¢ D. Create a network ACL. Add an outbound deny rule for traffic to the external IP address.

Ef#E: D

R -
https:/docs.aws.amazon.comyvpc/latest/userguide/vpe-network-acls.html

P #32

A company runs a single-page web application on AWS The application uses Amazon CloudFront lo deliver static content from an
Amazon S3 bucket origin The application also uses an Amazon Elastic Kubemetes Service (Amazon EKS) duster to serve API calls
Users sometimes report that the website is not operational, even when monitoring shows that the index page is reachable and that the
EKS cluster is healthy. A SysOps administrator must Implement additional monitoring that can delect when the website is not
operational before users report the problem.

Which solution will meet these requirements?

¢ A. Create an Amazon CloudWatch RUM app monitor that uses the API endpomts fromthe EKS cluster

¢ B. Create an Amazon CloudWatch Synthetics heartbeat monitor canary that points to the fully qualified domain name
(FQDN) of the webstte.

e C. Create an Amazon CloudWatch Synthetics API canary that monitors the availability of API endpoints from the EKS
cluster.

¢ D. Create an Amazon CloudWatch RUM app monitor that points to the fully qualified doman name (FQDN) of the website.
Configure the app monitor to collect performance telemetry and JavaScript errors

Ef#: B
L2
Amazon CloudWatch Synthetics:

CloudWatch Synthetics allows you to create canaries to monitor your endpoints and API calls, simulating user behavior to detect
issues before users do.

Steps:

Go to the AWS Management Console.

Navigate to CloudWatch and select "Synthetics."

Click on "Create canary."

Choose "Heartbeat monitoring” as the blueprint.

Configure the canary to point to the FQDN of the website.

Set the frequency and retention settings as per your requirement.

Create the canary.

This setup continuously checks the operational status of your website, alerting you if it becomes unreachable or has issues.
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