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The high pass rate of our [ISO-IEC-27002-Foundation exam guide is not only a reflection of the quality of our learning materials, but
also shows the professionalism and authority of our expert team on ISO-IEC-27002-Foundation practice engine. Therefore, we
have the absolute confidence to provide you with a guarantee: as long as you use our ISO-IEC-27002-Foundation Learning
Materials to review, you can certainly pass the exam, and if you do not pass the ISO-IEC-27002-Foundation exam, we will provide
you with a full refund.

PECB ISO-IEC-27002-Foundation Exam Syllabus Topics:

Topic Details

Discuss the relationship between ISO

IEC 27001, ISO

IEC 27002, and other standards and regulatory frameworks: This domain examines how ISO

IEC 27002 finctions as a code of practice that supports the requirements set out in ISO

IEC 27001, and how both standards interact with other relevant frameworks. It also addresses how
organizations align these standards with applicable laws, regulations, and industry-specific requirements.

Topic 1
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¢ Explain the findamental concepts of mformation security, cybersecurity, and privacy based on ISO

o [EC 27002: This domain covers the core principles and definitions that underpin information security,
including the concepts of confidentiality, integrity, and availability. It focuses on how ISO

o [EC 27002 frames cybersecurity and privacy as foundational elements of an organization's overall security
posture.

Topic 2

o Interpret the ISO

¢ [EC 27002 organizational, people, physical, and technological controls in the specific context of an
organization: This domain covers the four control categories defined n ISO

Topic 3 ¢ [EC 27002 organizational, people, physical, and technological and how each applies to real-world

organizational environments. It requires understanding how to read, interpret, and contextualize these

controls based on an organization's specific needs, risks, and operating conditions.
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Our professionals are specialized in providing our customers with the most reliable and accurate ISO-IEC-27002-Foundation exam
guide and help them pass their exams by achieve their satisfied scores. You can refer to the warm feedbacks on our website, our
customrers all passed the ISO-IEC-27002-Foundation Exam with high scores. Not only because that our [SO-IEC-27002-
Foundation study materials can work as the guarantee to help them pass, but also because that our ISO-IEC-27002-Foundation
learning questions are high effective according to their accuracy.

PECB ISO/IEC 27002 Foundation Exam Sample Questions (Q10-Q15):

NEW QUESTION # 10
What is the main purpose of Control 5.12 Classification of information of ISO/IEC 27002?

¢ A To ensure identification and understanding of protection needs of information based on its importance

¢ B. To facilitate the communication of classification of information and support automation of information processing and
management

¢ C. To ensure authorized access and prevent unauthorized access to information

Answer: A

Explanation:

The main purpose of Control 5.12, Classification of information, is to ensure that protection needs are identified and understood
based on the importance of information. Classification gives information a defined sensitivity or value level, such as public, internal,
confidential, or restricted, depending on the organization's scheme. This classification then drives handling rules, access restrictions,
labelling, retention, transfer methods, storage requirements, encryption decisions, and disposal practices. Option B describes the
purpose of Control 5.13, Labelling of information, which communicates classification and can support automated nformation
handling. Option C describes the general purpose of access control, especially Control 5.15 and related access rights controls.
Classification is foundational because the organization cannot apply proportionate protection unless it understands the value,
sensitivity, criticality, legal status, and business impact of the information. ISO/IEC 27002 expects classification to consider
confidentiality, integrity, availability, and relevant interested-party requirements. Therefore, option A is the verified answer because it
precisely matches the purpose of classifying information. References/Chapters: ISO/IEC 27002:2022, Control

5.12 Classification of information; Control 5.13 Labelling of information; Control 5.15 Access control.

NEW QUESTION # 11
In which group of controls does Control 7.9 Security of assets off-premises belong?

¢ A. Organizational
¢ B. Technological
e C. Physical
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Answer: C

Explanation:

Control 7.9, Security of assets off-premises, belongs to the physical control group. ISO/IEC 27002:2022 organizes controls into
four themes: organizational controls, people controls, physical controls, and technological controls. Controls in Clause 7 are physical
controls, and Control 7.9 specifically addresses protection of organizational assets when they are outside the organization's premises.
This includes laptops, mobile devices, storage media, documents, portable equipment, and other assets used during travel, remote
work, home working, customer visits, supplier sites, or field operations. Off-premises use increases physical risk because assets may
be exposed to theft, loss, damage, unauthorized viewing, insecure storage, or uncontrolled environments. Although technological
measures such as encryption and remote wipe may support this control, the control itselfis placed in the physical theme because its
focus is the secure handling and protection of assets outside controlled facilities. Option A is incorrect because organizational
controls are in Clause 5. Option C is incorrect because technological controls are in Clause 8. References/Chapters: ISO

/IEC 27002:2022, Clause 7 Physical controls; Control 7.9 Security of assets off-premises; Clause 4 Structure of the standard.

NEW QUESTION # 12
When can clock synchronization be difficult?

e A BothAand B
¢ B. When using multiple cloud services
e C. When using only on-premuses services

Answer: B

Explanation:

Clock synchronization can be difficult when using multiple cloud services. ISO/IEC 27002 Control 8.17 emphasizes that clocks of
information processing systems should be synchronized to approved time sources.

Accurate time is essential for logging, monitoring, incident investigation, transaction integrity, forensic analysis, authentication,
certificate validation, and event correlation. In a simple on-premises environment, an organization may centrally manage time sources
using internal NTP servers or domain services. In multi- cloud environments, systems may span different providers, regions,
platforms, managed services, containers, serverless flinctions, and third-party logging systems. Each environment may have different
time settings, time source controls, administrative access limits, time zone handling, timestamp formats, and logging precision. This
makes consistent synchronization and correlation more challenging, Option A is not the best answer because "only on-premises
services" are typically easier to synchronize under a single administrative model. Option C is too broad because the question asks
when synchronization can be difficult, and the ISO

/IEC 27002 exam logic points to multiple cloud services. References/Chapters: ISO/IEC 27002:2022, Control

8.17 Clock synchronization; Control 8.15 Logging; Control 5.23 Information security for use of cloud services.

NEW QUESTION # 13
Which situation presented below indicates that the confidentiality of information has been breached?

¢ A. The Customer Service Department is not able to access customers' phone numbers due to an equipment failure

¢ B. Enployees of all departments of an organization have access to personal data of their colleagues

¢ C. Orne of the employees of the Financial Department of an organization accidentally modified banking nformation of other
staff members

Answer: B

Explanation:

Confidentiality is breached when information is made available or disclosed to unauthorized individuals, entities, or processes. Option
A'is the correct answer because employees from all departments have access to colleagues' personal data, even though such access
should normally be restricted to authorized roles such as HR, payroll, compliance, or designated management. Internal users can still
be unauthorized users when their role does not justify access. ISO/IEC 27002 addresses this through access control, access rights
management, classification, privacy protection, and information access restriction. Option B is an availability issue because a
department cannot access needed customer phone numbers due to equipment failure. Option C is an integrity issue because banking
information was accidentally modified. The confidentiality principle is specifically about limiting disclosure and availability of
information to authorized parties only. Personal data requires additional care because privacy obligations may apply, and excessive
internal access can create legal, ethical, and reputational harm. The verified answer is therefore option A. References/Chapters:
ISO/IEC

27002:2022, Control 5.15 Access control; Control 5.18 Access rights; Control 5.34 Privacy and protection of PII; Control 8.3



Information access restriction.

NEW QUESTION # 14
‘Which control of ISO/IEC 27002 helps organizations ensure that employees and contractors are suitable for their roles?

¢ A. Control 6.4 Disciplinary process
¢ B. Control 6.1 Screening
e C. Control 6.7 Remote working

Answer: B

Explanation:

Control 6.1 Screening is the ISO/IEC 27002 control that helps organizations ensure employees and contractors are suitable for their
roles. Screening is performed before employment or engagement, and it should be proportionate to business requirements,
information classification, access levels, legal requirements, and the risks associated with the role. It may include verification of
identity, qualifications, employment history, references, criminal record checks where lawful and appropriate, and professional
credentials. The goal is not unnecessary intrusion; the goal is to reduce the risk that unsuitable individuals receive access to sensitive
information, systens, facilities, or responsibilities. Control 6.4, Disciplinary process, deals with responding to policy violations after
employment has begun. Control 6.7, Remote working, addresses security arrangements for work outside organizational premises.
Neither directly verifies suitability before assigning a role. ISO/IEC 27002 treats people controls as essential because insider risk,
negligence, excessive access, and role mismatch can create significant security exposure. Therefore, option A is the verified answer.
References

/Chapters: ISO/IEC 27002:2022, Control 6.1 Screening; Control 6.2 Terms and conditions of employment; Control 6.3
Information security awareness, education and training.

NEW QUESTION # 15

Our company pays high attentions to the innovation of our ISO-IEC-27002-Foundation study dump. We constantly increase the
mvestment on the innovation and build an incentive system for the members of the research expert team. Our experts group
specializes in the research and innovation of our ISO-IEC-27002-Foundation exam practice guide and supplements the latest
novation and research results into the ISO-IEC-27002-Foundation Quiz prep timely. Our experts group collects the latest
academic and scientific research results and traces the newest industry progress in the update of the ISO-IEC-27002-Foundation
study materials.
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