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¢ Design Factors for a Governance Systen: This domain targets IT strategists, enterprise architects, and

governance advisors. It assesses their keen ability to identify and dissect critical design factors that hold
FE 1 significant influence over the development and deployment of a thriving governance system. Their expettise
ensures the system s tailored to the organization's distinct requirements.
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¢ Governance Implementation Lifecycle: In this section, the focus is on assessing the capabilities of IT
governance professionals and senior managers in implementing and managing the complex world of

EN D) enterprise technology governance. They will showcase their comprehensive understanding of the full

lifecycle, encompassing planning, design, execution, monitoring, and enhancement of robust governance

systerrs. Their expertise in aligning these systems with strategic objectives is key.

¢ Implementing & Optimizing I&T Governance Overview: Senior IT leaders, governance directors, and

consultants step into the spotlight here. The exam assesses their profound expertise in establishing and
FRE3 refining IT governance practices across the entire enterprise landscape. Their proficiency in ensuring
strategic alignment, facilitating sound decision-making, and maximizing value is vital.

¢ Impact of Design Factors: Management consultants, IT strategists, and governance specialists take center

stage as they delve into understanding the far-reaching impact of design factors. They assess how these
FRE 4 factors influence the effectiveness of governance systems, processes, and the attainment of strategic
objectives. Their insight ensures the optimization of governance practices.

e COBIT Basic Concepts: IT professionals, managers, and those immersed in governance practices will

encounter this section, which tests their grasp of COBIT findamentals. This includes understanding the
F&ES Control Objectives for Information and Related Technologies framework, along with the core principles
that guide effective governance of enterprise IT.

¢ Key Topics Decision Matrix: IT governance analysts, advisors, and consultants showcase their proficiency

in employing a decision matrix as a tool. They exhibit their skill in evaluating and prioritizing key topics,
FE6 making well-informed choices that ultimately enhance the implementation and ongoing improvement of
robust governance systemns.
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FRE #117
Which of the following includes capability levels that can be used as benchmarks?

A. Process practices
B. Process purpose
C. Process metrics
D. Process activities

ER: A

i RE LB -

In COBIT 2019, process practices are linked with capability levels. These levels can serve as benchmarks for evaluating the
maturity and performance of processes.

"The COBIT process model provides detailed descriptions of governance and management objectives, including practices and
activities, with defined capability levels that are used for performance measurement and benchmarking." Reference:COBIT 2019
Framework: Governance and Management Objectives, Introduction to Process Capability Levels
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Fi 8 #118
The PRIMARY purpose of including assurance and compliance auditors during the planning phase of an IT implementation initiative
is to:

A. Validate completeness of the initiative.

B. Ensure all risks have been considered.

C. Obtain an independent perspective.

D. Determine if requirements are achievable.

E&R:. C
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"Boards and executive management seek independent advice and opinions regarding critical I&T functions and services."

FRE #119
‘Which of'the following is the MOST common risk response used in risk management?

A. Risk avoidance
B. Risk mitigation
C. Risk acceptance
D. Risk transfer

ZX: B

BB -

According to COBIT 2019 and general IT risk management principles:

"Risk mitigation is the most commonly used response strategy. It involves taking action to reduce the likelihood or impact of a risk,
often by implementing controls or other countermeasures." This is supported in COBIT's treatment of risk under governance
objective EDMO3.

Reference:COBIT 2019 Governance and Management Objectives, EDM03

R RE #120
Which function within the IT corporate structure is responsible for classifying information using an agreed-upon classification scheme
for a new data collection system?

A. Enterprise architecture
B. Information privacy

C. Information security
D. .IT governance

ER: C

fEERE SR -

The function within the IT corporate structure responsible for classifying information using an agreed-upon classification scheme for a
new data collection system is the Information Security function. Information security ensures that data is properly classified to protect
it according to its sensitivity and criticality.

References in COBIT 2019 Design and Implementation:

* COBIT 2019 Framework: Governance and Management Objectives, APO13 (Managed Security):

This objective outlines the responsibilities of the information security finction, which includes defining and implementing information
classification schemes.

* COBIT 2019 Implementation Guide, Chapter 3:This chapter details how information security policies and practices should be
established, including the classification of information assets.

* COBIT 2019 Framework: Deliver, Service and Support (DSS05, Managed Security Services):This objective highlights the role of
nformation security in managing security services, including data classification and protection measures.

By classifying information, the information security function ensures that data is adequately protected against unauthorized access and
breaches, adhering to compliance requirements and supporting the overall security posture of the enterprise.

R RE #121



‘Which of'the following is a design factor workflow component for determining the initial scope of a governance system?

A. Considering the risk profile of the enterprise
B. Considering the enterprise's market position
C. Considering the enterprise's culture

D. Considering the risk profile of the IT portfolio

BER: A

it B B -

The COBIT 2019 Design Guide defines Step 2: Determine the Initial Scope of the Governance System, which explicitly includes
considering the risk profile of the enterprise as a formal design factor. The enterprise risk profile identifies the types of IT-related
risks that are most significant and therefore influence which governance and management objectives should be prioritized.
Enterprise culture and market position are contextual elements but are not listed as formal design factors in the initial scoping
workflow. Similarly, the risk profile of the IT portfolio is a narrower operational view, whereas COBIT requires an enterprise-wide
perspective to ensure governance decisions reflect overall business exposure.

By analyzing the enterprise risk profile early, governance designers can identify critical areas requiring stronger controls, assurance,
or capability levels. This directly impacts the initial scope by determining which objectives fall inside or outside the governance
system boundary.

Therefore, considering the enterprise risk profile is a core workflow component for determining the nitial governance scope.

R RE #122
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