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Which Law requires both parties to consent to the recording of a comversation?
A Electronic Communications Privacy (ECPA]

B. Communications Assitance 1o Linw Enforcement Act [CALEA]

. LA Patrict Act

D Health Irsurance Portabiity and Accountability Ack (HIPPA] Answer # - A Electronic
Carnenunscation Privacy (ECPA)

Which Laww is related to the disclonere of perionally identifiable protected health information [PHI)?
A Federal Privacy Act of 1974

B Electionis Coman i ation Privacy At

£ Health inwurance Portability and Accountakality Act (HEPAA)

O CAN-SPAM AL Anpwer « o - C, Health Insirance Porisinlity and Ascountability Act (HIPAA)

which U5, Law eriminafizes the a0t of knowingly using mialeading domalin name with the intent 1o
deceive 3 mined inko viewing hanmdul materials?

A 18 USC 22528
B, CAN-SPAM Act
C. Children's Online Privacy Protectsan Act (COPPA)

B. Communication Decency Act Anvwer « - A 18U5C 22508

Which U5 Liw protects jpurnalists from lurning over their work or sowrtes to Lew enlorcement before
the information is thared with the public?
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WGU Digital-Forensics-in-Cybersecurity Exam Syllabus Topics:

Topic

Details

Topic 1

Domain Evidence Analysis with Forensic Tools: This domain measures skills of Cybersecurity technicians
and focuses on analyzing collected evidence using standard forensic tools. It includes reviewing disks, file
systemns, logs, and system data while following approved investigation processes that ensure accuracy and

integrity.

Topic 2

Domain Digital Forensics in Cybersecurity: This domain measures the skills of Cybersecurity technicians
and focuses on the core purpose of digital forensics in a security environment. It covers the techniques used
to investigate cyber incidents, examine digital evidence, and understand how findings support legal and
organizational actions.

Topic 3

Domain Incident Reporting and Communication: This domain measures the skills of Cybersecurity Analysts
and focuses on writing incident reports that present findings froma forensic nvestigation. It includes
documenting evidence, summarizing conclusions, and communicating outcomes to organizational
stakeholders in a clear and structured way.

Topic 4

Domain Legal and Procedural Requirements in Digital Forensics: This domain measures the skills of Digital
Forensics Technicians and focuses on laws, rules, and standards that guide forensic work. It includes
identifying regulatory requirements, organizational procedures, and accepted best practices that ensure an
mnvestigation is defensible and properly executed.

Topic 5

Domain Recovery of Deleted Files and Artifacts: This domain measures the skills of Digital Forensics
Technicians and focuses on collecting evidence from deleted files, hidden data, and system artifacts. It
includes identifying relevant remnants, restoring accessible information, and understanding where digital
traces are stored within different systerns.

WGU Digital Forensics in Cybersecurity (D431/C840) Course Exam Sample
Questions (Q64-Q69):

NEW QUESTION # 64
What is a reason to use steganography?

Answer: B

Explanation:

A. To erase secret data
B. To save secret data

C. To highlight secret data
D. To delete secret data

Comprehensive and Detailed Explanation From Exact Extract:

Steganography is used to save or embed secret data within another file or medium, allowing covert communication without alerting
observers to the presence of the data.

* The goal is to conceal, not highlight or delete data.

* It does not erase or delete secret data; instead, it hides it.

This aligns with standard definitions in cybersecurity and forensic literature including NIST's cybersecurity frameworks.
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NEW QUESTION # 65
The chief nformation officer of an accounting firm believes sensitive data is being exposed on the local network.
‘Which tool should the IT staff use to gather digital evidence about this security vulnerability?

A. Sniffer

B. Antivirus

C. Packet filter
D. Firewall

Answer: A

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

A sniffer, also known as a packet analyzer, captures network traffic in real time and allows IT staff to monitor and analyze data
packets passing through the network. This is crucial when investigating potential data leaks or network vulnerabilities. Using a sniffer
helps identify unauthorized transmissions of sensitive data and trace suspicious activity at the packet level.

* Sniffers collect raw network data which can be analyzed for patterns or anomalies.

* According to NIST guidelines on network forensics, packet capture tools (sniffers) are essential in gathering digital evidence
related to network security incidents.

Reference:NIST Special Publication 800-86 (Guide to Integrating Forensic Techniques into Incident Response) highlights the
importance of sniffers in network-based investigations.

NEW QUESTION # 66

A victim of Internet fraud fell for an online offer after using a search engine to find a deal on an expensive software purchase. Once
the victim learned about the fraud, he contacted a forensic investigator for help.

Which digital evidence should the mvestigator collect?

A. Computer logs
B. Whois records
C. Email headers
D. Virus signatures

Answer: A

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

In Internet fraud mvestigations, computer logs are critical because they provide a record of user activity, including browsing history,
downloads, and system events. These logs can help establish a timeline, identify malicious access, and confirm fraudulent
transactions.

* Computer logs may include browser history, system event logs, and application logs that document the victimi's interaction with the
fraudulent offer.

* Whois records help identify domain registration details but are secondary evidence.

* Email headers are relevant if communication via email was part of the fraud but less critical than logs that show direct interaction.

* Virus signatures are used in malware mvestigations, not directly relevant to fraud evidence collection.

Reference:According to guidelines by the International Journal of Digital Crime and Forensics and the SANS Institute, capturing logs
is essential in building a case for Internet fraud as it provides objective data about the victim's system and activities.

NEW QUESTION # 67
‘Which policy is included in the CAN-SPAM Act?

A. Email sender must provide a method for recipients to opt out of future emails without charge
B. Email sender must verify the recipient's consent before sending

C. Email sender nwst include recipient IP address in the email header

D. Email sender nmust encrypt all outgoing emails

Answer: A

Explanation:



Comprehensive and Detailed Explanation From Exact Extract:

The CAN-SPAM Act requires that commercial emails include a clear and conspicuous mechanism allowing recipients to opt out of
receiving future emails. This opt-out method cannot require payment or additional steps that would discourage recipients.

* The act ais to reduce unsolicited commercial emails and spam.

* Compliance is critical for lawfil email marketing and forensic investigations involving email misuse.

Reference:U.S. federal law and cybersecurity policies reference CAN-SPAM provisions for email commumications.

NEW QUESTION # 68
Which directory contains the system's configuration files on a computer running Mac OS X?

A. /cfg
B. /bin
C. letc
D. /var

Answer: C

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

The/etcdirectory on Unix-based systens, including macOS, contains important system configuration files and scripts. It is the
standard location for system-wide configuration data.

* /varcontains variable data like logs and spool files.

* /bincontains essential binary executables.

* /cfgis not a standard directory in macOS.

This is standard Unix/Linux directory structure knowledge and is reflected in NIST and forensic references for macOS.

NEW QUESTION # 69
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