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HE#21
A company is discontinuing its use of a cloud provider. Which of the following should the provider do to ensure there is no sensitive
data stored in the company's cloud?

A. Encrypt the data.
B. Replicate the data.
C. Lock in the data.
D. Sanitize the data.
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EE#22
‘Which of'the following will best prevent corporate data from being transmitted over the internet?

A. Use VDI over a WAN connection.

B. Deploy VLANS to segment the cloud traffic from the Internet.

C. Modify employee training documentation to point to https addresses instead of http.
D. Contract a CSP partner for a direct access connection.

HE: D

MY

Contracting a CSP partner for a direct access connection (such as Direct Connect in AWS or ExpressRoute in Azure) provides a
dedicated, private network connection between the corporate data center and the cloud provider's infrastructure, bypassing the
public internet. This ensures that corporate data is not transmitted over the internet, enhancing security and reducing the risk of data
exposure.

EE #23
Which of the following cloud services allows an administrator to elimmnate the task of patching operating systems?

A. Big Data

B. Blockchain

C. Federation

D. Microservices

¥e: D

MH.

Microservices is an architectural style where applications are broken down into smaller, independent services that run separately.
This approach allows the cloud provider to manage the underlying infrastructure and operating systens for each service, including
patching, updates, and maintenance, so the admnistrator does not need to handle those tasks. The administrator focuses more on
the functionality of the application itself rather than managing the operating systems.

A2 #24
A company wants to migrate mission-critical applications to the cloud. In order for technicians to build, decommission, and perform
other routine functions, which of the following cloud characteristics would BEST satisfy this business requirement?

A. Availability

B. Elasticity

C. Self-service

D. Broad network access
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BE #25

A small company with an in-house IT staff'is considering implementing a new technology that their current IT staff'is unfamiliar with.
The company would like to implement the new technology as soon as possible but does not have the budget to hire new IT staff.
Which of the following should this company consider?

A. Cloud computing
B. New hardware
C. Outsourcing

D. Virtualization
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