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Fortinet NSE 7 - Enterprise Firewall 7.2 Sample Questions (Q80-Q85):

NEW QUESTION # 80
Refer to the exhibits, which contain the network topology and BGP configuration for a hub.
Exhibit A.
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Exhibit B.



Hub # show router bgp
config router bgp
set as 65100
set router-id 172.16.1.1

config neighbor-group

edit "advpn"

set remote-as 65100

set route-reflector4eliI®8 disable
next
end
config neighbor-ragfé
edit 1
set A Xx 172.16.1.0 255.255.
QN WE1ghbor-group "advpn"
neet'y
end
config network
edit 1
set prefix 10.1.0.0 255.25
next

end
An administrator is trying to configure ADVPN with a hub and spoke VPN setup using iBGP. All the VPN are up and connected
to the hub. The hub is receiving route information from both spokes over iBGP; however the spokes are not receiving route
mformation from each other.
‘What change must the administrator make to the hub BGP configuration so that the routes learned from one spoke are forwarded to
the other spoke?

A. Enable route redistribution under config router bgp

B. Configure the hub as a route reflector

C. Add a prefix [ist to the hub that permits routes to be shared between the spokes
D. Configure auto-discovery-sender on the hub

Answer: D

NEW QUESTION # 81
Exhibit.
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Refer to the exhibit, which shows a partial web filter profile conjuration What can you cone udo from this configuration about access
to www.facebook, com, which is categorized as Social Networking?

A. The access is blocked based on the Content Filter configuration

B. The access is blocked based on the URL Filter configuration

C. The access is hocked if the local or the public FortiGuard server does not reply

D. The access is allowed based on the FortiGuard Category Based Filter configuration

Answer: B

Explanation:

The access to www.facebook.comis blocked based on the URL Filter configuration. In the exhibit, it shows that the URL
"www.facebook.com' is specifically set to "Block" under the URL Filter sectionl. References :

= Fortigate: How to configure Web Filter finction on Fortigate, Web filter | FortiGate / FortiOS 7.0.2 | Fortinet Document Library,
FortiGate HTTPS web URL filtering ... - Fortinet ... - Fortinet Community

NEW QUESTION # 82
Exhibit.
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Refer to the exhibit, which contains an active-active toad balancing scenario.

During the traffic flow the primary FortiGate forwards the SYN packet to the secondary FortiGate.

What is the destination MAC address or addresses when packets are forwarded from the primary FortiGate to the secondary
FortiGate?

A. Secondary virtual MAC portl

B. Secondary physical MAC port2 then virtual MAC port2
C. Secondary physical MAC portl

D. Secondary virtual MAC portl then physical MAC portl



Answer: C

Explanation:

In an active-active load balancing scenario, when the primary FortiGate forwards the SYN packet to the secondary FortiGate, the
destination MAC address would be the secondary's physical MAC on portl, as the packet is being sent over the network and the
physical MAC is used for layer 2 transmissions.

NEW QUESTION # 83
In which two ways does FortiManager function when it is deployed as a local FDS? (Choose two.)

A. Tt caches available firmware updates for both managed and unmanaged devices
B. It downloads license information for registered and unregistered devices

C. It can be configured as an update server a rating server or both

D. It functions as rating server only for web filtering and antispam services

Answer: C,D

NEW QUESTION # 84

An administrator configured the following command on FortiGate

config router ospf

sec reszart-mode graceful-restart

Which two statements correctly describe the result of the above command? (Choose two.)

A. FortiGate is configured with graceful restart and will exit graceful mode, if the network topology changes

B. The OSPF neighbor that receives the grace link-state advertisement (LSA) will enter into helper mode

C. After the default 40 seconds wait time the OSPF neighbors will resume communication with the restarting router

D. In an HA cluster FortiGate devices will keep the OSPF routes in their routing table to avoid traffic interruption during an
HA failover

Answer: B,C

NEW QUESTION # 85
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