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(Q31-Q36):

NEW QUESTION # 31

A cloud administrator has been receiving reports of slow response times from users accessing their organization's web application,
which is protected by FortiWeb Cloud.

Which two steps can be taken to potentially alleviate the problem? (Choose two.)

A. Deploying FortiWeb Cloud in the same region where the web application is hosted.
B. Changing the DNS records to point to the web application.

C. Adding additional passthrough load balancers.

D. Enabling the content delivery network (CDN).

Answer: A,D

Explanation:
Deploying FortiWeb Cloud closer to the web application reduces latency and improves response times.
Enabling CDN caches content closer to users, reducing load times and speeding up content delivery.

NEW QUESTION # 32
Refer to the exhibit. - -
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Which action must the administrator take to route traffic from VPC B to VPC A?

A. The administrative must configure a custom route in VPC B and point the gateway to VPC A.

B. The administrator must configure a customroute in VPC B and point the gateway to the VPC peering service.
C. The administrator must create a new VPC peering connection between VPC A and VPC B.

D. The administrator must deploy a FortiGate VM with at least three network iterfaces.

Answer: D

Explanation:

Because VPC peering is non-transitive, traffic cannot route from VPC B to VPC A via VPC C. To enable routing between VPC A
and VPC B through VPC C, a FortiGate VM with multiple network mterfaces can act as a firewall/router to manage traffic between
the three VPCs.

NEW QUESTION # 33

Your organization is running an application in their shared services virtual public cloud (VPC) and must control network access
natively in the cloud.

How can your organization meet this requirement?

e A Create a firewall policy for the entire VPC that allows access from all networks.
¢ B. Create a firewall rule that allows access to the application instance only.



¢ (. Create another VPC in front of the shared services VPC and deploy FortiGate.
¢ D. Create IAM access to allow access from specified resources only.

Answer: B

Explanation:
Creating specific firewall rules that restrict access directly to the application instance allows precise native network access control
within the shared services VPC.

NEW QUESTION # 34
A cloud administrator is tasked with protecting web applications hosted in Google Cloud.
Which three cloud offerings can the administrator use to accomplish the task? (Choose three.)

A. Google Cloud Run
B. FortiWeb Cloud

C. Google Cloud Armor
D. FortiWeb VM

E. Google Cloud IAM

Answer: B,C,D

Explanation:

FortiWeb VM is a web application firewall (WAF) deployed on Google Cloud to protect web apps.
Google Cloud Armor provides DDoS and application-level protection.

FortiWeb Cloud offers cloud-native WAF services to protect applications hosted in Google Cloud.

NEW QUESTION # 35

Google Cloud network services offer vast finctionality and inter-connectivity between the cloud and on- premises networks.

Which three additional functions does FortiGate offer when deployed in Google Cloud to complement the native services offered by
Google Cloud? (Choose three.)

A. SSL VPN

B. SSL inspection

C. Web filtering

D. Secure SD-WAN with application visibility
E. OSPF over IPSec

Answer: A,B,D

Explanation:

FortiGate provides SSL. VPN capabilities for secure remote access.

It offers SSL inspection to decrypt and inspect encrypted traffic for threats.

FortiGate supports Secure SD-WAN with deep application visibility and control, enhancing network performance and security
beyond native Google Cloud services.

NEW QUESTION # 36
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